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AHHOTaL M

Hacrodamu#i nokymeHT comepKuUT oObliee onucaHue nporpammHoro kommiaekca «Marllpo Kpun-
tollaker» 4.0.

Atopckue npasa Ha CK3U «Marllpo Kpuntollaker» npunaniexxar OOO «Kpuntokom».
B CK3MU ucnonbsoBan kox OpenSSL, (©1998-2022 The OpenSSL Project.
«Marllpo» siBisieTcs 3aperucTpupoBaHHbIM ToBapHbIM 3HaKOM OOO «Kpunrtokom».
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1. HASHAYEHHE CK3U MATTTPO KPUITTOITAKET:
2. YCJIOBUA PALOTBI CK3U. «MAITIPO KPHUITTOITAKET »:

HOpH[LKOBbII;'I Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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1 HASHAYEHHE CK3UW MATTIPO KPUIITOITAKET

OcnoBnoe HasHaueHne CK3U «Marllpo Kpunrollaker» 4.0 — obecnedenue kpunrorpaduyeckou
3allMThl HH(opMaLuHu npu ceteBoM B3aumonericteuu. CK3U mosBosisieT 3amuiaTh Kak KOHKPETHBIE
COeMHEHHSs, TaKWe KaK TOoAKJo4YeHHe K Beb-cepBepy uau RDP-coenvnenue (aty 3amauy perua-
ot ucnosnHeHuss NeNe 5 u 6), Tak U ceTeBOH TpadUK LEJHKOM MyTeM OpPraHHU3alWH BUPTyasbHOH
yacTHOU ceTH (uMcnoaHeHust NeNe 7 u 8). Mcnosanenuss NeNe 3 u 4 mo3BOJISIIOT TaK»Ke OPraHU30-
BaTb KPHUINTOrpapuuecky 3amuty (IH(PpOBaHHe, MOAMKUCh, UMHUTO3AlIUTa) Ha YPOBHE OTAEJbHBIX

(haHJoB.

Hcnonnennss NeNe 1 u 2 o6ecrnieyuBaoT BO3MOKHOCTb MCIO/b30BAHUS POCCUHCKUX KPUIITOAJTO-
pPUTMOB NpH paboTe C MPUJIOKEHHUSIMU, PACCUUTAHHBIMU Ha HUcCMoJb3oBaHue 6ubmanoTekn OpenSSL,

TaKHMH KakK

— www-cepBepbl Apache u nginx

— [louroBble cepsepa Postfix u Dovecot
— Cepsep karajnoros OpenLDAP

— TekcroBelll Be6-6paysep lynx

— Hurepnperatop tcltls
— Ytuaura wget

— IloutoBble mporpaMmbl mutt u pine
— IlporpamMma MruoBeHHBIX coobiieHHH jabberd

— U 1p.

O,U,HaKO c¢jenyetr MMeTb BBHUAY, UTO OJid 39THUX HpI/IJIO}KeHI/Iﬁ H€O6XO,HI/IMO npoBeaeHne OTAEJbHbIX

CepPTU(UKALMOHHBIX UCIBITAHUH.

Tak>xe CK3U Bo Bcex ncnosiHeHUsIX 00ecreurnBaeT BO3MOXKHOCTb yIPaBJIeHHs KJIIOUEBOH CHUCTe-
MOH: cOo3laHUs KpUNTOrpauyeckKux KJ/io4yed M BBIMYCK CepTU(UKATOB [Js Liesed UCMOJb30BaAHUS

npounMu KoMmnoHeHTamMu CK3H.

[TopsinkoBbi#i Ne M3MeHeHUsI

HOILI'II/ICI) JIMlla, OTBETCTBEHHOI'O 3a
H3MEHEHNEe

I[aTa BHECEHHA M3MEHEHHSA
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2 YCJIOBUY PABOTDBI CK31 «MATTIPO KPUIITOITAKET»

«Marllpo Kpunrollaker» 4.0 mocraBssieTcss B cobpaHHOM Buze Ajs padotel Ha [IDBM na 6aze
LIeHTpasbHbIX TpoleccopoB Intel u coBMecTuMbIX ¢ HUMHU (apxuTekTypa X86 u x86_64), nporeccopos
ARMv7,8 u Ha [I9BM Sun Microsystems (apxutekrypa Ultra SPARC) B cienyrouux onepauyoH-
HBIX CHCTEMax:

Windows 8.1/10;

Windows Server 2012/2016/2019;

Debian GNU/Linux 9(stretch)/10(buster)/11(bullseye);

Ubuntu 14.04, 16.04, 18.04, 20.04;

Linux Mint 19.x, 20.x, Linux Mint Debian Edition 4;

RedHat Enterprise Linux 7, 8;

CentOS 7, 8;

SUSE Linux 12, 15;

OpenSUSE 15.1, 15.2;

EMIAS OS 1.0, 2.0;

IucTpubyruBn AneT Ha 6aze mmardopm 8 um 9, Brimouass AnbT CepBep,
AneT Pabouass crTanunusa, AneT Pabouas craHnusa K,
AnbT ObpasoBaHue, AnbT 8 CI, Sipmly Linux;

MCBCdepa Cepmep 7.3, MCBCdepa APM 7.3;

Tocnmuuykc IC6;

PE[ OC 7.2, 7.3;

Rosa Enterprise Desktop (RED) X4;

Rosa Enterprise Linux Server (RELS) 7.3;

Rosa Enterprise Linux Desktop (RELD) 7.3;

POCA KOBAJIBT;

Astra Linux Special Edition Cmomnenck 1.6 aka wucm.l, 1.7;

Astra Linux Special Edition HoBOpocCCHHCK;

Astra Linux Common Edition 2.12;

Numa Edge 1.0;

FreeBSD 12.x, 13.x;

MacOS 10.15, 11;

Sun Solaris 10, 11;

OpenWRT 19.07, 21.02.

Jlnst XpaHeHUs! 3aKPBITHl KJOUEH MOTY HCHOJb30BaThCs

— (paiisioBasi cucTeMa KOMIbIOTEpa;

— J1060H annapaTHbIH KJII0UeBOH HOCHUTEb, TpenocTaBasionini nurepgeiic PKCS#11 («PyToken

SLII», «JaCarta» u UM 1mogoOHbIE);

— ycTpoicTBO «PyToKeH» ¢ XpaHeHHeM KJtouel B (pailioBOH CHCTeMe TOKEHa;

— ycTpo#HcBO «Bbloras.
B 6ynyuieM moxet ObITh 100aBJeHa MOAAEpPKKA U APYTHX YCTPOUCTB.

M3-3a omMOKH B CUCTEMHBIX OUOJMOTEKAX BO3MOXKHBI MpobJjeMbl MpU paboTe ¢ KJAOUaMU Ha
amnnapaTHbIX TOKeHax B onepaloHHbiX cucteMax SUSE Linux, ROSA RED u Agbr.

HOpH[LKOBbII;'I Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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3 (OobecrneueHue MH(OpPMaIHOHHOH 6e30MacHOCTH npu
ucnosb3zoBanuu «Marllpo Kpunrollakers 4.0

Hanexxnas kpunrorpaduueckas sallldta JaHHbIX Npu ucnosnb3oBaHuu «Marllpo Kpunrollakers»
4.0 obecrneuynBaeTcsi TOJbKO B TOM cJjydae, ecan akcmayartauus «Marllpo Kpunrollaker» 4.0 ocy-

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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4 TIOOAEPXKVBAEMBIE AJITOPUTMDbBI [OCT 13|
CTAHIAPTBI 10 UX MCITIOJIbSOBAHHIO

«Marllpo Kpunrollaker» 4.0 peanusyer kpunrorpaduyeckde ajropuTMbl, COOTBETCTBYIOLLHE
poccuiickum crangaptam [OCT P 34.12-2015, TOCT P 34.13-2015, TOCT P 34.10-2012, TOCT P
34.11-2012, a Takxke peKOMeHAALUSIM
P 1323565.1.017-2018 «MudopmauronHas TexHosorus. Kpunrorpadudeckasi samura HHOOPMALUH.
Kpunrorpaduueckre anropuTmbl, COMYTCTBYIOIUIME MPUMEHEHHIO AJTOPUTMOB OJOYHOTO LIK(POBa-
HUSI»;

P 1323565.1.026-2019 «Mudopmanuonnas texnosorus. Kpunrorpadudeckas samura HHPOPMAILHH.
PexxrMbl paboThl 6/0UHBIX WIH(POB, peanusyolline ayTeHTU(PULHPOBAHHOE IH(DPOBaAHUEY;

P 50.1.113-2016 «MHpopmaunonHas texHosorusi. Kpunrorpaduueckas 3amura uHpopmanuu. Kpun-
Torpauyeckue aJropuTMbl, CONYTCTBYIOLIWE MPUMEHEHHIO aJrOPUTMOB 3JIEKTPOHHOHW LHU(PPOBOU
MOAMUCH U (PYHKIIMH X3MIHPOBAHHUS».

Hns obecneyenuss coBMmectuMmocTH co ctapbiMu CK3M, He nopnepKHBaloIMMH COBpeMeHHBIE
kpunrorpapuyeckue aaroputmsl, «Marllpo Kpuntollaker» 4.0 peanusyer Takxe anroputmel [OCT
28147-89, TOCT P 34.10-2001, TOCT P 34.11-94 u conyTcByiolire UM aJropUTMbl, OMUCAHHbIE B
RFC 4357 «Additional Cryptographic Algorithms for Use with GOST 28147-89, GOST R 34.10-94,
GOST R 34.10-2001, and GOST R 34.11-94 Algorithmss».

Ha6opbl mapaMeTpoB ajropuTMOB COOTBETCTBYIOT PEKOMEHIALIMSM
P 1323565.1.024-2019 «Mudopmanuonnas rexnosorusi. Kpunrorpaduyeckas samura HHPOPMALHH.
[TapameTpel 3/IUNTHUYECKUX KPUBBIX [/ KPUNTOrpaUUECKUX aJrOPUTMOB U MPOTOKOJOBY;

MP 26.2.003-2013 «3ananue y3/0B 3aMeHbl 0jioKa MoacTaHOBKHM ajnroputma mudposanusi [OCT
28147-89».

[TonnepxuBaemble OpPMAThl 3aKPLITHIX KJOUEH M TPAHCIOPTHBIX KOHTEHHEPOB COOTBETCTBYIOT
peKOMeHAaLHAM
P 50.1.112-2016 «MHudopmaunonHass TexHoJorus. Kpunrorpaduueckas saumdra HHOOPMAIUH.
TpaHcrnopTHBIH KJ10UeBOH KOHTEHHED»;

P 50.1.111-2016 «MHudopmanuonHas TexHosorusi. Kpunrorpaduyeckass samura uHbopmanuu. [la-
poJibHAs 3alIUTa KJII0YeBOH MH(OPMALIUN»;

P 50.1.110-2016 «MHbopmaunoHHas TexHosorusi. Kpunrorpaduueckas samura nHpopMauuu. Kon-
TelHep XpPaHeHUS KJouel».

CepTu¢uKaTel M CIOHMCKH  OT3bIBOB  peasrM30BaHbl B  COOTBETCTBUU  PeKOMEHIALHUSIMH
P 1323565.1.023-2018 «MudpopmanuonHas texHosorus. Kpunrorpadguueckas 3amura HHPOPMaILIUH.
Hcnonbzosanue anropurmos I'OCT P 34.10-2012, TOCT P 34.11-2012 B ceprudukare, cnucke
aHHynupoBaHHbIX cepTUhHKaToB (CRL) u 3ampoce Ha ceptudurat PKCS#10 undpacTpykTypsl OT-
KPBIThIX Kjoded X.509»

[TonnepxuBaemele GpopMaThl 3aLIUILIEHHBIX COOOLIEHUH COOTBETCTBYIOT PEeKOMEHIALUAM
P 1323565.1.025-2019 «MudopmauronHas TexHosorusi. Kpunrorpadguueckas samura HHPOPMALIUH.
®opmathl COOOIIEHUH, 3aUIUILIEHHBIX KPUITOTPAPHUUECKUMH METOIAMM;

MP 26.2.002-2013 «HMcnonbzoBanue anropurmMo [OCT 28147-89, TOCT P 34.10 u TOCT P 34.11
B Kpunrorpaduueckux coobureHusx popmara CMS».

[Tpotoxkon TLS peanusoBaH B COOTBETCTBUH C PEKOMEHAALUSAMHU
P 1323565.1.030-2020 «MudopmaunonHas TexHosorus. Kpunrorpaduueckas 3amura HHPOPMALHH.
Hcnonb3oBanue Kpunrorpauyeckux ajJropuTMOB B MPOTOKOJE 6€30MaCHOCTH TPAHCIIOPTHOTO yPOB-
Hs1 (TLS 1.3)»;

P 1323565.1.020-2020 «MHbopmauronHas TexHosorus. Kpunrorpaduueckas 3amuta HHPOPMAIHH.

HOpH[LKOBbII;'I Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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Hcnonb3oBanue Kpunrorpauyeckux ajJropuTMOB B MPOTOKOJE 6€30MaCHOCTH TPAHCIIOPTHOTO yPOB-
ast (TLS 1.2)»;
MP 26.2.001-2013 «Mcnonb3oBanue HabopoB anroputmoB mudpoBanusi Ha ocHoBe [OCT 28147-89
Il IPOTOKOJIa 6e30macHOCTH TpaHcnopTHOro ypoBHs (TLS)».

[Tpotokosn OCSP peanuzosan B coorBercTBur ¢ RFC 6960.

HOpH[LKOBbII;'I Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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5 COCTAB CK3U MATITIPO KPUIITOITAKET

CK3HM «Marllpo Kpuntollaker» 4.0 MoXeT MOCTaBASATHCS B 8 UCTIOJTHEHHUSX.
B coctaB ucnonHennit NeNe 1 u 2 BxonsAT kpuntorpadpuueckue 6UOJHOTEKH
Bubnuoreka peanusaunu 6a3oBeix Kpuntorpadruieckux yHkuni popmartos X509 u PKCS#7
liberypto (nss OC Windows — libeay32.dll);
Bubnuoreka peanusauuu npotokosa TLS libssl (mass OC Windows — ssleay32.dll);
bBubaroreka paboThl ¢ ceTeBbiMU coennHenusmu libcurl (mas OC Windows — curl.dll);
bubnuoreka peanusaunn anaroputmMoB ['OCT liberyptocom (ans OC  Windows -
cryptocom.dll).

B cocraB ucnonnennét Ne 3 (coorBerctByet Kjaaccy KC1) u Ne 4 (coorBercTByeT Kjaccy KC2)
IOTIOJTHUTE/IBHO BXOIUT

— Yrunuta openssl, peanusyiouias IOCTYyN K OCHOBHOH (DYHKLHMOHAJbHOCTH OMOJIHOTEK M3 KO-

MaHAHOH CTPOKH;
— Yrtunuta curl, obecneuynBarorias A0CTYN K CETeBBIM pecypcaMm Mo npoTokoay TLS.
B cocraB ucnonnennét Ne 5 (coorBerctByet Kjaaccy KC1) u Ne 6 (coorBerctByeT Kiaccy KC2)

LOTIOJTHUTEJIBHO BXOIUT
— CpenctBo 3aumuThl noctyna K ceteBbiM pecypcam «Marllpo KpunroTyHHesnb» (ucmosHeHUS
NeNe 5 u 6).
B coctaB ucnonnenuit Ne 7 (coorBerctByeT Kjaaccy KC1) u Ne 8 (coorBercTByet Kjaccy KC2)
JOTIOJTHUTEJIBHO BXOIUT
— BuptyanbHasi jokanbHas cetb «Marllpo OpenVPN-TOCT» (ucnosnenusi NeNe 7 u 8).
Kpowme Toro, B coctaB BcexX HCHOJHEHUH BXOLST:
— Ilporpammel co3nanusi daina uHMuKManusauun nporpaMmmuoro JICH mkseed u gmkseed,
— Ilporpamma cosnanus kaoueit mkkey;
— CpencTBo KOHTPOJIS 11eJI0CTHOCTH integrity u mporpamma pacuera Xau-cymm gostl2sum);
— CKpUNTH A/ yTpaBJeHUs cepTUPHUKATAMU U 3asBKAMHU.

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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6 COBMECTHUMOCTD MATTIPO KPUIITOITAKET 13|
OPENSSL

«MarllIpo Kpunrollaker» 4.0 nosnoctbio coBmectuM ¢ OpenSSL 1.1.1i.

JL1s1 ucnosb30BaHUS POCCHHCKHX aJrOPUTMOB HEOOXOAHMMO MOATPY3HUTb OMO/IHOTEKY cryptocom
C TIOMOIIBI0 KOH(HUTYPALIHOHHOTO (haiiyia UK C TIOMOLIBIO CPEACTB KOH(HUIYPHPOBAHUS TPUJIOKEHHUS,
€CJIM OHO He CUUTBIBaeT KOH(HUrypaunoHHbH ¢aina OpenSSL.

HOpH[LKOBbII;'I Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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7
7.1

YITPABJIEHUE KJIIFOHAMU B «Marllpo Kpunrollaker» 4.0

Cospmanue KJO4eH

I[.HH COo31aHHudAd KpHHTOFpanquCKHX KJI04en HeO6XOﬂI/IMO BBITNIOJIHUTBL CJIEAYIOIIHNE JeCTBHUS:

1

2.
3.

. Cospatpb katoun aas HyHoro asroputMa [OCT. DTo MOXKHO cliesaTh AByMs clocoO6aMu:

— C MOMOLIbI0 KOMaHIbl genpkey yTUIUTH openssl;

— ¢ nomouleio mporpamMmMbel mkkey, Bxonsiue# B coctas CK3U.
O6a BapuaHTa TMO3BOJIAIOT UCMOJb30BAaTh KAaK annapaTHbIH, TaK W MPOTPAMMHBIA NATUHK CJy-
YalHbIX UHCeJ, OfHAKO €CJIM KJIIOUM CO3[AI0TCS C HCMOJb30BAHUEM MPOTPAMMHOIO AAaTUHKA,
3TOT NATUHK JOJIXKEH ObITb MpeNBapUTeNbHO TPOMHULIMATU3UPOBaH porpaMMHoi mkseed uiu
gmkseed.
CchopmrpoBaTh 3asiBKy Ha pPeruCTPaLMIO KJIOUYeH ¢ MOMOLIbI0 KOMaHAbl req YTHJIUTHI openssl.
OTnpaBuTh 3a51BKy B YAOCTOBEPSIOMINN LEHTP U TMONYUYUTb CePTU(UKAT HA KJIOU JUOO0 BbIMY-
CTUTb CepTU(UKAT C MOMOIIbI0 KOMaH/Bl €ca YTHJIUTH openssl.

B kKoMmeKT mocTaBKHU BXOAUT HabOp CKPUNTOB easy-gost, YNpoulaoini H3roToBJeHHe KJloUyel
U CepTU(PUKATOB.

7.2

1
2

Hcnosb3oBaHue KJ/toueld npu padoTe ¢ MPUJIOKEHUSMU

. Mcnonp3oBaTh K/I0YM B COOTBETCTBUHU C TPeOOBAHUSIMH MPUJIOKEHUH.

. Ilpu BbIMONHEHUM OTIEPALIMH 3J€KTPOHHOU MOAMKUCH SIBHO YKa3blBaTh UCIOJb3yeMble aJTrOPUTMBI
He HYXKHO, TaK KaK aJrOpUTM MOAMNMCH ONpelensieTcsl Mo cepTU(HUKATY, a aITOPUTM X3LIHUPO-
BaHMS OJHO3HAYHO OIpee/seTcs] airOPUTMOM TMOATHUCH.

[Tpu BbIMONMHEHHH omepaluil 3alMpoBaHUs, Kak NMpaBUJo TpebyeTcsl IBHOe YKa3aHHe aJjiro-
puTMa WHK(pPOBaHUS, HEOOXOIUMO YKa3blBaTb OAMH U3 CJEAYIOIIHX aJTrOPUTMOB!
-magma-ctr-acpkm

-magma-ctr-acpkm-omac

-kuznyechik-ctr-acpkm

-kuznyechik-ctr-acpkm-omac

-g0st89

(mocsiemHUE — TOJIbKO AJist obecreueHUsi coBMecTUMOCTH co ctapeimu CK3H).

. Ilpu xoHpurypupoBanuu cepsepa TLS HeoO6xomumo siBHOe yKaszaHHe KPUNTOHAOOPA.

TLS Bepcuit 1.0 u 1.1 pekomeHmyeTCcs MCMOJNB30BATh TOJBKO [JISI COBMECTUMOCTH CO CTa-
pbIM TpOrpaMMHBIM o0ecleyeHHeM, B 3TOM cCJydyae HeOOXOAUMO YyKa3blBaTh KPHUIITOHAO0p
GOST2012-GOST8912-GOST8912 unn GOST2001-GOST89-GOSTEI.

st TLS 1.2 pekomennyetcs ykasbiBaTh kpuntona6op GOST2012-MAGMA-MAGMAOMAC
win GOST2012-KUZNYECHIK-KUZNYECHIKOMAC, nssi cCOBMECTHMOCTH CO CTapbiMH
CK3HM ponyctumo takxke ucnogb3oBaHue KpuntoHabopoB GOST2012-GOST8912-GOST8912
n GOST2001-GOST89-GOST89.

Hns TLS 1.3 Heo6xonMMo yKa3blBaTh OJUH M3 KPUIITOHAOOPOB
TLS_GOSTR341112_ 256 _WITH MAGMA MGM S
TLS_GOSTR341112_ 256 WITH MAGMA MGM L
TLS_GOSTR341112_256_WITH_KUZNYECHIK_MGM S
TLS_GOSTR341112_256_WITH_KUZNYECHIK MGM L

HOpHﬂKOBHﬁ Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ,HaTa BHECEHHA M3MEHEHHSA

H3MEeHeHue
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7.3 OkoHyaHHe pabOTHl C KJHOUAMH

KOF[LEI pa60Ta C KJIUaMHU N0 KaKOHU-TO [NpUYHHE OKOHYEHa (I/ICTEHEHI/IG CpOKa ﬂeﬁCTBI/IH, KOMIIPO-

MeTalusa U T.IL.), HeOOXOIHMO YAAJUTb 3aKPbITbIe KJAIOUYH C KJAYEBOTO HOCUTEA.

7.4 Bo3MOXHble TaTUYUKU CJAyYaWHBIX UHCEeJ

«Marllpo Kpunrollaker» 4.0 MoxkeT HCMO/Nb30BaTh KaK MPOrpaMMHBIH NATUMK CJAYYaWHBIX YH-
ceJsl, TaK W amnmnapaTHble NaTUMKH, BXoasiiue B coctaB usnenuil «Axkkopa» (ACCORD), «Co6osb»

(SOBOL), «Bbiora» (VJUGA) u «M-526» (CRYPTON).

[TopsinkoBbi#i Ne M3MeHeHUsI

HOILI'II/ICI) JIMlla, OTBETCTBEHHOI'O 3a
H3MEHEHNEe

I[aTa BHECEHHA M3MEHEHHSA
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8 YIPABJIEHUE CEPTU®HMKATAMHU U  CIIMCKAMH
OT3bIBA B MATTIPO KPUIITOITAKET

8.1 ¥YnpaBnenue ceprudukatramu YLl u cnuckamu oT3biBa

st Toro, uto6bl nmporpaMmmsbl, ucnogbdytoure Marllpo Kpunrollaker, mornn ynoctoBeputbes
B KOPPEKTHOCTH CepTHU(HKATa, MPEN0CTABJEHHOTO IPYrOH CTOPOHOH CoedMHEeHHs (OTIpaBUTesEM
MOJMUCAaHHOTO COOOILEHHS, CEPBEPOM HJIM KjaueHToM TLS-coenuHeHus1), HEOOXOAHUMO, UTOOBI B HX
pacropsixkeHUH Oblaa 6a3a KOPHEBBIX CEPTU(PUKATOB NOBEPEHHBIX YAOCTOBEPSIOLIHNX LIEHTPOB.

Kpome Toro, 3a UCKJ/IIOUEHHEM CJy4yaeB, KOTAA UCMOJb3yeTCsl MPOTOKOJ OHJIaHH-TIPOBEPKHU CTaTyca
ceptucukaros (OCSP), Heo6XonMMO Ha/MMUHe aKTyaJbHBIX CIHCKOB OT3bIBA CePTH(HUKATOB

B cayuae, ecay B MPUJIOKEHUH BKJIOUEHA MPOBEPKA CIUCKOB OT3bIBA, MPH OTCYTCTBHUH aKTyaJlb-
HOTo crucka oT3biBa Y1, BeigaBiiero ceptudukar, cepruukar He OyaeT MPHU3HAH KOPPEKTHBIM.

Cpok neHCTBHUS CIMCKA OT3bIBa 0OBIYHO MHOTO MeHblle cpoka nedcTBusl cepTudukara. [loatomy
MPU UCMOJb30BAHWH CIHUCKOB OT3bIBOB UX HEOOXOIHWMO PEryssipHO OOHOBJSATH.

«MarlIpo Kpunrollaker» 4.0 nognepxkrBaeT nBa cnoco6a XxpaHeHUst 6a3bl JaHHBIX CEPTU(HHUKATOB
YIOCTOBEPSIIOIIMUX [IEHTPOB, KOTOPbIM cooTBeTcTBYIOT onuuu -CAfile u -CApath y HeKoTOpBIX KOMaH
YTUJANTH openssl.

B nepBoM ciyuyae Bce cepTU(HUKAThl U CNUCKKU 0T3biBa B (hopmate PEM mnomeliaioTcs B OAUH
TEKCTOBBIN (haiisl, KOTOPBIH MOJHOCTBIO 3arpyzKaeTcsi B NaMsATb MPU CTapTe MPOrpaMMbl.

Bo BTOpOM c/1y4ae KaxKabli cepTH(UKAT U CIIUCOK OT3bIBA pacroJsiaraeTcsi B OTAeJNbHBIX (paiiax.
Ha 3tu ¢aiinel co3maoTcss cUMBONHYECKHE CCBIIKH C HMeHaMH, CKOHCTPYUPOBAHHBIMH M3 X3lI-
cymMm distinguished name ymocToBepsifOIIMX LIEHTPOB, YTO MO3BOJISIET MPOU3BOIUTH OBICTPBIA MOUCK
HYXKHOTrO (panna.

[locko/bKY CIUCKH OT3bIBA MYOJIUUHBIX YAOCTOBEPSIOLUIMX LIEHTPOB MOT'YT UMETh BeCbMa OO0JbLIHE
pasMmephbl, MepBbIH Crocod MOXKHO PEKOMEHA0BAaTh TOJbKO B C/ydyae, eCJU NOBEPEHHBIMH SIBJISIOTCS
TOJIbKO HECKOJIbKO HeOOJIbIINX (BHYTPUKOPHOPAaTUBHBIX) ¥ L1.

Jns co3maHus CHMBOJIMYECKHX CCBIJIOK HCMOJB3YyeTcsl YTUAUTa C_rehash, BXoasiias B KOM-
nnekt «Marllpo Kpunrollaker» 4.0. Ilpu 3amycke 6e3 mapameTpoB OHa MPOM3BOIUT 06pabdoT-
Ky YyMOJUYaTeJbHOH NUPEKTOPUU C CcepTH(UKATaMH, HUMS KOTOPOH 3a/laHO B TepeMeHOH cpeibl
SSL_CERTS_DIR WJM BKOMIHJIMPOBAHO BHYTpb 6ubanoreku liberypto. Ecan ykasan mapamerp,
obpabaTbiBaeTcsl AUPEKTOPHSl, 3alaHHast B KayecTBe MapaMeTpa.

Yrunura c_rehash Hak/aaabiBaeT onpenesneHHble TpeOGoBaHUS Ha MMeHOBaHMe (halJoB, Mome-
1aeMbiX B 6a3y NOBepeHHBIX cepTU(HUKaTOB. B yacTHoCTH, Bce (paiisibl, Kak cepTU(PHUKATOB, TaK U
CIUCKOB OT3bIBa, NOJKHbl UMETh paclihpeHHe .pem, HHaue OHHU OyayT NPOUTHOPUPOBAHBI.

B cayudae, ecau nonydyeHHble cepTU(PUKATHI UK CIIUCKU OT3bIBOB He HMEIOT (popMat pem, T.e. He
SIBJISIOTCS TEKCTOBBIMU (haljlaMM, COLepKAILKUMHU CTPOUKY

WUJIN
—-—-—--BEGIN X509 CRL----
TO, NIpeX/e YeM yCTaHABJUBATb UX B XPaHUJHILE, HEOOXOAUMO Npeobpa3oBaTh UX B popMaT pem
C MOMOILBIO KOMaH/bl
openssl x509 -inform DER -in certificate.der -out certificate.pem
WUJIN
openssl crl -inform DER -in crl.crl -out crl.pem

HOpH[LKOBbII;'I Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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8.2 YnpaBJjeHHe M0Jb30BaTENbCKUMHU CepTU(PHUKATAMHU

Jlnst TOTO UTOOBI MOMYYUTD MOJB30BATENbCKHH cepTUdUKaT (BKAoUas ceprudukar TLS-cepsepa)
HeO0OXOMMO CO3/aTh KJ/IOUeBYI0 Mapy (OTKPBITHIH M 3aKPBITBIH KJIOUH), COPMHUPOBATH 3asBKY Ha
noJyuyeHue cepTuduKkaTa U oTnpaBuThb eé B Y1I.

3asiBKa cofep:KUT B cebe WH(POPMALHKIO O TOM, KOMY MPUHAMJIEKHUT NAHHBIN KJIOU, U IJI5 KaKUX
LeJsel OH NpeAHa3HayeH, U OTKPBITBIM KJ/IOU, U TMOANKCAHA C UCT0/Ib30BAHUEM 3aKPLITOTrO KJtoua AJS
TOU 2Ke KJIIOUEBOH Iaphl.

Wudopmanus o ToM, KOMY NpHHAANEXKHUT KJI0Y 3aJaeTcsl B BUJe noJst subject, npeacTasJisioLiero
co00H CMUCOK Map WAEHTHU(UKATOP MO0JS - 3HaUEHHE.

OO6BIYHO UCIOIB3YIOTCS CAEAYIOLIHE TOJIS:

Common Name (CN) - ums Baagensua ceprudukara. s cepruduxara cepepa TLS 310 nomkHo
6biTb DNS-ums cepBepa. Bo Bcex ocTanbHBIX ciyuasix 00bIYHO UCIOJNb3YeTCs MACMOPTHOE UMSI
EHENHISIEN

Organization (O) - opranusanus

Organization Unit (OU) - noppasnenenne opraHu3auuu

Locality (L) - mecToHaxoxpueHue (ropon)

Country (C) - crpana (nByx6ykBeHHbIH Koz mo ISO 630)

Email Address (E) - agpec 3/€KTPOHHOH MOUTHI.

Ob6s3arenbHbIM sBJAsieTcs noje CN, HO 6OJIBIIMHCTBO YA0CTOBEPSIOIMX LEHTPOB TaKxkKe TpedyeT
o6sizaTesibHOrO yKazaHusi noJs Email Address.

[lons 3asiBKM MoOryT ObITH MO0 yKa3aHbl IBHO JUO0 OepyTcsl yMoJdaTe ibHble 3HaUeHUs1 U3 (pai-
qa xkoHpurypauuu OpenSSL. CucteMHBIM agMHHHUCTPATOPAM HACTOSTENBHO PEKOMEHAYETCS IOCJe
ycraHoBkHM «Marllpo Kpunrollaker» 4.0 Bnucath KoppeKTHbIE 17151 JaHHOH MallMHBI 3HAaY€HUS ITUX
noJied B (palJ KOH(PUTYpPALIUH.

8.3 Cospnanue kaoueil a5 OpenVPN

B komnyekrauuu «Marllpo OpenVPN-I'OCT», peanusyiouieit ¢pyHKIIMOHa A BUPTyaJbHOH YacT-
Ho#t ceru, «Marllpo Kpunrollaker» 4.0 ncnonbayeTcs ToJMbKO AJs MHA(DPOBAHUS AaHHBIX, HET HEOO-
XOIUMOCTH PeruCTPUPOBATb OTKPBITHIE K/IIOYU B aKKPEAUTOBAHHOM YAOCTOBEPSIOLLIEM LIEHTPEe U 10J-
HbIFl Habop HeOOXOAUMBIX A/ paboThl KJ/lO4eH U CepTU(UKATOB MOXKeT ObITh CO3/laH CPeACTBaMU
«MarllIpo Kpunrollaker» 4.0. B KomMn/eKT nocTaBKH BKJIIOYAeTCs CKPUNT easy-gost, aBToMaTH3U-
pYIOLIMH 3TOT mpoLecc.

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
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JIucT peructpauuu n3MeHeHUH
Howmepa suctoB (cTpaHuiy) Bcero No Bxopsiu#t | [lognucs | darta
W3M.| u3MeHeH- | 3aMeHeH- | HOBBIX | aHHYJH- | JHCTOB |JIOKYMEHTa| CONPOBOAHU-
HBIX HBIX poBaH- | (cTpaHHL) TeJIbHOTO
HBIX B JIOKYM. IOKYM. U JaTa

[TopsinkoBbi#i Ne M3MeHeHUsI

HOILI'II/ICI: JIMlla, OTBETCTBEHHOI'O 3a
H3MEHEHNEe

ﬂaTa BHECEHHA M3MEHEHHSA
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