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1 HH®OPMAIIHNAI Ob U3IOTOBHUTEJIE

Hsrorosutenem ycrpoiictsa siBasiercss 000 «KPUIITOKOM»,
r. Mocksa, yn1.Kenposa, n.14, kopn.2, tea. (499) 124-62-26.
hitp: //www.cryptocom.ru, support@cryptocom.ru



2 HHCTPYKIMA IIO dKCIIJIYATAIINHU
CENY.467159.002 112
2.1 OO0uee onucaHue yCTPOUCTBA

YeTpolicTBO reHepalyy Cly4alHbIX YUCeJ U XPaHEeHHS KJIo-
yeii «Bblora» mpencrasssieT co60i ManorabapuTHOE 3JeKTPOHHOE
YCTPOHCTBO, MpefHa3HaueHHOe [Jif HCIO0JAb30BAHHS B COCTaBe
CrellHaNu3HPOBAHHBIX KOMIBIOTEPHBIX CHCTEM, H (DYHKIHOHHUPY-
€T I10J] YIIpaBJ/IeHHEeM CIeLHaIbHOTO MPUKJIaAHOTO TPOrPaMMHOr0
obecreyeHHs.

YeTpolicTBo BKJ/IouaeT B cebs reHepaTop CJAydalHBIX uyHcel
(T'CY) u obaactb namstd 128 GaiiT, KOTOPYI0 MOXKHO HCII0Jb30-
BaTh [J1f XpPaHEHHUs! 3aKPBITHIX KJ/IOUell.

YeTpolicTBO cHabKeHO pa3bEéMOM 15 NMOAKJIOYEHHs K LIMHe
USB komnbiotepa. Ha mnpoTHBOMo/okKHOH cTOpOHE pa3MelleH
CBETONMOIHBIH HHAMKATOpP. J[PyrHX OpraHoB YIpaBJIeHHS U pe-
TYJIMPOBKH HET.

CBeueHHe MHIMKATOpa O3HAuaeT HUCIPaBHYIO paGoOTy MCTOY-
HMKa CJIy4aHHOH MO0CJ/eN0BaTENbHOCTH.

JlonyckaeTcsi MepLaHHe WHIMKATOPa B MOMEHTbl BBINOJIHE-
HHS TIpoLenyp 0OpalleHHs K YCTPOHCTBY.

[Ipy BO3HMKHOBEHHWH HEHUCIIPAaBHOCTH B aHAJOrOBOH 4YacTH
yCTpPOHCTBA HHIUKATOP TacHeT.

2.2 HeucnpaBHOCTH yCTpPOHCTBa

CHTyaluH, CBsI3aHHbIe C HEUCIIPABHOCTSIMU yCTpoHcTBa «Bbio-
ra», (hMKCUpyIoTCs npolenypamu npukaaaHoro 1O u conpoBox-
Jlal0TCsl BBIIAUed COOTBETCTBYIOLIMX cooOuleHui. HeucnpasHoe
YCTPOHCTBO MOLJIEKHT 3aMeHe.
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[Ipexxne uem NpenbSABAATE IPETEH3UH K HCIIPABHOCTH yCTPOH-
cTBa, HeoO6XonuMo y6enuTbest B ucnpaBHoctu USB-mopra.

Jlns n3bexkaHHsl HeWCHpPABHOCTEH CjeqyeT NpH IKCIJIyaTa-
UM U XpaHEHHH yCTpoHCTBa H30eratb MeXaHHYECKHX IOBpe-
JKIEHWH, NAJIMTENBbHOr0 BO3JEHCTBHS TOBBILLIEHHOH TeMIepaTyphl
U BJIQYKHOCTH, a TaKxKe TPHUONHKEHHS] K MCTOUHHKAM CHJbHBIX
3JIEKTPOMAarHUTHBIX TOJeH.



3 PYKOBOJICTBO
CHUCTEMHOI'O AIMUHUCTPATOPA
IO YCTAHOBKE JPAHBEPOB

CENY.467159.002 Y

YerpoiicTBo «Bblora» mogkmouaeTcss K KOMIbIOTEPY uepe3
unreppeiic USB. Pa6orta ¢ ycTpolicTBOM NpOM3BOAUTCS uepe3s
BupTyasbHeii COM-nopr. B onepauuoHHOH cucTeMe Heo6Xo-
IUMO ycTaHoBUTh npaiBepsl ajasi [CH u Buptyanbhoro COM-
nopra.

3.1 [paiiepst gaa OC Windows
3.1.1 XapakTepucTuKa JpaiiBepoB

Heo6xonumele pasi paboTsl yctpodictBa npaiiBepsl Ha OC
Windows 8.1 u Windows 10 MOXXHO ycTaHOBHTb aBTOMaTHYe-
cKHu u3 6asbl gpaiiBepoB Windows. Ha Windows 8 u Windows 7
aBTOMaTHUYeCKasl yCTaHOBKA MOXKeT paboTaTh /M He padoTaTh B
3aBUCHMOCTH OT CIIHMCKA YCTAHOBJIEHHBIX OOHOBJIEHHH. B atom
ciydae, a TakxkKe MPH OTCYACTBHH MOAK/OYeHHs K VIHTepHe-
TY MOKHO BOCIIOJIb30BAaThCsl KOMIJIEKTOM JIpaiBepoOB OT (HUPMBI-
npousBoanTenss Mukpocxembl FT232BM, KoTopble 3anucaHbl Ha
BXOISILLIEM B KOMILIEKT MOCTaBKH KOMIAKT-IHCKE B KaTasore
windows.

[locsie ycTaHOBKH npaiiBepoB B ONepaLHOHHON cucTeMe (op-
mupyetcs gonosnHutenbHbii COM-mopT, Yepe3 KOTOPbIH MPUKJIa-
Hasl IporpaMMa MoxKeT oOLIaTbesi ¢ yeTpoiicTBoM. Homep atoro
COM-nopra MOXKHO y3HaTbh B pasfiesie HaCTPOEK CHCTEMBI.



3.1.2 YcraHoBKa gpaiiBepoB

YcTaHoBKa ApaiBepoB yCTpoHcTBa «Bbrora» npoucxoqut npu
NepBOM MOJKJIOUEHHH YCTPOHCTBA K KOMIIBIOTEPY.

Buumanme. IlepBoe mnoxpkitouenue ycrpoiictea B OC
Windows 00s13aTe/IbHO NOJKHO MPOHU3BOIUTBCS MOJIb30BaTEIEM
C mpaBaMM aJMHHHCTpaATOpa.

B caydae ucrosb3oBaHHUs Ha OZHOM KOMIIBIOTEPE HECKOJb-
KHX 9K3eMIUISIPOB YCTPOHCTBA pa3HbIMM I10JIb30BaTE/ISIMH B
OC Windows mnocse MOAKJIIOUEHHs 3K3eMILIsIpa YCTPOHCTBa
«Bbiora», paHee He MOAKJ/IOUABLIErOCs K IaHHOMY KOMIIbIOTEpY,
MOXKeT N0TPeboBaThCsl Nepe3arpyska CHCTEMBI.

Jlns ycTaHOBKM ApaiiBepa:

L.

[Tonx/touute ycTpoiicTBO «Bblora» K KoMnbloTepy, cUcTe-
Ma OOHapy»KHUT MOJKJIOYEeHHe HOBOTO YCTPOHCTBA, MOCJ/e
yero GyfeT NpeasioKeHO YCTaHOBUTb €ro ApakBep;

Ecnu xommbioTep moak/aouéH K MHTepHery, HaKMHTe
KHOTMKY «ABTOMaTH4eCKHil MOUCK OGHOBJEHHBIX HpafiBe-
pOB», 1ocJle TIOMCKA ¥ CKauMBaHMs ApaiBepbl OynyT ycTa-
HOBJIEHBI, @ B CIHCKe ycTpoictB nossutcsi USB Serial
Port;

Ecin aBTOMaTHUeCKas yCTaHOBKa M0 KaKOH-MO0 NpHUHHe
He yfasach (3aBeplLIHach ¢ OLIMOKON) UK HET cOoelHHe-
HUsA ¢ MHTepHETOM, BEINOJHHTE PYYHYIO YCTAHOBKY, HJIS
3TOr0 HaXXKMHTe KHOMNKY «¥YKasaTb MyTb K ApaiBepaM» H
yKaxkuTe nmanky windows Ha Jucke ¢ ApaiiBepaMu.



3.2 [paiiBepsl paa OC Linux
3.2.1 XapakrepucTUKa JpaiBepoB

HpaiiBepnl gss OC Linux BXomsiT B cOCTaB ONepanuoOHHOM
cucTeMbl, 310 Moxayab sinpa ftdi_sio. CranmaprHoe sinpo OC,
yCTaHaBJIMBaeMoOe U3 AUCTPUOYTHBA, COLEPAKHUT ITOT MOLYJIb, IPH
HCIO/Ib30BAHUH CaMOCTOSITENIbHO COOpPaHHOrO sapa ybenuTech,
YTO yKa3aHHBIH MOLY/b B Hero BKJIOYEH.

3.2.2 BcnomorareJbHble CKPUIITBI

Jli1st paboThl NPHKJIaJHOTO NPOrpaMMHOro obecrneueHus npo-
usBoactBa OO0 «Kpunrokom» ¢ ycrpoiictBom «Brioras mog OC
Linux HeoGXOLUMBI CKPHIITHI, 00eCreurBalolle B3aUMOLeCTBHE
mexay 1O u npaiiBepoM. DTH CKPUITHE CO3[aI0T CHMBOJIHUE-
CKYIO CCBLIKY Ha COOTBETCTBYIOLLMH creluasbHblil (haiia, BKIO-
4awLLyo B ce0s UMs, COLepKalllee CEPUHHBIE HOMep yCTPOHCTBA.

YKasaHHble CKPHUIITHI IOCTABJISIOTCS HA KOMIAKT-IHUCKE, BXO-
ISIEM B KOMIJIEKT TOCTaBKH YCTPOHCTBa «Bbloras.

3.2.3 VYcranoeka ckpunroB mog Linux

J1s1s1 yCTaHOBKH CKPHIITOB HEOOXOAHMO:

1. CMOHTHpPOBaTb OUCTPUOYTHUBHBIH IHCK;

2. Tlepe#iTn Ha mucke B KataJor linux;

3. 3amycTUTb C TIpaBaMH CYIepIoJb30BaTessi CKPHUIT
install.sh, Haxomsuuiics B 3TOM Katasore. TOT CKPUNT
aBTOMAaTHUECKH OMPEJeJIUT HUCMOJb3yeMblil MaKeTHbIH Me-
HelXKep U YCTaHOBUT COOTBETCTBYIOLIUH TaKer.
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Bce ycrpoiicTBa «Bblora» monsexar cTporomy MosK3eM-
TUISIPHOMY YUeTy.

PexxuM cos3nanus KJ/o4ell ¢ 3almMcbio UX Ha YCTPOKHCTBO
«Bblora», a Takxke pexHUM XpaHeHMs ycTpoicTBa «Bbio-
ra» NOJKeH HCKJIouaTh JOCTYI K YCTPOHCTBY KOro-iH60,
KpOMe BJIajieJ/1blla KJoyek.

Jlna xpaHeHHsi ycTpoicTB «Bblora», comepxkamux 3a-
KpBITble KJOUH, NOMKHBI HCTIOB30BATbCS MeTa/THIeCKHe
mwkads! (XpaHUNHUIA, Cefdbl), HCKIOUAONINe HeCAHKIU-
OHHPOBAHHBEIH JOCTYII.

B cayyae oTcyTCTBHS Yy MOJb30BaTeNs HHAWBHIYAJIbHOIO
XPaHHUJIMILA, COOTBETCTBYIOLIErO M. 3, ycTpoicTBa «Bbio-
ra», coleprKaliye 3aKpbITble KJIOUH, 10 OKOHYaHUH pabo-
Yero IHs NOJKHBI CIABAThCS N10/1b30BATE/IEM JIULLY, OTBET-
CTBEHHOMY 3a HX XpaHeHHe.

Jlom:KHO OBITh 3amlpelleH0 OCTaBJATb 6e3 KOHTPOJS BhI-
YHUCJUTEJIbHBIE CPE/ICTBA, K KOTOPBIM TOAKJ/OYEHO YCTPOK-
cTBO «Bbloray, conepxxallee 3akpbiTble KJIOYH.

Hapyuenune pexuma XpaHeHHs W HCIIOJb30BaHHUS arl-
[apaTHOrO KOMIOHeHTa «Bblora», moBsekinee moCTynm K
YCTPOUCTBY, COAepxKallleMy 3aKpbITble KJIOUH, TOCTOPOH-
HUX JIML, JU00 BOSHUKHOBEHHE YCJIOBUH, IPU KOTOPBIX Ta-
KO OCTYI OblM BO3MOXeH (axe ecyik caM (akT AOCTy-
1a He BbIsIBJIEH), HA3bIBAETCS KOMITPOMeTalMed Kiouei. B
c/y4yae KOMIPOMeTaLUH KJouell Heo6X0IUMO HeMeIeHHO
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IIPUHATH Mepbl 10 MUHUMH3ALUHU MOCJIeICTBUI KOMITpOMe-
TallhH.

CMeHa KJ/1o4ell MOANHCH U LIH(PPOBAHUS [OJKHA TPOU3-
BOJIMTBLCA He pexke pasa B Iofl.

B ciyuae noBpexueHHs WM YHUUTOXKEHHs YCTPOHUCTBa
«Bblora», comepikaliero 3akpbiThle KJOYH, BO3MOXKHOCTb
BBITIOJIHAITE KPUNITOrpaHueckHe onepauny OyieT mnorepsi-
Ha. J[/1s1 BO3MOXXHOCTH MaKCHUMaJbHO OBICTPOrO U MOJHOTO
BOCCTAHOBJIEHHSI HOPMAJIbHOTO peKMMa paboThl B MOH06-
HBIX CHTyalHsX peKOMeHIyeTcst 3a0/aroBpeMeHHO CO3Ja-
BaTh pe3epBHble KOMHH 3aKPBITHIX KJIOUei Ha pe3epBHOM
yerpoiictBe «Bbioras. Ilpu aToM pexkum cosmaHusi U Xpa-
HeHHUs] Pe3epBHBIX YCTPOHUCTB AOJ/KEH HCKJ/I0YaTh HOCTYI
K 3THM KOIHUSIM KOro-1160, KpoMe BJajenblia Kiawodel. Pe-
3epBHbIe KOIHHU 3aKPHITBIX KJIOUeld peKOMeHIyeTcsl co3/a-
BaTh Cpasy IO 3aBeplLIeHHH MPOLEYpPhl CO3LAHUS HOBBIX
KJII0YeH.

Ecnu kiouu, copepkaBiuuecs: B ycTpoiicTBe «Bpiorar, no
KaKOH-TO NpHUYMHe OoJibllle He HYXKHBI, cpa3dy e Heo0-
XOIMMO 3aMHCaTh B 3TO YCTPOHCTBO IPyTHE KJIOYH, HJH
OUHUCTHUTb XPaHHUJHUILE KJIOUeHd C TMOMOIIbI MPOrpaMMbl
WIPEVJUGA, unu yHUUTOXKHUTb YCTPOHUCTBO.

[Tpu co3naHUM HOBBIX pe3epBHBIX KOMHH 3aKPBITBIX KJIIO-
yell mpenblnylive (CTaBIIMe HeaKTyasbHBIMH) pe3epBHbIE
KOMHH JOJIXKHBI OBITh YHHUTOXEHBI.

YcTapeBiiMe  pe3epBHble KONHM  KJIOYEBHIX  (aisioB
NOJIXKHBl YHHUTOXKAThCSI C HCIOJb30BAHHEM MPOrPaMMbl
WIPEVJUGA. VYcrpoiictBo «Bbiora», comepxaiiee 3a-
KPBITBIE KJTIOUH T0J1b30BaTes], a TaKkKe YCTpoicTBa «Bbio-
ra», UCHOJIb3yeMble [1JiS XpaHEHHsl pe3epBHBIX KOMHH 3a-
KPBITBIX KJ/II0Y€el, M0C/e yAaleH!si C HUX KJIOUeBbIX (ai-
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JIOB JOJI2KHBI HCIIOJIb30BATbCA B TOM K€ KadecCTBe (I[JIH
XPpaHeHHs HOBBIX K.}'IEO‘{EI./JI) n160 YHHUUTOXKATbCA.
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