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HacTosituil TOKyMeHT CONEPXKUT PYKOBOACTBO M0 HUCMOJb30BAHHUIO CPEICTBA 3aLIMUTHI JOCTYMNA K
ceteBbIM pecypcaM «KpunroTyHHesb» , KOTOpoe MpencTaBysieT co60H UCIONHEHHE O (COOTBETCTBYET
kjaccy KC1) u ucnosnnenue 6 (coorBerctByet knaccy KC2) CK3U «Marllpo Kpunrollaker» B. 4.0.

Astopckue npaBa Ha «Marllpo Kpuntollaker» B. 4.0 npunaniexar OOO «Kpunrokom».

B kome mporpammbl ucnosb3oBaH kKox OpenSSL, (©1998-2021 The OpenSSL Project, ©(C)
1995-1998 Eric Young u xox STunnel (©)1998-2021 Michal Trojnara.

«Marllpo» siBnsieTcs 3apeructpupoBaHHo# Toprooit Mapkoi OOO «Kpunroxkoms.
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1 Hasnauenue [IPOrpaMMHOI'0 KOMIIJIEKCA

«Marllpo Kpuntollaker» B. 4.0 B ucrnonnenuu «KpuntoTyHHenb» obOecrneunBaeT 3alIULIUTY
no kpunropapudeckum anroputmMaMm [OCT coennHeHMS KJHEHTa C CEPBEPOM ITPHU HCIOJb30BAHUU
MPaKTUYeCKH JI060r0 MPUKAATHOTO MPOTOKOJA, padoTatoiiero yepes TCP-coennHenne 6e3 nuHamu-
4yecKoro oTKpbiThs mopToB, B yactHoctu HTTP, RDP, SMTP, POP3, IMAP, WebDAV, NFS, SQL
U T.A.

Haubosnee Boctpe6oBanHbiM mnpumeHeHueM «Marllpo Kpuntollaker» B. 4.0 B wncnosHeHUH
«KpuntoTyHHeb» sIBJsSIeTCS 3alMTa COEAUHEHUH C BeO-cepBepaMH.

OtnuunrtensHoi ocobeHHocThi0 «Marllpo Kpuntollaker» B. 4.0 B ucnonHennn «KpuntoTys-
HeJb»  SIBJISIETCS BO3MOXKHOCTb 3aLIUTHTb COENMHEHHs] 6e3 CyIeCTBEHHOTO HU3MeHeHHs HacTPOeK
npukaaznxoro I10O.

«KpuntoTynnenb» — 310 cocraBHas yactb CK3M «Marllpo Kpunrollaker» B. 4.0, a umMeHHO
ucnosiHeHne 5 (coorBercTByeT Kiaaccy KCl) u ucrnosnHenue 6 (coorBerctByet Kiaccy KC2) ykasaH-
nHoro CK3MU.

«KpunroTyHnnenb» siBasieTcss HyHKUHMOHATBHO 3aKOHUEHHBIM H3/IEJTHEM.

HOpH[LKOBbII;'I Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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2 YcnoBus paboThl IPOrpaMMbl

«KpunroTyHHenb» mnpenHasHaueHa A5 pabOThl B CJEAYIOUIUX ONEPALHUOHHBIX CUCTEMAX:

Windows 8.1/10;

Windows Server 2012/2016/2019;

Debian GNU/Linux 9(stretch)/10(buster)/11(bullseye);

Ubuntu 14.04, 16.04, 18.04, 20.04;

Linux Mint 19.x, 20.x, Linux Mint Debian Edition 4;

RedHat Enterprise Linux 7, 8;

CentOS 7, 8;

SUSE Linux 12, 15;

OpenSUSE 15.1, 15.2;

EMIAS OS 1.0, 2.0;

IucTpubyTuBn AneT Ha 6aze mimardopm 8 um 9, Bkimouass AnbT CepBep,
AneT Pabouas crTaHuusa, AneT Pabouas craHnusa K,
AnbT ObpasoBaHue, AnbT 8 CI, Sipmly Linux;

MCBCdepa Cepmep 7.3, MCBCdepa APM 7.3;

Tocnuuykc IC6;

PEQ OC 7.2, 7.3;

Rosa Enterprise Desktop (RED) X4;

Rosa Enterprise Linux Server (RELS) 7.3;

Rosa Enterprise Linux Desktop (RELD) 7.3;

POCA KOBAJIBT;

Astra Linux Special Edition CwmoryieHck 1.6 aka wucm.l, 1.7;

Astra Linux Special Edition HoBOpOCCHHCK;

Astra Linux Common Edition 2.12;

Numa Edge 1.0;

FreeBSD 12.x, 13.x;

MacOS 10.15, 11;

Sun Solaris 10, 11;

OpenWRT 19.07, 21.02.

,H.HH XpaHEeHHs 3aKPbIThI KJIIouel MOT'Y HCIIOJIb30BATbCA

(haiiyioBasi cucTeMa KOMIBIOTEpa;

JI060H annapaTHbIN KJIOUEBOH HOCHTeNb, npefocTaBsomuil uatepdeiic PKCS#11 («PyToken
SIIl», «JaCarta» u um nogoOHbIE);

yCTpoHCTBO «PyTOoKeH» ¢ XpaHeHHeM KJjiouel B (pailioBOH CHCTeMe TOKEHa;

yCTpoicBO «Bbloras.

B 6ynyuiem MoxkeT ObiThb AoOaBjeHa MOAJEPKKaA U APYTUX YCTPOHUCTB.
N3-3a omMbKKH B CUCTEMHBIX OHUOJMOTEKAaX BO3MOXKHBI MpoOJeMbl MpU paboTe ¢ KJaw4YaM{h Ha
amnnapaTHbIX TOKeHax B omepanoHHbiXx cucteMax SUSE Linux, ROSA RED u Asbr.

HOpHﬂKOBHﬁ Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ,HaTa BHECEHHA M3MEHEHHSA

H3MEeHeHue
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3 Ilepeuenb pyHKUMH

«Marllpo Kpunrollaker» B. 4.0 B ucnonnennu «KpuntoTyHHe b» peasusyeT 3alIUTy KaHaJa 1o
npotokony TLS ¢ ucnonb3oBaHueM POCCHUHCKHUX KpUMTOTrpauuyecKHX ajrOpUTMOB B COOTBETCTBHUHU
¢ pekomeHpauusamu TK26
P 1323565.1.030-2020 «MHbopmaunonHas TexHoJsorus. Kpunrorpaduueckas 3amura HHQOPMaIHH.
Hcnonb3oBanue Kpunrorpauyeckux ajJropuTMOB B MPOTOKOJE 6€30MaCHOCTH TPAHCIIOPTHOTO yPOB-

us (TLS 1.3)»;

P 1323565.1.020-2020 «MudpopmaunonHas texHosorusi. Kpunrorpaduieckas samura HHGOpMaLUH.
Hcnonb3oBanre Kpuntorpaduueckrux aJropuTMOB B MPOTOKOJE 6€30MacHOCTH TPAHCIOPTHOTO YPOB-

ast (TLS 1.2)»;

MP 26.2.001-2013 «HMcnonb3zoBanre HabopoB anropuTMoB mndpoBanus Ha ocHoBe [OCT 28147-89

IJIs1 TPOTOKoJIa 6e30macHOCTH TpaHcnopTHOro ypoBHs (TLS)».

[TopsinkoBbi#i Ne M3MeHeHUsI

HOILI'II/ICI) JIMlla, OTBETCTBEHHOI'O 3a
H3MEHEHNEe

I[aTa BHECEHHA M3MEHEHHSA
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4 (QOo0becrieyedue

UH(POPMaALLUOHHOH

0e30IaCHOCTH

ucnoab3zoBanuu «Marllpo Kpunrollaker» B. 4.0

Hanexxnas kpunrorpaduueckas sallldta JaHHbIX Npu ucnosnb3oBaHuu «Marllpo Kpunrollakers»
B. 4.0 oGecrneunBaeTcsi TOJBKO B TOM cJjydae, ecau skcrsyatauusi «Marllpo Kpuntollaker» B.

[TopsinkoBbi#i Ne M3MeHeHUsI

HOILI'II/ICI) JIMlla, OTBETCTBEHHOI'O 3a
H3MEHEHNEe

I[aTa BHECEHHA M3MEHEHHSA
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5 Hacrpoiika

Jnst koppekTHOU paboThl Bcex KomnoHeHTOB «Marllpo Kpunrollaker» B. 4.0 Heo6xomnumo, 4To-
66l B 0611eM KoH(UrypauuoHHoM (aiisne openssl.cni 6bl1a KOppeKTHO HacTpoeHa 3arpyska dHKHHA
cryptocom, peasusyioliero poccuiickue Kpunrorpaduyeckue aaroputmbl. O6bUHO 3TOT (haks conep-
JKUT KOPPEKTHble HACTPOMKHU Cpasy Iocje YCTAaHOBKH M B HEM He TpeOyeTcs HUYero MeHATb. Ecuu
Takasl MOoATeOHCOTb BCE-TaKW BO3HMKHET, PYKOBOACTBYHTechb pasznesnoM «HacTpoiika» pyKoBoacTBa
M0 WCIMOJb30BAHUIO YTHJNUTHL openssl.

5.1 Hacrpoiika cepBepa

B naHHOM pasgesie onuchiBaeTcss MHHHMMaJjbHas HacTpoiika «Marllpo Kpunrollaker» B. 4.0 B
ucnosHeHnu «KpuntoTyHHesnb» Ha CTOpOHe cepBepa, NOJHOE ONHMCaHUe BCeX NapaMeTpPOB NPHBeEHO
B TOCJEAYIOLIUX pasjesax.

«KpuntoTyHHesb» B cepBepHOH KOH(UIypalUH BbICTyNaeT (PPOHT-IHIAOM Iepel 3allulliaeMblM
69K-9HJ NpPUJIOXKEHHeM: OH NPUHUMaeT 3aludpoaHHoe TLS-coennHeHue oT K/HeHTa W MOCJE BHI-
TIOJTHEHUS1 COOCTBEHHBIX KPUINITOrpauuecKux onepauuil nepenaér paciid(poBaHHble JaHHbIE 3aLIU-
laeMomy npusoxeHuto. Takum o6pasoM, Ha ctopoHe cepBepa «KpuntoTyHHesnb» po/KeH ObITH
HAaCTPOeH Ha NPHEM COelMHeHHH u3 ceTH MHTepHeT M mepenauy NaHHBIX B 0€30MaCHYI0 BHYTPEH-
HIOIO CeTb.

Ins nactpoiiku «KpuntoTyHHesb» Ha cTOpoHe cepBepa HEOOXOAUMO BBIIIOJHHUTBL CJEAYIOLIHE
NEeUCTBHUSA:

1. No6aButh B (halln Koppurypauuu stunnel.conf ceKUUU HACTPOUKH YNAJEHHBIX MOIKJIOUEHNH.
TunoBo# BUA CEKIMH HACTPOHKHU coenuHeHHs ¢ http-cepBepom:

[web—-server]
protocol = http
client_auth = no
http_realip = no
http forward = no
patch_hostname = yes

CAFile = .\crypto\ca.crt
cert = .\crypto\server.crt
key = .\crypto\server.key

sslVersion = TLSv1.2

ciphers = GOST2012-MAGMA-MAGMAOMAC
connect = 127.0.0.1:80

accept = 443

HasBaHue cekuuu BbiOHpaeTcs NMPOU3BOJbHO. PekoMeHayeTCsl yCcTaHAB/IUBATh HauboJee ynoo-
HOe [J151 UTEeHHs XKypHaJia 3HayeHHe

2. Ecau Tpebyetcsi ayTeHTU(PUKALMS KJIUEHTOB MO CePTU(PHUKATY, H3MEHUTh 3HaUeHHe MapameTpa
verifyChain na yes.

3. BbINONHUTE (hOpMUpPOBaHUe KJII0YeBOH HH(PACTPYKTYPhl B COOTBETCTBUU C ONHCAHUEM B pasje-

B stunnel.conf.

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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4. g OC Windows:
— ecqu «KpuntoTyHHesb» ycTaHOBJIEH KaK cayxK0a, clesnaTh pectapT cayx0Obl stunnel;
— BbInoJiHUTE Nepesanyck «KpuntoTyHHenb» (ucnosHsieMblil ails starter.exe).
Ins OC cemefictBa Linux/Unix: BbImoJHUTE Nepe3anyck stunnel.

5. IlpaBu/bHO HACTPOUTH U 3AMYCTUTH 3aLIHUILlAEMOe MPHUJIOXKEHHE.

5.2 Hacrpoiika kiveHTa

B nanHoM pasneJsie onuchiBaeTcss MMHHMa/bHas HacTpoiika «Marllpo Kpunrollaker» B. 4.0 B Hc-
nosnHeHuu «KpuntoTyHHe/b» Ha CTOpOHe KJ/MEHTa, MOJNHOE ONHCaHUe BCeX NapaMeTpoB MPUBeIeHO
B MOCJEAYIOLIUX pasie/ax.

«KpunrtoTyHHesb» B KIHEHTCKOH KOH(UIypaLMH BHICTYNAeT B POJH KPUITO-NPOKCH, Yepe3 KO-
TOpeIil Web-Opaysep WM MHOe KJHMEHTCKOe MpHJOXKeHHe coenuHsieTcss ¢ cepBepoM. OH NpHHUMaeT
COeIMHEHMe OT KJMeHTa, 3allu(poBbIBaeT ero no nporokony TLS u «mpobpacsiBaeT» K cepsepy. Ta-
KHM 00pasoM, Ha cTopoHe KaueHTa «KpuntoTyHHe b» N0J2KeH ObITb HACTPOEH Ha NMPHUEM JIOKAJbHBIX
COeIMHEHHUH M UX mnepenady B ceTb MHTepHeT

Has Hactpoiiku «KpuntoTyHHesnb» Ha cTOpoHe KJiHeHTa HeOOXOAUMO BBINOJHHUThH CJAeAYIOLIHe
NEUCTBHUS:

1. [IpoBepuTh MapameTpsl 001l ceKIMU KOHPUTYpallHoHHOTO (aina stunnel.conf. Heobxonumo,
4YTOOBI OBIJIM YCTAHOBJIEHBI CEAYIOLINe 3HAUEHHS:

client = yes
verifyChain = yes

2. J106aBUTb CEKLHIO HACTPOHKU yNaJEHHOTO MOAKJIOUEHHS.
Tunosoit BUL:

[ someserver.ru]

protocol = http

accept = 8080

connect = tls.someserver.ru:443

sslVersion = TLSv1l.2

ciphers = GOST2012-MAGMA-MAGMAOMAC:GOST2012-KUZNYECHIK-KUZNYECHIKOMAC
CAFile = .\cryptol\ca.crt

TIMEOUTclose = 0

HasBaHue cekuuu BbhiOHpaeTcs NPOU3BOJIbHO. PekoMeHayeTCsl yCcTaHAB/IUBATh HauboJiee ynoo-
HOe [JIl UTeHHUs JKypHaJsa 3HaueHHe

3. Ecau cepBep TpeGyeT ayTeHTU(HUKALMHU KJIHEHTA M0 CepTU(UKATY, B CEKLUH HACTPOUKH yaa-
JIEHHOTO TOJKJ/IIOUEHHsl CclefyeT YKasaTb napaMeTpbl BUIA:

cert = [nyTes x Qanny cepTudukaToB IOJIL3OBaTeNIA B dopmaTe PEM]
key = [nyTp Kk ¢anny 3aKpHTOI'O KJOua IIO0JIb3oBaTesnia B dopmaTe PEM]

Hanpuwmep, npu ctaHfiapTHOM HaWMEHOBAHUM U PACIOJIOXKeHUH (haloB cepTH(HKaTa U 3aKpbl-
TOTO KJIIoua:

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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cert = .\cryptolclient.crt
key = .\cryptolclient.key

4. Nna OC Windows: [Ipy Heo6X0AMMOCTH aBTOMATHUYECKOTO Mepexoa Ha CTPaHUILYy cepBepa Mpu
3anycke KpuntoTyHHesnb, 106aBUTb B ceKUUIO urls (paiaa starter.ini mapameTpsl repexona Ha
CTPaHHULY:

; tls.someserver.ru
url shop = http://127.0.0.1:8080/params.cgi
url shop.title = HUHTepHeT-Mara3uH

5.3 Hactpoiika paboTel yepe3 proxy

«MarlIpo Kpunrollaker» B. 4.0 B ucnonnenuu «KpunroTyHHesnb» MoxkeT paboTaTb uepes proxy,
noJiep:KUBaeTcsi paboTa Kak yepe3 MPOKCH 0e3 aBTUPU3ALUK I0Jb30BaTe/el, Tak U uepex MPOKCH
¢ aBTopusauued mnosb3oBatesed no nporokosam BASIC u NTML (ognako mpotokon NTLMv2 He
MO/ 1€PKUBAETCS).

Jlns HacTpoHku paboThl yepe3 MPOKCHU-CepBep HEOOXOAMMO M3MEHHMTb CTPOKH CEeKLHUH CJlelylo-
UM oOpasom:

connect = <agpec OpoOKCH-cepBepa>:<IopT>

protocol = connect

protocolProtocol = http

protocolHost = <agpec kKoHeuHoro TLS-cepBepa, C KOTOPHM
TpebyeTcss YCTAaHOBUTL COEeOUHEeHUe>

Ecau proxy-cepsep TpebyeT aBTOpPHU3allMH IMOJb30BaTe/sl 10 MPOTOKONY basic, TO HEOOXOAHMO
TaKKe yKasaTb JOMNOJHUTEJ/bHbIE ONLHH

protocolUsername = <uMsa [IOJIB30OBATEJIA Ha Proxy-cepBepe>
protocolPassword = <napojyb IOJIB30OBATEJIA HAa Proxy-cepBepe>

Ecan proxy-cepBep TpeGyeT aBTOpU3aLMH MOJb30BaTe/]sl M0 MPOTOKONY ntlm, TO HEOOXOAUMO
TaK»Ke yKasaTh JIOTOJHHUTE/bHbIE OMLHH

protocolAuthentication = ntlm

protocolDomain = <ums gomMeHa Active Direcory>
protocolUsername = <uMs IOJIB3OBaTEJIA Ha Proxy-cepBepe>
protocolPassword = <naposb IIOJIB30BATEJIA HA Proxy-cepBepe>

5.3.1 [lonmosHuTeNbHBIE HacTpoiiKa paboTsl yepes proxy aas OC Windows

[Ipu ucnonwbzoBanuu «Marllpo Kpunrollaker» B. 4.0 B ucnonnenun «KpunrtoTyHHenb» Ha
OC Windows Heo6xonuMoO Takxke N00aBUTH B ceKlMi updater (auina starter.ini mapametp proxy.
Ecsu proxy-cepBep pabGoTaeT 6e3 aBTOPH3alMU MOJb30BaTeNEH, ClelyeT UCTIONb30BaTh CJeNYOLINH
(dopMar 3aaHusl mapaMmeTpa proxy:

HOpH[LKOBbII;'I Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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proxy = <apgpec NpoKCH-cepBepa>:<IopT>

Ecau proxy-cepBep TpefyeT aBTOpHU3aLMM NONb30BaTeEH, CAeAyeT HCIIOAb30BATh CAEAYIOWIUN (op-
MaT 3aJaHus MapameTpa proxy:

proxy = <umsa>:<naposnb>@<agpec OPOKCU-cCepBepa>:<IopT>

y (o] .
Ecan <umsa> comep:KUT 3HAK ABOETOYHUS, €r0 cJeAyeT 3aMeHUTb Ha KOf, ‘VSA

5.4 Hactpoiika yTeHHs KJjwoya ¢ ycTpodcTBa PyTokeH

«Marllpo Kpunrollaker» B. 4.0 no3BosisieT XpaHHUTb 3aKPBITHIH KJIOU He TOJbKO B (paiise, HO U
Ha yctpoiicte PyTokeH. CymiecTByeT ABa crocoba XxpaHeHus KJjawodeidl Ha PyTokeHe: B (haiinoBoii cH-
CTeMe YCTPOHCTBA M/ B HEM3BJIEKaeMOH MaMsATH (BTOPOH BapHAHT AOCTYIIEH TOJBKO Jisi YCTPOHCTB
Pyroken LI u Pyroken PKI).

Kniou B (paiiioBod cucteme ycTpoHcTBa A0JKeH ObITh co3laH cpeactBamu camoro «Marllpo
Kpuntollaker» B. 4.0.

PyTokeH ¢ K/IoUOM B HeH3BJieKaeMOH NaMsATH OOBIYHO NMPUXOAUT U3 YAOCTOBEPSIOLLEero LeHTpa.
Takrke MOXKHO CO3/1aTh TAaKOH KJ/IOY CaAMOCTOSITEJbHO C MOMOILbIO YTUJANUT U3 KOMIJIEKTa TMOCTAaBKH
Pytokena unu cpenctBamu camoro «Marllpo Kpunrollakers B. 4.0.

st ucnosib30BaHus KJtoya Ha yeTpoHcTBe PyToKeH HEOOXOAHMO YCTaHOBUTD ApPalBepbl YCTPOM-
cTBa (a TpH HCIOJb30BAaHHUH KJIOYeH B HeM3BJeKaeMOH MaMsTH Takxke OuOaHoTeKy rtpkesllecp,
npenocrapasiomiyio narepdeiic PKCS#11) u otpenaktupoBath (hailna KoHpUrypauuu stunnel.conf,
100aBUB B €ro OOLLYI0 CEeKLHIO NapaMeTpshl

engine=auto
engineId=cryptocom

Jns vcnonb3oBaHus KJrodya B (aiaoBod cucteMe PyTokeHa mapamerp key cienyeT ykas3blBaTh
cJenyluM oOpas3oMm:

key=RUTOKEN:<id>

rae <id> - upeHTH(UKATOP KJ/I0Ya HA TOKEHE, MCIMOJb30BAHHBIM MIPH €ro CO3AaHUH.
Jlnst ucnonb3oBaHMs KJtoua B HeHW3BJeKaeMo# namsiti PyTokeHa napamerp key cienyeT yKasbl-
BaTh CJEAyLIUM 00pa3oM:

key=PKCS11l:<label>

roe <label> - MeTka KJiYa B HEU3BJEKAeMOM MaMATH TOKeHAa. Ecau B HeU3BJeKaeMOH MaMATU
TOKeHa 3aMucaH TOJbKO ONUH KJI0Y, METKY MOXHO He yYKa3blBaTh.

5.5 Hacrtpoiika ureHus kJjawoua c yctpoiictBa JaCarta W ApyrHX YCTPOHCTB,
npepoctaBJsiomnx narepdeiic PKCS#11

«Marllpo Kpuntollaker» B. 4.0 mo3BosisieT UCIOJNB30BATh 3aKPLITBIH KJI0U, PACMOJOXKEHHBIH B
Hen3BJIeKaeMoH naMsaTh yctpoiictBa JaCarta, a Tak:Ke MHBIX YCTPOUCTBO, MPEIOCTABJ/ISIOIIUX HHTEP-
tdeiic PKCS#11. CoBmectro ¢ «Marllpo Kpuntollaker» B. 4.0 nonyckaercsi UC0/b30BaTh TOJBKO
ycTpoHcTBa, uMetoiiue neictyomui ceprudpukar @CH Poccun.

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe




KpUnTO CENY.00009-05 34 07 13

Jns ucrno/sb30BaHUA TaKUX KJUed HeoOXONHMMO YCTAaHOBHUTH JpaiBepbl yCTPOHCTBA, a TaKxkKe
6ubmnoreky, npenocrapasomyo uHTepdeiic PKCS#11 nna sToro ycTpoicTBa, U BBICTABUTh Mepe-
MeHHYI0 OKpy:KeHHss PKCS11l_ LIBNAME, 3HaueHHeM KOTOPOH JOJKeH OblTb MyTb K 3TOH OUOJHO-
Teke.

B o6uryio cexuuio daina konpurypauuu stunnel.conf Heo6xXoqumo 100aBUTh MapaMeTphl

engine=auto
engineId=cryptocom

[Tapametp key cienyer ykaselBaTh CJAeLYLIUM 0Opa3oM:
key=PKCS11:<label>

rae <label> - mMeTKa KJoouYa B HeU3BJEeKaeMOH MaMsATH YCTpOﬁCTBa. Ecsau B HeusBJieKaeMOH nmamsiTH
YCTPOfICTBa 3allhCdH TOJIbKO OAHH KJIIOY, METKY MO2KHO H€ yKa3blBaTb.

5.6 Bce onuuu koHpurypamuonHoro daina stunnel.conf

daitn stunnel.conf siBisieTcsi 0OCHOBHBIM KOH(UTYpallMOHHBIM (haiisioM nporpammbl. OH comep-
KUT B cebe OOLLYI0 CEKIMI0 U MOXKeT BKJ/IUaTb HECKOJIbKO CEKLHH [/ HACTPOWKH Pa3NUUYHBIX
BUPTYyaJbHBIX X0cTOB. Ofl1as cekilus uMeeT 00s3aTeJqbHYI0 YacTb B HayaJje (aisa, KoTopas, Kak
NpaBuJo, He TpeOyeT U3MeHeHUH.

B koH]UrypauuoHHoM Qaie 10nycKamTCs:

— MyCThle CTPOKH (UTHOPHUPYIOTCS).

— KOMMeHTapuu (MTHOpUpYIoTcsi). Kaxkaasi cTpoka KOMMEHTapHsi IOJXKHA HauHHATbCsl ¢ CUMBOJIA
T ouam #.

— cTpokM BuIa «option_name = option_value».

— CTpOKM BHIA «[service_name]». Takasi cTpoka ykasblBaeT Ha HAyaj0 CEKIIMH HACTPOHKH cep-
BHCA.

I[OHYCKaeTCH HCIO/Ib30BaHNe ONUMH 3alIMIIEHHBIX COEIUHEHHH B OOIIEH CEKILMH. B takom CJIy-
qyae 3TH ONUHH 6y,ZLy’I‘ [IPUMEHEHBl KO BCEM OOIOJHHUTEJIbHBIM CEKLIUAM.

5.6.1 Hactpoiiku o6iiell cekuuu
OO611as CeKLHsI MOXKET COIepKaTh CJeNYIOLIHe OIMIUH:

debug = LEVEL
yPOBeHb MOAPOOHOCTH COOOILIEHUH Jora

OtBeyvaer 3a MoppPOOGHOCTD JOT-(paiaa. 3HaYeHHe MOXKeT ObITb UMEHEM WJIM YHCJIOM, COOTBET-
CTBYIOLIUM YPOBHIO COOOILIEHHH.

Boamoxnble 3Hauenus: emerg (0), alert (1), crit (2), err (3), warning (4), alert (5), info (6)
unu debug (7). B sore 6ynyT oToOpa)kaTbcsi Bce COOOILIEHUS] HUXKE HJIM PaBHble 3aJaHHOMY
ypoBHIO. MakcruManbHbll ypoBeHb debug = debug wnu debug = 7. Ilo yMoM4aHUIO UCITIONB3Y-
eTcsl YPOBEHb D.

[Ipyn HopmanbHO# pabote KpuntoTyHHess1 He yka3biBaeTcs.

engine = auto
HeoOXOAMMa TOJNBKO MPH UCMOJNb30BAHHWU KJOYel Ha anmapaTHbIX YCTPOHCTBAX, 3TOHW OMUMH
cJenyeT yKa3blBaTh 3HaueHue auto.
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foreground = yes | quiet | no (tonbko mnsa Linux u Unix onepanioHHBIX CHCTEM)
pexXumM paboThl

log = append | overwrite
pexuM paboThl C XKYyPHAJIOM

[lo3BosisieT BEIOpaTh pexXUM PabOTHl C XKypHAJIOM: N00aBJATh COOOIIEHUS B KYPHaJ WU NPH
KaXJIOM 3alycKe Ha4MHATbh »KYypHaJ 3aHOBO.

output = FILE
Jior-(hakJ NMPUJI0KEHHUS.

YKasblBaeT MyTh K Jior-(aily NpUIoKeHHUs, B KOTOPOM OyneT oToOpaxKaTbcsl MH(OPMaLUs O
MOAKJ/IOUEHUSIX U BO3MOXKHBIX OLIMOKAX.

pid = FILE (tonbko nsist Linux u Unix omepaudOHHBIX CHCTEM)
yKasbiBaeT Ha pid-cai.

service = SERVICE (tosbko s Linux u Unix omepauvoHHBIX CHCTEM)
umsa cayx6nl KpuntoTyHHens.

YkazaHHOe UMS CayKObl HCMOJb3YeTCs B CUCTEMHOM XKypHaJje U B pexxkume inetd.

[To ymosuanuio: stunnel

syslog = yes | no (tonbko s Linux u Unix onepauuoHHBIX CHCTEM)
3aJaéT BelleHHe XKypHaJsa yepe3 syslog.

[lo ymosuaHuio: BKJIOUEHO

5.6.2 Hacrpoiika napamMeTpoB 3allUIIeHHBIX COeIHHEHUH

HacTpoiika napameTpoB 3allUIIeHHBIX COETUHEHHH OCYLIECTBJSETCS B JOMOJHUTENbHBIX CEKI[H-
X (OTHesbHAsI CEeKUHMs AJsl Ka)KIOro coenwHeHwus). Ka)knmasi ceKuusi MOJ»KHAa HaUMHATbCS C UMEHH
CepBHCAa B KBaJpaTHHIX CKOOKaX. YKa3aHHOe MMs TMO3BOJUT pasanuaTh MH(OPMALMIO CEPBHUCOB B
XKypHaJie nporpaMMbl. K WMeHaM cepBHCOB He TpeNbsB/ISETCS HUKAKHX CIEelUaNbHBIX TpeOGoBaHHUH,
pEeKOMeHyeTCsl BBIOWPATh UCXOIsl U3 Ha3HAUeHHsl COeIHMHEHHS.

HacTpoiika mapameTpoB 3allHIeHHbIX COeTUHEHHH OCYIIECTBJsAETCs 3aaHHeM CJIeAYIOLUIUX OI-
Ui KoHpurypauonHoro daina stunnel.coni:

accept = [HOST:]PORT
MPUHUMATh COEMHEHHUS M0 YKA3aHHOMY ajipecy

YKasbiBaeT azpec ¥ nopt, Ha KoTopblX KpuntoTyHHes b OyneT oXuaaTh NOAKJIIOYEHHUS.
Jomnyckaercs ykaseiBaTb TOJIbKO NOpT. B atom cayuae KpunrtoTyHHesnp OyneT nmpUHHMATh
coennHenus [Pv4, npuieniire Ha ykasaHHbIH NOPT yepes JI0OOH ceTeBOH HHTep(deic.
[ns nmpocnymirBanus Bcex anpecos IPv6 cienyer ncno/sb3oBath ciaenyolmui Gpopmar:
accept = :::PORT

CApath = DIRECTORY
KaTaJIor cepTU(HUKATOB

YkasbiBaet nanky, B Kotopod KpuntoTyHHesb OyneT uckaTh CepTUMUKATHI TIPH UCIOIb30BAHHH
onuu# verifyChain v verifyPeer. O6paTiuTe BHUMaHWe, YTO HMEHOBaHUEe CePTH(UKATOB B 3TOH
nupektopun no/KHO HMeThb BUA XXXXXXXX.0, rme XXXXXXXX - xem moss subject B
(harisie cepTuduKara.

CAFile = CA_FILE
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(a1 cepTUdUKaTa yAOCTOBEPSIOILErO LeHTpa

YKkasbiBaeT pacroJsiokeHue (arina ceprudukarta (Uad Habopa cepTUPUKATOB) yIOCTOBepSIOLILe-
ro ueHtpa, koropomy KpunroTyHHesnb OyneTr noBepsiTh.

CRLpath = DIRECTORY

KaTaJor CIUCKOB OT3blBa CEPTHU(PHUKATOB

YkasbiBaeT nanky, B kotopod KpuntoTyHHesnb 6yner nckate CRL npu ucnosb3oBaHuu onuui
verifyChain w verifyPeer. O6patute BHHUMaHHe, 4To MMeHoBaHHe CRL B 3To#l mupektopuu
T0JKHO UMeThb BUL XXXXXXXX.r0, roe XXXXXXXX - xemr CRL.

CRLfile = CRL_FILE

cert

(hails1 CcriKcKa OT3bIBA CEPTU(PHUKATOB

YKa3blBaeT pacrnoJjiokeHde Qaisa co CUCKOM OT3biBa (MJIM HabOpPOM CIUCKOB OT3bIBa) CEPTH-
(hUKaTOB.

= CERT_FILE
(ha#s1 ceptudukara

YKasbiBaeT pacrnosiokeHue (aisia ceprudukara (Mau Habopa cepTHPUKATOB) OTKPHITOrO KJIIO-
4a, WCMOJb3yeMOro MPH yCTAHOBJEHHH 3alIMILIEHHOr0 coefrHeHHs. Daiis MOXKeT comepKaTb
BCIO LIEMIOYKY CepTH(UKATOB, HaUMHAsl ¢ (PAKTHUECKOTO cepTHU(HKATa cepBepa/KJIHEHTa U 3a-
KaHUMBas CaMOMOIINHUCAHHBIM cepTHU(HKaTOM KopHeBoro YII. daiin nosxeH ObiTh B hopmate
PEM wunu P12.

checkEmail = EMAIL

ajpec 3/JeKTPOHHOH MOUTHl IPUHUMAEMOro cepTHU(HUKaTa

Ecau ne 3adanot verifyChain uau verifyPeer, mo dannas onuus uexopupyemcs. Honycka-
emcs UCnoab308aHue HecKoAbKux onpedenrenutl checkEmail 6 o0noil cexuuu.

Ceprucukar OyneT MPUHAT, €Cad afpec 3JeKTPOHHOH IOUTHl, YKa3aHHBIH B cepTH(HUKaTe,
COBIAJaeT C JIOOBIM U3 apecoB 3JeKTPOHHOH MOUThl, YKa3aHHbIX B checkEmail.

checkHost = HOST

XOCT MPUHHUMAaeMOro cepTugukara

Ecau we 3adanol verifyChain uau verifyPeer, mo dannas onyus uenopupyemcs. Honycka-
emcs Ucnoab3o8aHue Heckoavkux onpedeaseruti checkHost e o0noil cekyuu.

CepTtudukar OyfeT NPUHAT, €CJU UMS XOCTa, YKa3aHHOe B cepTU(HUKATe, COBMNAAAET C JIOObIM
M3 XOCTOB, YKa3aHHbIX B checkHost.

checkIP = [P

[P-anpec npuHrMaemoro ceptudukara

Ecau He 3adanel verifyChain uau verifyPeer, mo dannas onyus uexopupyemcs. Honycka-
emcs UCnoAb308aHue HecKoAbKux onpedenrenuti checkIP & o0noli cekyuu.

Ceptudukar 6ynet npuHst, ecau [P-anpec, ykazaHHbBIH B cepTU(HUKATe OIHOPAHI'OBOTO Y344,
coBragaer ¢ JwobeiM U3 IP-anpecoB, ykasaHHBIX B checkIP.

ciphers = CIPHER_LIST

3a/1aéT CMHUCOK AOMYCTUMBIX KpuntoHabopoB s TLS no Bepcuu 1.2 BK/IIOYUTENBHO.

Kpuntonabopsl ykasbiBatoTcs 4yepes 1BoeToure. JJomycTHMO UCO/b30BaHKE CeAYIOLUX KPHUII-
TOHa0OPOB:

GOST2012-MAGMA-MAGMAOMAC,

GOST2012-KUZNYECHIK-KUZNYECHIKOMAC,

GOST2012-GOST8912-GOST8912,
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GOST2012-GOST8912-IANA,
GOST2001-GOST89-GOST89
(mocsiemHHe TPU — TOJIBKO HJisi oOecrieyeHusi COBMeCTUMOCTH co ctapbiMu CK3H).

ciphersuites = CIPHER_LIST

3a/1aéT CMHUCOK AOMYCTUMBIX KpunrtoHatopos nisi TLS Bepcun 1.3.

Kpunronabopsl ykaseiBatoTcsi uepes [Boetoure. J1onycTUMO UCMONb30BaHKE CJIENYOLUIUX KPHUTI-
TOHA0OPOB:

TLS_GOSTR341112_256_WITH MAGMA MGM S,
TLS_GOSTR341112_256_WITH_MAGMA MGM_L,

TLS_GOSTR341112 256 WITH KUZNYECHIK_MGM S,
TLS_GOSTR341112_256_WITH_KUZNYECHIK_MGM L.

client = yes | no

pexum paboThl cepBuUCa

[To ymosuanuio no (pa6oTa B pexkruMe cepBepa).

config = COMMAND [: PARAMETER]

KoMaHna Hactpoiku OpenSSL

[To3BosisieT BbIMOMHATD KOMaHAbl HacTpoiiku OpenSSL.

connect = [HOST:] PORT

MOAKJ/IOUUTbCS K YKa3aHHOMY aapecy

YkasbiBaeT, kyna KpuntoTyHHesb HampaBUT coeiMHeHHe, TpUIle/lllee HA afpec, YKa3aHHbIH
B accept. Ecin ykasaH TosbKO TOPT, B KadecTBe XxocTa OymeT ucmosab3oBaH localhost. Tlpu
MONKJIOUEHUH K BeO-cepBepy peKOMeHJyeTcsl yKasblBaTb TO HUMSI XOTa, KOTOpoe Beb-cepBep
CUMHUTAET CBOMM HMEHEM.

curves = list

sapaétr ECDH/GOST rpynmbl.

prngI YKa3bIBalOTCA 4Uepe3 ABOETOYHHE. Yro6mn! [NOJIYYUTb CIIMCOK MOAAEPXKHUBAEMbIX T'PYIIII,
BBITIOJTHUTE KOMAHLY:

openssl ecparam -list_curves

[To ymMo/YaHHIO UCTIONB3YIOTCS CJIEAYIOLIME 3HAUEHHUS:
X25519:P-256:X448:P-521:P-384 (nns OpenSSL 1.1.1 u 6osiee mo3qHUX BepcHii)
prime256vl (nns OpenSSL crapiie Bepcuu 1.1.1)

debug = LEVEL

yPOBeHb MOAPOOHOCTH COOOLIEHUH Jora

OtBeyaetr 32 MofpoOGHOCTD JoOr-(aiaa. 3HaueHHe MOXKeT ObITb UMEeHEeM HJIM UHUCJIOM, COOTBET-
CTBYIOLIUM YPOBHIO COOOILIEHUH.

Boamoxknble 3Hauenus: emerg (0), alert (1), crit (2), err (3), warning (4), alert (5), info (6)
unu debug (7). B sore 6ynyT oTo6pa)kaThCcsi Bce COOOLIEHHS] HUXKE WJIHM PaBHBbE 3aJaHHOMY
ypoBHI0. MakcrMal/bHbIl ypoBeHb debug = debug wau debug = 7.

[To ymosuanuio ucnosb3yeTcsi ypoBeHb O.

delay = yes | no

oTyoxXUTh nouck DNS g onuuu connect
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AtoT napaMerp nosesdeH Anas aArHamuueckoro DNS umau xornma DNS HenmoctyneHn Bo Bpems
3anycka KpuntoTyHHens.

JlaHHBIA pexXUM aBTOMaTHUYeCKH BKJIo4aeTcsl, Koraa npu 3anycke KpuntoTyHHesnb He MoxeT
paspelnTb KaKoH-a1M00 U3 afpecoB MOAKJ/IIOYEHHS.

[To ymosuanuio: BEIKJIIOUEHO
engineld = cryptocom

3a0a6T SHXKHUH, KOTOPBIM OyneT UCIOJb30BaH AJS AOCTyNa K KJ/OUY Ha annapaTHOM YCTPOW-
CTBe.

J7s naHHOH OMUMHK NOMYCTHMO TOJbKO 3HaueHue cryptocom.
engineNum = ENGINE_NUMBER

3aa6T HOMEep 3HXKMHA, KOTOPHIK OyleT MCNO/b30BaH AJS AOCTyNa K KJHOUy Ha anmnapaTHOM
YCTPOWCTBE.

Hywmepauusi sHKHMHOB HauMHaetes ¢ 1.
exec = EXECUTABLE_PATH
BBITIOJIHUTD JIOKa/bHYt0 inetd mporpammy.

Ha nnatrdopmax Unix ycTaHaBaMBAIOTCH CJeNyIOLIMe TlepeMeHHble OKPYXKEeHHUS:
REMOTE_HOST,

REMOTE_PORT,

SSL_CLIENT_DN,

SSL_CLIENT I_DN.

execArgs = $0 $1 $2 ...
apryMeHTHI [I/Isl eXec, BKJouas ums nporpammer ($0).
KaBbluky B HacTosilllee BpeMsl He MOAIEP:KUBAIOTCS. APryMeHTBl pasfessiioTcsi MPOU3BOJbHBIM
KOJIMYeCTBOM INPOOEJOB.
failover = rr | prio
3a1aéT cTpaTerdio o0paboTKH OTKa3a /5 HeCKOJNbKHX liesed "connect'.
rr KPyroBasi CHCTeMa - CIpaBelJIMBOE pacrpelesieHHe Harpy3KH.
prio
MCII0JIb30BaTh MOPSIIOK YKa3aHHbIA B KOHQUTYpalHOHHOM (haiie.

[To ymosnuanuio: prio

ident = USERNAME
MCIo/b30BaTh NpoBepKy uMeHH nogab3osartess IDENT (RFC 1413).

include = DIRECTORY
UCIO/Ib30BaTh BCe YacTH (haitna koHpurypauuu, pacnonoxxeiiole B DIRECTORY

®Daiinbl noaKA0UYAOTCS B al(aBUTHOM nopsiike. PekomeHayemoe corsaieHue 06 uMeHax (ai-
JIOB!
A7 T100a/IbHBIX OMLHKH:
00-global.conf
IL7IsI CEPBUCOB:
0l1-service.conf
02-service.conf

key = KEY_FILE
3aKpBITHIH KJ/IOU CepTU(PHKATA, YKAa3aHHOrO B ONUMHU cert
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YKkasbiBaeT pacrojiokeHue (haiisia 3aKpbITOr0 KJi0ua, UCIOJAb3yeMOro MPH yCTaHOBJEHHH 3a-
IIUILEHHOTO COeUHeHHs. 3aKPbITHIH KJIOU HEOOXOAUM [JIsi ayTeHTH(UKALMKU BJaesblla cep-
tudurkata. [IocKoMBKY 3TOT (halll TO/KEH XPAaHUThCS B CEKpeTe, OH JOJKEH ObITh HOCTYIeH
/IS UTEHHsI TOJIbKO €ro BJaflesblly. DTOT MapaMeTp TaKxKe HUCIOJIb3yeTCsl B KaueCTBe HWIEHTH-
(uKaTOpa 3aKPHITOTO KJHYaB C/yuae UCIOJNb30BaHKs alapaTHbIX PellleHHH ayTeHTU(DHUKalUH
(nanmpumep, mns KJawodeit, xpansaumuxcs Ha RuToken).

libwrap = yes | no
3amaért ucrnosnb3obanue /etc/hosts.allow u /etc/hosts.deny.
[To ymMosiuaHMIO: OTKJIOYEHO.

local = HOST
[To ymosiuaHHIO B KayecTBe UCTOUHHMKA /IS YAaJeHHbIX TMOAKIUEeHHH Hcrnosb3yercs [P-anpec
uexonsiiero uHTepdeica. Mcnonbayiite 3ToT nmapaMeTp /sl MPUBS3KU CTATHUECKOTO JIOKAJb-
Horo [P-anpeca.

logld = TYPE

3aaéT TUN HAEHTU(PUKATOPA COeNHHEHHUS.

WneHnTudukatop cayXut Ajs onpeaeseHHs 3alUcell KaxKA0ro U3 MOAKJ/IIOYEHUH B XKypHaJe.

Ha naHHBbI# MOMEHT MOAJEPKUBAIOTCS CJAEAYIOIIHEe THIIBL:

sequential
YucoBo# nocsenoBaTeNbHbIR HAEHTH(HUKATOP, YHUKAJEH TOJNbKO B Mpefesaax OJHOro K-
semmispa KpunroTyHHesnsi. OyeHb KOMMakTeH, 4To HauboJee MOJe3HO MPU PyYHOM aHa-
JIU3e XKypHaJa.

unique
BykBeHHO-LH(DpOoBOH UneHTU(UKaTOpP. [7106a1bHO YHUKAJEH, HO AJHHHEe, YeM MOpPsiAKO-
Bble HOMepa sequential. HanbGosiee noseseH npy aBTOMAaTHUeCKOM aHaJM3€e XKypHaJa.

thread
WneHTudukaTop notoka onepanudoHHOH cucTeMbl. He sBjsieTcss HU yHUKaJbHBIM (Haxke
B mpenesax oxHoro sksemmisipa KpunroTyHHesns1), Hu kKopoTkuM. HanGosee nosneseH Bo
BpeMsl OTJaKU MpOorpaMMHOro obecreyeHusl WK B cjaydae npobJeM ¢ KOHQUTypauuen
TIPUJIOKEHHUSI.

process
Wpnentudukarop npouecca onepaunoHHoi cuctembl (PID). MoxeT ObiTh MoJie3eH B pe-
X)ume inetd.

[To ymosuanuio: sequential.
OCSP = URL

3anaér orBetyuk OCSP nss1 mpoBepku cepTuduUKaTa.
OCSPaia = yes | no

npoBepsaThb cepTudukatel ¢ ux AIA OCSP orBerynkamu.

Artor napamerp mnossossier KpunrtoTyHnesto mnpoBepsaTb ceprudukatel co crnuckom URL-
anpecoB otBetunka OCSP, mosmyuyenHelM u3 ux pacuvpenuss AIA (moctyn K uHpopmauuu
0 TIOJIHOMOYHSIX).

OCSPilag = OCSP_FLAG
yKasbiBaeT ¢uar orBetyuka OCSP.
Jlns ykasanus HeckKosnbkuXx (haaroB onuuio OCSPflag M0oXKHO MCIOIb30BaTh MOBTOPHO.

B Hacroslllee BpeMs MOAAepKUBAIOTCS (paaru:
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NOCERTS,
NOINTERN,
NOSIGS,
NOCHAIN,
NOVERIFY,
NOEXPLICIT,
NOCASIGN,
NODELEGATED,
NOCHECKS,
TRUSTOTHER,
RESPID_KEY,
NOTIME.

OCSPnonce = yes | no
OTIIPaBUTh U TPOBEPUTH pacliupeHue ogHopazoBoro Homepa OCSP.

AroT napametp sauuiiaet npotrokoas OCSP ot moBTopHBIX atak. B cusy 60JbIIMX BHIYHC/IH-
TeJIbHBIX 3aTpaT pacliMpeHHe nonce oObUHO oOecrneyuBaeTCs TOJIbKO BHYTPEHHHMH (HampH-
Mep, KOPIIOpPaTUBHBIMHU), a He o61ienocTynHbIMU oTBeTyrKamMu OCSP.

options = SSL_OPTIONS
3afaét napametpsl 6ubanoreku OpenSSL.

[Tapamerp mnpencraBsaser co6oét ums onuud OpenSSL B COOTBETCTBUH C PYKOBOACTBOM
SSL_CTX_set_options(3ssl), no 6e3 npedukca SSL_OP_.

Komanna stunnel -options nepeducssieT napaMmeTpbl, paspellieHHble B TeKylled Bepcuu Kpum-
tToTyHHesns.

Jlns1 yKasaHUsl HECKOJIbBKUX NapaMeTpoB OINLKS MOXKeT UCI0Jb30BaThCsl NOBTOPHO. [lepen nme-
HeM TapaMeTpa MOXKHO MocTaBUTh THpe (’-’), uToObl OTK/IIOYMUTH Mapametrp. Hampuwmep, mis
coBmectuMocTd ¢ Eudora TLS MoxHO Hcrnosnb30BaTh CAeQyOMIUNA BAPUAHT:

options = DONT_INSERT_EMPTY FRAGMENTS

[Io ymosnuanuio 3afaHbl OMLUU:
options = NO_SSLv2
options = NO_SSLv3

BMmecTo oTkJ/IOUeHHSs ompefesieHHbIX BepcHd mportokosa TLS mpu komnuasuuu ¢ OpenSSL
1.1.0 (unu 6osiee mo3nHel Bepcuu) ucnonbdyite sslVersionMax nnu sslVersionMin.

protocol = PROTO
MPOTOKOJI MPUJIOKEHHS

B Hacrosiiiee BpeMsi MOAAEPKUBAOTCS MPOTOKOJIBL:

cifs
Cob6cTBeHHOE (HemIOKYMeHTHpoBaHHOe) pactunpenue npotokosaa CIFS, peanusoBanHoe B
Samba. [Topnepxka sToro pacimrpenus Oblia npekpamieHa B Samba 3.0.0.

connect
CooreerctByer RFC 2817 section 5.2 (memod CONNECT 0as ycmarnosarenus mynHeso-
HO2O NPOKCU-COCOUHEHUS).
DTOT MPOTOKOJ MOAAEPKHUBAETCS TOJNBKO B PEXKHMe KJIHEHTa.

http
YkaseiBaeT KpuntoTyHHesto, yto 3amumiaemsli npotokos - HTTP. B atom cayuae 6ynyt
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JOCTYIIHBI crieluUUHbIe AJs 3TOrO MPOTOKOJA NeHCTBHUS, HalpuMep, rnepenada KJIHEHT-
CKOTO cepTH(HKaTa Ha BebG-cepBep.

imap
CootserctByetr RFC 2595 (Hcnoavzosanue TLS ¢ IMAP, POPS u ACAP).

ldap

CooteerctByer RFC 2830 (obaecuennpiii npomokos docmyna k kamaroeam (v3): pac-
wuperue 6e30NaACHOCMIU MPAHCNOPMHOEO YPOBHSL).

nntp
CooterctByetr RFC 4642 (Hcnoavzosarnue TLS ¢ npomokorom NNTP).
ITOT MPOTOKOJ MOAAEPKUBAETCS TOJNBKO B peXKHMe KJHUEHTA.

pgsql
CooTBeTCTByeT
http://www.postgresqgl.org/docs/8.3/static/protocol-flow.html
pop3
CootserctByetr RFC 2449 (Mexanusm pacuiupenus POP3).
proxy
CooTBeTcTByeT
http://haproxy.lwt.eu/download/1.5/doc/proxy-protocol.txt
rdp
YKasblBaeT, UTO 3aliulliaeMblid npotokosa - RDP.
smitp
CootBerctByeT RFC 2487 (pacwupenue cayrbor SMTP oas 6ezonacrnoeo SMTP uepes
TLS).
socks

[TonnepxuBatotcst Bepcuu 4, 4a u 5.
http://www.openssh.com/txt/socks4.protocol
http://www.openssh.com/txt/socks4a.protocol

Komanna BIND nportokona SOCKS ne nonnepxubaetcsi. [Tapamerp USERID urnopupy-
eTcs.

protocolAuthentication = AUTHENTICATION

TUI ayTeHTU(UKALHUN

3anaér THn ayTeHTU(PHUKAUUU [/ AAHHOrO MpoTokoJa. YcmosbayeTcss TONBKO Ha CTOpOHe
KJHEHTa MPOTOKOJNaMHU connect u smip.

Jlnsi mpoTokosia connect MONNEPKUBAIOTCS 3HAUeHUs basic (MCMOJb3yeTCsl M0 YMOJMUAHHUIO) U
ntlm.

Jns mpoTokosia Smip MOANEPXKUBAIOTCS 3HaueHUs1 plain (MCMOJb3yeTCs MO YMOJYAHUIO) U
login.

protocolDomain = DOMAIN

HMSA OJOMeHa

3anaér umsa gomena Active Directory, ucrosibdyemoro npu pa6oTe uepes proxy ¢ aBTopusaluei
10 MPOTOKONY ntim.
HMcnonp3yercst ToJIbKO Ha CTOPOHE KJMEHTA M TOJNBKO C IIPOTOKOJIOM connect.

protocolHeader = HEADER

[TopsinkoBbi#i Ne M3MeHeHUsI

HOILI'II/ICI) JIMlla, OTBETCTBEHHOI'O 3a
H3MEHEHNEe

I[aTa BHECEHHA M3MEHEHHSA
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3aroJioBOK

3anaér 3aroJioBOK, UCMOJb3yeMbId MPOTOKOJOM.
B Hacrosiliee BpeMs MOAAEPKHUBAETCH TOJBKO Ha CTOPOHE KJIWEHTA MU TOJBKO C MPOTOKOJOM
connect.

protocolHost = HOST:PORT
ajipec MOAKJIOUeHHs

YkasbiBaeT KoHeuHblll TLS-cepBep, ¢ KoTopoM TpebyeTcsl COeAMHUTHCS Yepe3 MPOKCH-CepBep.
Anpec npokcu-cepBepa IpU 3TOM 3a4aéTcs OMNLHeH connect.
Hcnonb3yeTcsi TOMBKO HA CTOPOHE KJHWEHTa MPOTOKOJOM connect.

protocolPassword = PASSWORD
apoJib MOJIb30BaTeNs
3afaét mapoJib MoJb30BaTe/Isi IPH YCTAHOBJEHHH COEIMHEHHUS 0 YKA3aHHOMY MPOTOKOJY.
HMcnosb3yeTrcsi TONMBKO Ha CTOPOHE KJHEHTa MPOTOKOJNAMU connect u smip.

protocolProtocol = Atip
Hcnonb3yeTcsl TOJIBKO Ha CTOPOHE KJIMEHTa MPOTOKOJIOM connect NPy TYHHEJUPOBAHUU depes
npokcu. YkasbiBaeT KpunroTyHHesio, uto 3amumaemsii npotokosa - HTTP. B atom cayuae
OyoyT NOCTYNHBI Crequ(UUHble AJ5 3TOro NPOTOKOoJa AEHCTBHUS, HalmpuMep, Nepefada KJu-
eHTCKOro cepTuduKaTta Ha Beb-cepBep. [lomyckaeTcss HCMONb30BAaHHE TOJbKO 3HAueHHUs Atip.
JI1oOble npyrue 3HaYeHUs] UTHOPUPYIOTCS.

protocolUsername = USERNAME
MMS T10JIb30BATEIs
3anaét uMs MoJb30BaTe sl IPU YCTAHOBJIEHUN COeNUHEHHS 110 YKa3aHHOMY MPOTOKOJY.
Hcnonb3yeTcsi TOJMBKO Ha CTOPOHE KJHWEHTA MPOTOKOJNAMHU connect u smip.
PSKidentity = IDENTITY
Unentupukarop PSK nns PSK-kiuenra.

Onuuio MOXKHO UCMOJNB30BAaTh Ha CTOPOHE KJHeHTa AJs Beibopa ynoctoBepeHuss PSK Bo Bpems
ayTeHTHU(HUKALKUN. DTa OMLUSA UTHOPUPYETCs HAa CTOPOHE CepBepa.

[To ymosuaHuio: mepBoe ynocToBepeHuUe, yKazaHHoe B (atkine PSKsecrets.
PSKsecrets = FILE

taiin ¢ unentudrukaropamu PSK v cooTBeTCTBYIOIIMMU KJIOUAMH.

Kaxkpnas ctpoka ¢aisa no/KHa UMETb BUI:

IDENTITY:KEY

[lecTHanuartepuuHble KJIOUM aBTOMaTHUeCKH NpeolOpasyloTcsl B ABOWYHYIO (opmy. Kirouu
LOJKHBl MMeTb NJIMHY He MeHee 16 6alT (He MeHee 32 CHMBOJIOB MJIsl LIeCTHAAllAaTepHU-
HbIX KJrodel). JoM>KHO OBITh YCTAHOBJIEHO OrpaHHUEHHe JOCTYMa K comepKUMoMy (aiaa (Ha
4TeHHe W 3aMKCh) [/ M0Jb30BaTeNel.

pty = yes | no (tonbko masi Linux u Unix onepanidoHHBIX CHCTEM)
C031aéT MCeBIOTEPMHHAN Js1 ONLKK ‘exec’.

redirect = [HOST:|PORT
B CJyyae HeNpoXOoxkKIeHHUS ayTeHTU(HKALUHUH 10 CepTU(HUKATY MepeHanpaB/siTh KJIHEHTCKHE
TLS-coenrHeHus1 Ha yKa3aHHBIH agpec
Ora onuus paboTaeT TOJNbKO B pexxUMe cepBepa. HekoTopblie MPOTOKOJIbI HECOBMECTUMBI C 3TOM
OILIKEH.

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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renegotiation = yes | no

noaaep:KKa MmoBTopHoro corsnacoBanusi TLS.

[Tpunoxenus moBTopHOro corsacoBanusi TLS Bk/oUaoT B cebs HEKOTOpPbIEe ClIEHAPUU ayTeH-
TU(UKALKK UK U3MEeHeHUs KJtodel /s OJUTeNbHbIX COelHHEHHUH.
CaenyeT y4uTBIBaTb, YTO 3Ta (YHKLUHS MOXKeT 00JIerduThb TpHUBHA/bHYI DoS-ataky c mepe-

rpyskoi LIII:

http://vincent.bernat.im/en/blog/2011-ssl-dos-mitigation.html

O6paTuTe BHMMaHHe, UTO OTKJIOYeHHE MOBTOpHOro corsacoBanus TLS He mosHOCTBIO ycTpa-

HSIeT 3Ty NpoOlJemy.

I[To YMOJIHAaHHIO: BKJIFOYEHO

reset = yes | no

IJs1 yKazaHus omnbok ucnogb3osatb ¢uar TCP RST.

Ha HekoTopbIX miaTopmax 3Ta ONLUS He NOAAEPKUBAETCH.

[lo ymo/suanuio: BKJIOUEHO

retry = yes | no

[TIOBTOPHO BLIMOJIHUTD connect+exec B CJlydyae OTKJIIOUEHHUS.

I[To YMOJIHAaHHIO: OTKJ/IFOYEHO

requireCert = yes | no

Tpe6oBaTh cepTU(HUKAT KJIHEHTA NPU yCTAHOBJIEHUH COeIUHEeHUH

HMcnonb3yercsi TONbKO Ha CTOpoHe cepBepa. [Ipu ycTaHOB/JIEHHOM 3HaueHHHU 10 (MCMOJb3yeTcs
no ymosuanuw) cepeep KpuntoTyHHesst GyneT ycTaHaBIMBAaTh COeNMHEHHUs C KJIHEHTaMHU 6e3

CepPTU(HUKATOB.

Onuuu verifyChain = yes u verifyPeer = yes noppasymeBatot 3ananue requireCert = yes.

securityLevel = LEVEL

3a2/1aéT ypoBeHb 0€30MaCHOCTH.

3HaueHue KaxJ10ro ypoBHs OITMCaHO HHU2KE!:

Yposersv 0
Bce paspelieHo.

Yposero 1

YpoBeHb 06€30MaCHOCTH COOTBeTCTBYOUIUH MUHUMYM 80 O6utam Oe3onacHocTH. JIroOble
napaMmeTpbl, obecrneynBarllre 6e3onacHocTh HUKe 80 6UT, UcKJ/OUaloTes. Takom obpa-
3oM kJaoud RSA, DSA u DH kopoue 1024 6ut u kntoun ECC kopoue 160 6UT 3anpelieHbl.
Bce skcrnopTHBIE KpUNITOHAOOPE! 3aMpellieHbl, MOCKONbKY OHM mpensaraioT MeHee 80 OUT
6esonacHocT. SSL Bepcuu 2 3amperieH. JIobpie KpuntoHabopel, ucnosbayomre MDS
st MAC, Takxke 3ampelieHsl.

Yposero 2

YpoBenb 6e3onacHocTu cooTBeTcTBYIOIME 112 6utam. Kmtoun RSA, DSA u DH kopoue
2048 6ut, n kaouu ECC xopoue 224 6ut 3anpelieHbl. B nomnosHeHHe K HCKIIOYEHUSIM
ypoBHS 1 mo6ble KpuntoHabopsl, ucnosb3yoiure RC4, Takxke 3anpeureHsl. SSL Bepcuu
3 He momyckaercs. CxxaTHe OTKJIOYEHO.

Yposero 3

YpoBenb GesonacHocTH cooTBercTBytoUMi 128 6utam. Katoun RSA, DSA u DH kopoue
3072 6urt, u karouun ECC kopoue 256 6ut sampeleHbl. B nomnosHeHne K UCK/IIOYEHUSIM
YPOBHS 2 3ampeleHbl KpUNTOHa60pbI, He obecreurBaoIIne MPSMON CeKpeTHOCTH. Bepcuu

[TopsinkoBbi#i Ne M3MeHeHUsI

HOILI'II/ICI) JIMlla, OTBETCTBEHHOI'O 3a
H3MEHEHNEe

I[aTa BHECEHHA M3MEHEHHSA
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TLS nuxe 1.1 3anpemiensl. Manngatel ceccuil (session tickets) oTk/roueHsbl.

Yposero 4
YpoBeHb Ge3onacHocTH cooTBeTcTBYOWKH 192 6utam. Kmnoun RSA, DSA u DH kopoue
7680 6ut u xaoun ECC xopoue 384 6ut 3amnpermieHsl. KpuntoHaGopsl, HCMOJb3YIOLIHE
SHAL pns MAC, 3anpermuensl. Bepeun TLS Huxe 1.2 3anperueHsr.

Yposenv 5
YpoBenb 6esonacHocTd coorBeTcTBytoWMH 256 6utam. Kmoun RSA, DSA u DH kopoue
15360 6ut u kaoun ECC kopoue 512 6UT 3amnpelieHsl.

[To ymosmuanuio: 2.
[Tapamerp securitylLevel nmoctyneH ToJbKO Npu Komnuasuuu ¢ Kpunronakerom Bepcuu 4.0 u
6oJiee MO3THUMH BEPCHSMH.
setgid = GROUP (tonbko nas Linux u Unix onepauroHHBIX CHCTEM)
Wnentudukarop rpymmsl.

B xauectBe rio6anbHON onuuu: BeimosHseT setgid() msi yKazaHHON rpyIIbl B peXKUMe IeMOHa
U yOupaeT Bce OCTaJ/bHble TPYIIIHI.

B kauecTBe onuuu cepBuca: yCcTaHaBJAWBaeT rpynmy cokera Unix, ykazaHHoro uepes ‘accept’.
setuid = USER (tosbko nasi Linux u Unix omnepauunoHHBIX CUCTEM)
WnentudukaTtop nonb3oBaress.

B kauectBe rno6anbHOH onuuu: BeimoHseT setuid() ais yKazaHHOTO MOJIb30BATE/SI B PEXKUME
JIeMOHa.

B KkauecTBe OMNIMH cepBHCa: ycTaHaBJHMBaeT BJafesblla cokera Unix, ykasaHHOro depes
‘accept’.
sessionCacheSize = NUM_ENTRIES
Pasmep k31a ceanca.
sessionCacheSize 3anaét MakCMMaJbHOE KOJMYECTBO 3aMHCell BHYTPEHHEro K3llla CeaHca.

3Hauenue O cooTBeTCTBYyeT HeorpaHUYeHHOMY pasmepy. He pekomeHmyercsi mJisi HCHOJb30Ba-
HUSA U3-32 pucka DoS-ataku ¢ mepenosHeHHeM MaMsATH.

sessionCacheTimeout = TIMEOUT

Bpems xpaHeHUSs K3lia.

3anaéT KOJMMUYECTBO CEKYHA IJ51 XpaHeHHs K3lnpoBaHHBIX TLS-ceccui.
sessionResume = yes | no

Paspeluaer uau sanpeliaer BO300HOBJIEHHE CeaHca.

[To ymosuanuio: paspeleHo.

sessiond = HOST:PORT
Anpec sessiond TLS-cepBepa KamupoBaHus.

sni = SERVICE_NAME
B takom (opaTte uCrosb3yeTcsl TOJNBKO a CTOPOHE KJHeHTa, 3a4aéT 3HaueHHe, KOTopoe OyneT
nepenano B pacwupeHun SNI nporokosna TLS. Ilpu oTcyTcTBUM 3TOH ONUMH B paclIMpeHHUU
SNI 6yner nepenano 3HaueHue M3 napamerpa connect. s Toro, 4To06bl OTKIIOUUTH NEepenavy
pacunpenust SNI, 3agaiite nycroe 3HaueHue B kauectBe SERVICE_NAME.

sni = SERVICE_NAME:SERVER_NAME_PATTERN
B Takom ¢opmate ucnosb3yeTcss TONbKO Ha CTOPOHE cepBepa.

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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Hcnonb3oBaHue naHHOTO MapameTpa M03BOJSIET CepBepy MPeNoCTaBJsATh HECKONBKO CepTH(U-
KatoB Ha ogHoM [P-anpece u TCP-nopry, u, cienoBaTesbHO, 103BOJSIET PA6OTATh HECKONBKUM
ca#itam (niu gpyrum cepBucam noeepx TLS) Ha omHom [P-anpece 6e3 ncrnosb30BaHUSI OOHOTO
M TOTO Ke cepTH(UKaTa Ha Bcex caiitax. Boibop cepTuduKkara ocyliecTB/sSeTCs B 3aBUCHMO-
CTH OT JOMEHHOTO HWMeHH, mosydeHHoro B paciuupenun SNI mporokosna TLS (cm. omucanue
napaMeTpa sni Ha CTOPOHe KJHEeHTa).

Jnsi Toro, ytoObl HacTpouTb cepBepHbld KpuntoTyHHesnb n/s1 paGoThl ¢ HECKONBKUMU Cep-
TU(HUKATAMH, HY’KHO A/ KaXKAOT0 cepTU(UKaTa co31aTh cBolo cekuuioo. OnHa cekuus OyneT
TJ1aBHOH, B HeH 3aJaloTcsl OOBIYHBI ManaMeTpbl COeMHEHHUS, B TOM YHUCJe MOXKeT 3a4aBaTbCs
yMoJuatesbHblil cepThuukar. CeKUUu A8 APyruX cepTU(UKATOB SIBASIOTCS BCIIOMOTaTe bHbI-
MU, B HUX yKasbiBaercsi napametp sni, B koropom SERVICE_NAME yka3sbiBaeT Ha ryaBHyO
cekuuio, a SERVER_NAME_PATTERN 3anaér nomeHHOe WMSsl, NPH MOSIBJI€HH KOTOPOTO B
pacurpennn SNI mpotokosna TLS 6ynyT ucnonb30BaThes K/IHOY U cepTU(UKAT U3 3TOU BCIO-
MOTaTeJIbHOH CeKIIMH. DTO MMsS MOXKeT HauMHaThbCsl ¢ CUMBOJA '*’, Hampumep *.example.ru’,
a TaKxKe JIOMYCKAeTCs yKa3blBaThb B OJHOM BCIIOMOraTe/JbHOH CEKLHWHW HECKOJbKO MapaMeTpoB
sni.

Huke npuBenéH npumep KoHpUrypauu ¢ ucrnosnbzoBanueM SNI:

[virtual]

; OCHOBHON CEpPBUC, IPUHUMAKMIUN COEeOUHEHWHs Ha YKal3aHHOM IOPTY
accept = 443

connect = 80

cert = default.pem

key default-key.pem

[snil]

; BCIIOMOI'aTeJIbHHN cepBuC 1

sni = virtual:serverl.mydomain.ru
cert = serverl.pem

key serverl-key.pem

[sni2]

; BCIIOMOI'aTEeJIbHEN CEPBUC 2

sni = virtual:server2.mydomain.ru
cert = server2.pem

key = server2-key.pem

verifyPeer = yes

CAfile = server2-allowed-clients.pem

socket = a|l|r:OPTION=VALUE[:VALUE]
HaCTpPOMKa MPUHUMAIOIIETO, JIOKAJbHOIO MK yIaJEHHOTO COKeTa

HpI/IMepr HCII0JIb30OBAHHUMA:

socket = 1:S0_LINGER=1:60
# yCTAaHOBUTB TaMM-ayT Ha OOHY MUHYTY IOJI 3aKPHTHUSA
JIOKAJIbLHOI'O CoOKeTa
socket = r:SO_OOBINLINE=yes
# pasmMemaTh BHeNnoJiocHHe (out-of-band) nmaHHEHE HeNnoCpenCTBEHHO
B IIOTOK IIPHHHMAaEMBIX LOAaHHHEX [OJIAd YIOAaJIEHHEIX COKEeTOB

HOpH[LKOBbII;'I Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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socket = a:SO_REUSEADDR=Nno
# OTKIIOUMTHL IIOBTOPHOE MCIIOJIb3OBaHME ampeca ([0 YMOJIUaHUIO
BKJIIOUEHO )
socket = a:SO_BINDTODEVICE=lo
# DpuHMMATL COeOUHEeHUs ToJIbKo mno miendy (loopback interface)

sslVersionMin = SSL_VERSION

TpebyeT HUCMOJb30BaTh MPOTOKOJ TLS He HUKe yKa3aHHOH BepCHH
[Tonpnepxxusatorcsa Bepcun TLSvI, TLSvI.1, TLSv1.2, TLSvl.3

sslVersionMax = SSL_VERSION

TpebyeT HUCMOIb30BaTh MPOTOKOJN TLS He BbIllle yKa3zaHHOH BepCcUU
[Topnepxxusatorcs Bepcun TLSvI, TLSvI.1, TLSv1.2, TLSv1.3

sslVersion = SSL._ VERSION

TpebyeT MUCMOJb30BaTh NMPOTOKOJA TLS B TOYHOCTH yKasaHHOH BepcHH
[Topnepxxusatorcs Bepcun TLSvI, TLSvI.1, TLSv1.2, TLSv1.3

stack = BYTES (xpome FORK konduryparuii)

PasMep CTeKa CO3JaBaeMbIX ITOTOKOB.

UpesmepHbiil pa3Mep cTeKa yBeJHWUYHMBaeT MCIOJb30BaHWe BUPTyasdbHOW namsitu. HenocraTou-
HBIA pasmep CTeKa MOXKeT MPUBECTHU K COOI0 MPUJI0KEHHUS.

[To ymomuanuio: 65536 6alT (LOCTaTOYHO IS BCEX MPOTECTHPOBAHHBIX MIAT(HOPM)

ticketKeySecret = SECRET

[llecTHamaTePUYHBIH CUMMETPHUYHBIN KJIFOY, UCTIOJNb3YEMbIH /ISl 3alIUThl KOH(MHAEHIIHATbHO-
CTH MaHjarta ceccuu (session ticket).

Mamnpatel ceccuit, onpenenennsle B RFC 5077, obecneunBaroT paciivpeHHble BO3MOXKHOCTH
BO300OHOBJIEHHS] CECCHUH, KOrja AJsl MOAJepKaHUsl ceaHca Ha CTOPOHE cepBepa K3IIHUPOBaHHe
He TpeOyeTcs.

Kombunauus napamertpos ticketKeySecret v ticketMacSecret no3BoJisieT BO30OHOBUTb COIJia-
COBaHHBI CeaHC Ha JPYrUX y3jax KJjacTepa WU BO30OHOBUTb COIVIACOBAHHBIH CeaHC MOcJe
nepe3amnycka cepsepa.

Kntou pomxen umerh anuHy 16 nam 32 6aiita (coorBercTByeT 32 MM 64 wiecTHagUaTepuy-
HbIM U(pam). J[BoeTOUHsT MOTYT HOTOJHUTEIbHO HCIOJb30BATHCS MEXIY IBYXCHUMBOJbHBIMU
IIeCTHAAaTepUUHbIMUA OalTaMHu.

Ara onuus paboTaeT TOJBKO B pexXKHMe CepBepa.

Hns nonnepxku wmanmatoB B OpenSSL crapme 1.1.1 Tpebyercss OTK/HOUYeHHe MapameTpa
NO_TICKET. Ilpu stom cienyeT y4uTbiBaThb, YTO 3TOT apaMeTpP HECOBMECTUM C NapaMeTpoM
redirect.

ticketMacSecret = SECRET

[llecTHamaTePUUYHBIH CHMMETPHUUHBIE KJIIOU, HCMOJb3yeMbIH /i1 3alMThl LEJOCTHOCTH MaH-
nata ceccuu (session ticket).

Kitou nomxken uMerb niuHy 16 unu 32 6aiita (coorBercTByeT 32 Mk 64 LlecTHaaLaTepyd-
HbIM LH(paM). J{BOETOUHSI MOTYT JOTMOJHUTENbHO HUCIOJMb30BATHCS MEXKIY ABYXCHMBOJbHBIMH
IeCTHAALATePUUHBIMU OaUTaAMHU.

Ata onuusa paboTaeT TOJNBKO B peXHMe cepBepa.

TIMEOUTclose = SECONDS

[TopsinkoBbi#i Ne M3MeHeHUsI

HOILI'II/ICI) JIMlla, OTBETCTBEHHOI'O 3a
H3MEHEHNEe

I[aTa BHECEHHA M3MEHEHHSA
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BpeMs oxunaHus close_notify
PekomeHznyeTcst ycTaHaB/IMBaTh 3TO 3HaueHHe B 0.

TIMEOUTconnect = SECONDS

BpeMd O2KUAaHHA COeOMHEHUA C YILa.HéHHbIM XOCTOM

TIMEOUTbusy = SECONDS

BpeMd O2KHUAaHHA 3allpPOlICeHHbIX AJaHHBIX

TIMEOUTidle = SECONDS

BpeMd yaep2KaHUd 6€3ﬂeﬁCTBy}OLU,eI‘O COeIHMHEHUS

transparent = none | source | destination | both (tonbko nsst Linux u Unix onepaiuoHHBIX CHCTEM)

BkJ/touaeT nopiepKKy Npo3payHblX MPOKCU HAa BbIOPaHHBIX MJaT(opMax.
[Topnep:xuBaemble 3HaYEHUS:
none

OTkiouaeT NoAfepKKy NpPo3pauyHblX NPOKCH. 3aaHO 110 YMOJIYAHHIO.

source
[TonmensieT agpec Tak, 4ToOBl OH BHITVIsIE] TaK, KaK-OyATO MOAKJIOUEHHE UIET C KJAHEeHTa
TLS, a He ¢ KommbioTepa, Ha KotopoM paboTaer KpuntoTyHHeb.

destination
B kauecTBe ajmpeca MOAKJIOYEHUS HCIONb3yeTCs] UCXOMHBIM MYHKT Ha3HaYeHHS.

both
Vcnonb3oBaHue Kak source, Tak u destination npo3padyHbIX MPOKCH.

Jlns o6paTHOM COBMECTHMOCTH MOAAepPKHUBaeTCs [ABa yCTapeBLIMX BapUaHTa:
yes
COOTBETCTBYET 3HAUEHHUIO Source.

no COOTBETCTBYET 3HAYEHHIO riorie.

verifyChain = yes | no

ayTeHTU(HUKALKSA 110 LelovYKe CepTU(PHUKATOB
BeinosiHsieT ayTeHTU(PUKALUIO X0CTa ¢ POBEPKOH BCEH LENOYKH CepTU(PHUKATOB 10 KOPHEBOIO

Y1I.

[Ipu npoBepke cepTH(HKaTa cepBepa TaK»Ke Ba)KHO HCIOJb30BaTh ONUUM checkHost wau
checklIP.

CamornonnucaHHbli KOpHeBOU ceptudukat Y11 nosmxkeH xpaHutbes au6o B (haile, yKazaHHOM
B CAfile, nu6o B katasore, ykazanHom B CApath.

[To ymo/siuaHHIO OMIMS BBIKJIOUEHA.

verifyPeer = yes | no

ayTeHTU(UKALHUSA N0 3apaHee U3BECTHOMY CepPTU(PHUKATY

TpebyeT, 4TOOBI MOJYYEHHBIE OT BTOPOH CTOPOHBI CEPTHU(UKAT COBMagal C CepTHGUKATOM,
KOTOpBIH XpaHuTCs Ju60 B (haitne, ykazanHom B CAfile, 1u6o B Karasore, ykazaHHOM B
CApath.

I[To YMOJHAaHHUIO ONMIHA BBIKJIOYEHA.

verify = LEVEL onpenensier,kakue npoBepku cepTU(HUKATa BTOPOH CTOPOHBI OYAYT MPOU3BOIUTCS,

MOXKeT MPUHUMATh O 3HAYEHUH:
0 ceprudukar KJAUeHTa MPOBepATbCsS He OyIeT, UCIMOJb30BaHHE 3TOr0 3HAYEHHUS HAa CTOPOHe
cepBepa o3HaudaeT, 4yTo K KpuntoTyHHe/MI0 CMOXeT MOAKJIOUUTBCS JII0OO0H M0Jb30BaTe b
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Ha coBMectrMoM [1O. Hcnosb3oBaTh 3TO 3HayeHHe Ha CTOPOHE KJHMEHTa KaTeropuuecku
He peKOMeHIyeTcs;

1 ceprudukar 6ynet NpoBepsTbCS, €CAU APyras CTOPOHA ero npenocTaBUT. [IpomexKyToUHBIN
BapuaHT Mexay O U 2, UCT0/b30BaTh 3TO 3HaYEHHe HA CTOPOHE KJHEeHTa KaTeropuueckH
He peKoOMeHIyeTcs;

2 cepruduKaT BTOPOH CTOPOHBI OyaeT TpeOGOBaThCS U MPOBEPSATHCS C UCNONb30BAHHE CePTH(DH-
Kata Y11 u, npy He0OXOAMMOCTH, TPOMEXKYTOUHBIX CepTU(MUKATOB (LIEMOYKH CepTH(hHKA-
TOB), pacnosoxeHue KoTopeix yKaszaHo B CAFile nnu CApath. Eciu ceprudukar ucrék,
BbIaH He foBepeHHbIM Y LI, ero HeT U T.1., coenuHeHUe OyneT OTBEPTHYTO CEPBEPOM.
dkBuBasneHTHo verifyChain=yes

3 [ONOJIHUTEJNBHO K NpOBepKe cepTU(HUKaTa, COOTBETCTBYMOLLeH verily=2, npoBepsieTcsi, uTo
NpelbsBJIEHHBIH BTOPOH CTOPOHOU cepTH(HUKAT comepkutcs B ¢aitse CAFile nau kata-
qore CApath
dksuBaneHnTHo verifyChain=yes u verifyPeer=yes

4 npoBepsieTcsl, YTO MpeNbsSBJAEHHBIH BTOPOH CTOPOHOH cepTHU(HUKAT comepKuUTcs B (ailse
CAFile nnu xaramore CApath, npu stom npoBepka camoro cepTudHKaTa He MPOU3BO-
IUTCS.

DkBuBajeHTHO verifyPeer=yes

5.6.3 Hacrpoitka HTTP napameTpoB 3amuIéHHBIX COeTUHEHUH

Onuuu, DOCTYMHBIE TOJBKO MpH Ucnosb3oBanuu npotokosa HTTP (protocol = htip):

buifer_size = BUFFSIZE

3anaét pasmep Oydepa oOMeHa B KuJjoOaiTax

[Ipyu HOopManbHOU pabote KpuntoTyHHess1 He ykasbiBaeTcs.

client_auth = yes | no

BcraBasgeT B HTTP-coo6uiernue 3arososok XH09-Cert

ATOT 3aroJIOBOK CONEPXKHUT CepTU(UKAT TO0Jb30BaTe s, KOTOPbIH aBTOPH30BAJICS Ha CepBepe.
Eciu HTTP-coobuienue yxe conepkut 3aronoBok X509-Cert, 6yner BbinosHeHa ero 3aMeHa
Ha peasjibHOE 3HAUEHHeE.

Hcnonb3yetcsi ToJbKO Ha cTOpoHe cepBepa. [lo yMosuaHHIO OMIMS OTKJOUEHA.

http_forward = yes | no

yCTaHOBJIMBaeT 3HaueHHe 3arosioBka X-Forwarded-For B HTTP-3anpocax

Hob6asasier B mose X-Forwarded-For 3aronoBka HTTP-3anpoca [P-agpec xocta, ¢ KoTopbIM
YCTaHOBJIEHO COEIMHEHNE.
[To ymosauaHuio onuus BKJAOYeHa (3HaueHHe yes).

http_merge_packages = yes | no

ykasbiBaeT KpuntoTyHHes 10 00beauHATh nakeTsl 3aronoBkoB HTTP-coobuenni

[Ipu HopmanbHo# pabote KpuntoTyHHenss He ykasbiBaeTcs.
[To ymoJsiuaHuio OMIMs BKJAOUEHa (3HaueHHe yes).

http_realip = force | yes | no

ycTaHOBJMBaeT 3HaueHue 3arojioBka X-Real-IP B HTTP-3anpocax

3HavyeHue OyneT cooTBeTCTBOBaTh IP-ampecy xocTa, ¢ KOTOPBIM YCTaHOBJEHO COeIHHEHHE.
Ecnu http_realip = yes, HO IpH 3TOM B 3ampoce yxKe MPUCYTCTBYeT 3arosnoBok X-Real-1P, to
3HaueHMe 3arojioBka He OyneT uaMeHeHo. Ecau http_realip = force, To 3HaueHHe 3aroJoBKa
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Bcerna onpenessercs KpuntoTyHHenewm.
[To ymosuaHuio onuus BICTaBJE€HA B 3HAUEHHE Yes.

patch_hostname = yes | no
ykasbiBaeT KpuntoTyHHento meHsiTb 3HadeHue 3arosoBka Host B HTTP-3anpocax

3Hauenue 3arosoBka Host B 3anpocax kiueHTa OGyaeT 3aMeHeHO Ha 3HaueHHe, COOTBETCTBYIO-
1iee ONUUHU connect. B ciyuae TyHHeNHpoBaHUS yepe3 MPOKCH OYLeT UCIMO/Ib30BAaHO 3HAYEHHE,
COOTBETCTBYIOILee onuuu protocolHost. Ilpu HopmanbHOl pabore KpuntoTyHHens He ykasbl-
BaeTcs.

[To ymosuaHuio BKJIOUEHA.

patch_location = yes | no
ykaspiBaeT KpuntoTyHHesl0 MeHSITh 3HaueHHe 3arosioBka Location B oTBeTax web-cepsepa

[Ipu HopmanbHO# pabote KpuntoTyHHess1 He yka3biBaeTcs.

[To ymosuaHuio BKJ/IOUEHA.

YuuTBIBa€TCS TOMBKO B KJIHEHTCKOH KOH(HUIypaluM, B clydyae CepBepHOH KOH(UIypalUH Hr-
HOpHUpYyeTcsl, T.e. MOAM(UKaLHKs 3arojoBKoB Location mpousBomuTcs, naxke ec/au ONLHS Bbl-
CTaBJieHa B NoO.

5.7 Bce onuuu koHbuUrypanMoHHoro ¢aina starter.ini

Hanneiit paznen akryanen TOJIBKO nns OC cemeiictBa Windows. B npyrux OC nanHbI#H (haiin
He HCIIONb3YeTCHl.

Koudurypauronnslii ¢daia starter.ini oTBeuaeTt 3a HaCTPOUKY NpuUJoKeHuUs starter.exe. Popmat
(haiina coorBetcTBYeT hopmaty ini-paitmo OC Windows.

5.7.1 Cekuusi oOLIMX HACTPOEK common

3a obuire HaCTpOﬁKH [IPUJIOKEHHUA OTBEHaeT CEeKLHA commorn, KOTopasd MOXKET CoAepxKaTb CJie-
AYIOIre OMUHU:

warning_days = DAYS
YKa3blBaeT 3a CKOJIbKO JIHEH yBeIOMJISITh MOJb30BaTessi 06 OKOHUAHHWH CPOKa NEHCTBUS JH-
ueHsuu. [lo ymMosuaHuIO0 yBeIOMJIeHHE T10JIb30BaTe sl MPOU3BOAUTCS 32 7 NHEH.

5.7.2 Cexuus urls

PenaktupoBatb cekuuto urls Heooxonumo TOJIBKO Ha cropone knueHTa. [laHHas cekuusi uc-
noJb3yeTcs 15 yKasaHus http-cTpaHul, Ha KoTopble cjelyeT MepeHTH MOCJe yCTAaHOBJEHHS 3a-
LIMILEHHOTO COeJMHEHHUSl C CepBepaMH, a TakKxXKe MJs yKasaHUsl YHNOOHBIX aJuacoB 3THX CTPaHHIL
Y NPUJNOXKEHHUH, UCIONb3yeMbIX IJ1s1 UX NpocMoTpa. Ecsau HeoO6XonuMMOCTH B Nepexofie Ha ompefe-
JNéHHbIe http-cTpaHHUIBl cpa3y mocje 3amycka starter.exe HeT, TO 3amoJIHATb HAHHYHO CEKLHIO He
Tpebyercs.

Hacrpoiika nepexonos Ha http-cTpaHuibl ocyllecTBAsSeTCS YKAa3aHHUEM CJIeNYIOMINX OMLHH:

url_name = VALUE
3amaér url cepBepa (ccoika Ha http-cTpanuiy)

url_name.title = ALIAS
ajuac cepBepa
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url_name.open = APP_PATH
MyTb K MPHUJIOKEHUIO [JIsi MPOCMOTPA COAEPKUMOTO CTPAHHIIbL

Jns HacTpoiiky nepexona Ha http-ctpanuuy Tpebyercs:

1. BoiOpaTh yHHKaJbHBIH HAEHTU(PUKATOP CTPaHULBl url_name;

2. lo6aBuTb B KOH(MUT'ypauUHOHHBIH (aila cTtpoky url_name = URL, rne URL umeer Bupn
http://127.0.0.1:[Homep J0Ka/sbHOTO TOPTa|/<HMMSI CTPaHHUIBI HA CepBepe>;

3. Ilo6aBUTb B KOH(UTYPALIMOHHBIN (a1 CTPOKY url_name.title = <aauac cepsepa> (yka3bBaTh
He 00513aTeJIbHO);

4. Jlo6aBUTh B KOH(DUTYpPaLUHUOHHBIN (hallal CTPOKY url_name.open = <nymo K NPULOHEHUIO 0L
npocmompa cmparuyb> (yKaselBaTb He 0053aTENbHO).

Wnentudukarop url_name Boibupaetcs nponsBosbHo. K uneHtudukaropam url_name umernrcs
2 TpeOOBaHHUS:

1. Unentudukarop JOJIZKEH 6biTh yHUKAIbHBIM (A HACTPOHKH Pa3HBIX CTPAHHILL MCIOJb30-
BaTb pPa3Hble MIEHTU(HUKATOPH; /151 HACTPOUKHU Mepexofa Ha OfHY U Ty Ke CTPaHHILy MCIOJb-
30BaTh OJHMH M TOT K€ WAEHTH(HUKATOP);

2. Upentugpukarop HE NOJIZKEH copep:katb mpo6esioB U TOUEK.

[Ipu pabote nosab3osatens ¢ «Marllpo Kpunrtollaker» B. 4.0 B ncnonHenuun «KpunroTynuenb»
B KOHTEKCTOM MEHIO, KOTOPO€e I0JIb30BaTe/b BbI3bIBAET I11€YKOM MPaBOH KHOMKH MBbILIK 110 WKOH-
ke «KpunroTyHHenb» B Tpee, BBIBOLMTCS HMMEHHO CIIMCOK aJHacoOB CepPBEPOB. JTOT K€ CIIHCOK
BBIBOAMTCS B KauecTBe MeHIo npH 3anycke «KpunroTyHHenb» , ecqu B HEM Gosiee OfHOrO ajuaca.

Vmsi cTpaHuubl Ha cepBepe YKa3bIBaeTCsi B TOM CJyudae, €C/JIM Mocje ycTaHoBjeHHsi TLS-
COEIMHEHHS C CepBepOM M0./1b30BaTe/Nl0 HeOOXOAUMO MOMNAacTb He HAa KOPHEBYIO CTPAHHIY CepBepa,
a Ha Kakylo-1100 Apyryno. YKasaHMe UMeHH CTpaHHLBl HeoOs3aTesbHo. Ecsn ero He ykasbeiBaTh,
nosb30BaTeNl0 OyfeT NpefocTaBJeHa KOPHEBAs CTpaHUlla cepBepa.

[Tyt K npusoxeHuto ans npocmotpa http-cTpaHuibl ykassiBaTh He 06s3aTesibHO. B aTom ciyyae
IJIsl TlepexoJa Ha CTPaHUIy OyIeT 3amylleHO HUCIOoJb3yeMoe 10 YMOJYaHHI0 NpUJoKeHHe (6paysep).

[Tpumep cekuuu urls pns coenvHeHHUs: ¢ AByMSI CEpBEpPaMHU:

[urls]

; tls.someserver.ru

url shop = http://127.0.0.1:8080/params.cgi
url shop.title = HHTepHeT-Maras3uH

; tls.anotherserver.ru

url bank = http://127.0.0.1:8083

url bank.title = HuHTepHeT-6aHK

url bank.open = C:\Program Files\Internet Explorer\iexplore.exe

31ech 3HaKOM ;' TOMeUeHBl POU3BOJIbHbIE KOMMEHTAPHH.

Crpoka ¢ anuacom «MHTepHeT-MarasuH» COOTBETCTBYeT cepBepy tls.someserver.ru, T.K. AJs Hee
ykazan nopt 8080 na 127.0.0.1, kotopniii B aiisne stunnel.conf ykazaH kKak COOTBETCTBYIOLIHH
cepBepy tls.somserver.ru; nasee ykasaHa cTpaHula params.cgi. B pesysbTaTe npu ycTaHOBJIEHHH
tls-coenunenus c cepepoM tls.somserver.ru nosb3oBare/b YBUAUT CTPAHHUIY params.cgi Ha cepBepe
tls.someserver.ru.
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Ctpoka ¢ anuacom «MHTepHeT-6aHK» COOTBeTCTBYeT cepBepy tls.anotherserver.ru, T.K. 0/ Hee
ykasan nopt 8083 Ha 127.0.0.1, koTopbi#i B chaiine stunnel.conf ykasaH Kak COOTBETCTBYHOLIHH
cepBepy tls.anotherserver.ru. [lajee HMKaKHX CTpaHHIl He yKa3aHO, YTO O3HayaeT, YTO IIPH ycTa-
HOBJIeHUH tls-coequHeHUs MoJb30BaTeNb YBUAUT KOPHEBYIO CTpaHHULY cepBepa tls.anotherserver.ru.
Jlns maHHOW CTpaHMLbl OTHAEJNBbHO YKa3aHO, 4TO OTKPbIBaThb eé TpebyeTcs mpusoxeHueM Internet
Explorer. Takum o6pa3oM MpocMOTP DaHHOU CTPaHHLbI OyAeT BBINIOJHEH HMEHHO 3THM Opay3epom,
He3aBUCHMO OT TOTO, KaKoe MPHUJIOKEHHe HCIOJb3yeTcs B cHcTeMe Jsi mpocMoTtpa http-ctpanun mo
YMOMYaHHUIO.

5.7.3 Cekuus updater

ﬂaHHaH CEeKIlUA HCIIOJb3yeTCd AJd 3alaHHd IMapaMEeTpPOB IOJYUEHHSA H 0OHOBJIEHHUS JIMIEH3HH.
CeKI_II/IH MO2KET COAEpP2KAaTb CJaeAYyIoLIHNE OMUHU:

address = URL
3a1aéT ajpec cepBepa, K KOTOPOMY MpOrpamMMa oOpaTHUThCS 3a JIMIEH3UeH MPH e€ MoJyuYeHHH

proxy = [user:password]@host:port
3ajaeT afgpec U HOMep MOPTa Proxy-cepBepa, ecau AOCTYI K CEPBEpPY, YKa3aHHOMY B IapaeMTpe
address, 10/KeH OCYLIECTBJSTbCS uepe3 proxy. TakKe MOXKeT 3aiaBaTbh UMs U MapoJb AJs
aBTOPU3ALIMU Ha Proxy-cepBepe, ecju cepBep TpebyeT aBTOPHU3ALHIO.

delay = VALUE
yKasblBaeT 3a/lepXKKy OTOOpaKeHHs Mporpecc-MHAMKALMU IMPH TOJYyYeHHH HJIH OOHOBJIEHUH
quieH3nd. O6bIYHO TIpoliece MoJydeHusi/0OHOBJIEHUS IUIEH3UN 3aBeplIaeTcsi OUeHb OBICTPO U
He TpeGyeT Mporpecc-WHAWKALMH, TIOITOMY MPOrpecc-WHANKATOP HauyHHAaeT OToOpakaThbCs He
cpasy, a uepe3 yKaszaHHOe B JaHHOM IlapaMeTpe BpeMs.
Ecnu VALUE wmenbie 600, oHO TpakTyeTcst Kak CeKyHAbI, ecau 60Jbiie 600, To KaK MUJIH-
CEeKYHIBI.
3HaueHHe MO YMOJUAHHUIO - 2 CEeKYHIIBI.

5.8 KuoueBasi uHppacTpyKTypa
5.8.1 CepepHasi KaueBasi HHPPACTPYKTypa

s toro, utobsl «KpuntoTyHHenb» B cepBepHOH KOH(PUTypaUHUHU MOT YCTaHABJAWBATH 3alllU-
ILleHHble COeJMHEHUS C KJHeHTaMH no mpoTokoay TLS, Ha cepBepe HeoOXoguMo ycTaHOBUTb TLS-
cepTU(UKAT, KOTOPBIH OyfeT UCMONb30BaThCA 1J/5 ayTeHTU(HKALKK cepBepa, U COOTBETCTBYIOLIUH
eMy 3aKpbIThiH KJiod. Kpome Toro, Heo6XonUM KOPHEBOH CepTU(PUKAT yIOCTOBEPSIOLIErO LEHTPA.

CepTudukar cepBepa, COOTBETCTBYIOLIMH €My 3aKpBITBIH K04 U KOpPHeBOH cepTudukar ¥ L[
cJelyeT YCTaHOBUTb Ha CepBepe B COOTBETCTBUU C KOH(UrypauHoHHBIM daiioMm «KpuntoTyHHenb»
(daitn stunnel.conf B Katanore ycraHoBkH). Kpome Toro, kopHeBoi ceptudukat ¥ LI mosmxeH 6bITh
NpefoCTaBJeH BCeM KJHeHTaM, KOTopble OyayT yCTaHaBJAMBAThH 3allUILEHHble COeUHEHUS C JaHHbIM
CepBepOM.

TLS-ceptudukar cepepa n0/KeH OTBeYaTh CJAEAYIOIUM TPeOOBAHHUSM:

1. Ecnv Ha BeG-cepBepe pacroJioxkKeH OAMH BUPTYasbHBIH CaHT, TO cepTU(UKAT AaHHOTO cepBepa
nosxeH conepxkatb DNS-umMs mannoro ca#ita B mose CN cybbvekra. Ecau »xe Ha BebG-cepBepe

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe




KpUnTo

CENY.00009-05 34 07

31

pacrosioXKeHbl HECKOJIbKO BUPTYasbHBEIX CAHTOB, TO CePTHU(HKAT TAKOTO CepBepa NOJKEH COLLep-
xatb pacmnpeHde Subject Alternative Name. B sTom pacuiupennn noskHbl GbITh TPOMHCAHBI
DNS-umeHa Bcex BUPTya/bHBIX CaHTOB, KOTOPble OYAyT AOCTYIHBI MO 3aLIUIIEHHOMY COEIH-

HeHUI0, B (popmare:

DNS:<caiir 1>,DNS:<ca#éit 2>, ...DNS:<caéiTr N>
B0o3M0KHO Tak»Xe MCIOJb30BaHHE HA ONHOM CepBepe HeCKOJbKHX CepTH(HUKATOB M COOTBET-
CTBYIOIIMX UM 3aKPBITHIX KJIIOUeH, moapoOHee 06 3TOM CM. ONHCaHHe MapaMeTpa sni B pasjeJe

5.6.2

2. Ceprudukar cepepa noskeH comepxkatb paciuupeHue Enhanced Key Usage co 3HaueHunem
Server Authentication (1.3.6.1.5.5.7.3.1).

5.8.2 Kuuenrckas kjioueBast HHPpPaACTPyKTypa

Ecsy npy ycTaHOBJ/IEHHMH 3alIMIIEHHOIO COeJMHEeHHs TpeOyeTcsl TakxKe U KJUEeHTCKas ayTeHTH-
¢ukauus, HeobxomuMo co3naTbh TLS-cepTUdHKAT M COOTBETCTBYIOILHMH €My 3aKpPbITHIH KJ/OY 1714
kaxjaoro knueHta. Ceprudukar kauvenra JOJIZKEH conepxatb pacuinpenue Enhanced Key Usage
co sHauyenuem Client Authentication (1.3.6.1.5.5.7.3.2).

5.8.3 Popmar (aiinoB KJ0YeBOH HH(DOPMALIUN

Bce daiiibl KaoueBod HH(pOPMALKH, KaK CepBepHble, TaK U KJIMEHTCKHE, NOJKHBI ObITh B (op-

Mate PEM.

[TopsinkoBbi#i Ne M3MeHeHUsI

HOILI'II/ICI) JIMlla, OTBETCTBEHHOI'O 3a
H3MEHEHNEe

I[aTa BHECEHHA M3MEHEHHSA
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6 HcnooJsb3oBaHue

6.1 MHcnonbsosanue B OC cemeiictBa Windows
6.1.1 3anyck «Marllpo Kpunrollaker» B. 4.0 B ncnosnnenuun «KpunroTyHHesnb»

3anyck «KpuntoTyHHenb» ocyliecTBaseTcss mporpaMMon starter.exe. Kak mpaBuJjio, B cepBep-
HOM MCIOJNIHEHUH SIPJIBIK Ha JaHHBIH (paliy co3maércss aBTOMATHUECKH BO BpPeMsl YCTAHOBKH M MOMe-
1aeTcsi Ha paboyUi CTOJ, OITOMY ONEpaToOpy AJsS Hadaja paboThl AOCTATOUYHO ABAXKAbI LIEJKHYTb
MBIIIBIO M0 COOTBETCTBYIOIIEH MKOHKe. B ocTasnbHBIX ciydasix 3aMycK OCYIIECTBJISETCS Uepe3 OKHO
«Moii komnbloTep». las 3TOro He06XOAUMO:

1. B cayyae yctaHOBKM mporpaMmHoro kommJgekca «KpuntoTyHHesnb» Ha BHelIHeM HOCHTeJe
(flash-ycTpoiicTBO MK J1a3epHBIA AUCK) MOAKJIOUHUTL 3TOT HOCHTENb K KOMIIbIOTEpY.

2. Yepes «Mo#i komnbioTep» nepeiitu B nanky ¢ «Marllpo Kpunrollaker» B. 4.0 B ucnosneHuu
«KpuntoTyHHenb» :

. CryptoTunnel _ O] x|
‘@if}q| = NokansHel..., = CryptoTunnel = - IE1J| Mowmck: ... E

¥NopAAoqHiTE ¥ __'I':'TH:I:II:ITI: * [leqaTe  Hoeaa nanka .:'le * |j| 'ﬂi'

P
) = M starter i)
[ Mz0bpanHoe

a] K prnToTYHHE MRS
J. 3arpyskm 00000 K prnTokoM” [ Cryplocom Led.

| HepaBHHe MeCTA

3. 3anyctuth «Marllpo Kpunrollaker» B. 4.0 B ucnionnenuu «KpuntoTyHHeb» , NBaXK/bl LIEJK-
HYB MBILIBIO 110 UKOHKe starter.

[Ipu nmepBoMm 3amycke OyneT Bbi3BaHa MporpaMMa MHHUIMAJIU3AlMK reHepaTopa CaydalHbIX YUCeJ
gmkseed (monpo6HOCTH CM. B IOKYMEHTALHUH HA 3Ty IPOTPaMMY).

Ecny  3akpbiThil KJI0Y cepBepa/mosib3oBaTeNis, yKasaHHbIH B KOH(UTrypalHoHHOM (haie
stunnel.conf, 3amuimen PIN-konom, To nocse 3anycka «KpunrtoTyHHenb» MosiBUTCS OKHO 3ampoca
PIN-kona kntoua:

Private key: fcrypto/client.key

Y
| Key passphrase: | |

aF. Cancel

B 3aro/ioBKe OKHa NMPUCYTCTBYeT CTPOKA, COOTBETCTBYIOLLAS PACIOJOXKEHHIO KJlo4a, [J5 KOTO-
poro sanpamuBaetrcsi PIN-kox. Omnepatopy B moJe BBoma Heob6xomumo ykaszaTb PIN-konm kiwoua u
HaxkaTb KHonky OK.
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6.1.2 JluueHsupoBaHue

6.1.2.1 Bson jsuueH3uu
[Ipu mepBoM 3amycke starter.exe MOSIBUTCS OKHO BBOJA KJlOua MPOLYKTa:

«Marllpo Kpunrollaker», ncnonnenune =KpuntoTyHHENb>

BEEAMTE, MOMANYACTE, KDY NPOAYKTA:

Ot onepatopa TpeOyeTcs BBECTH KJIIOU NPOAYKTa U HaxKaTb KHONKY «OK».

[Ipy Ha/MUMuuK JHMUEH3UHU B CHCTEMe 3TOT 3arpoc He oTobparkaeTrcs.

[TpenocraBsisiemasi MuLEeH3HsT MOXKET UMeTb OPaHHYEHHBIH Mepuoj AeHUCTBUS U PEryJsipHO aBTO-
Matuuecku o6HOBJseTcsl. OOBIYHO OOHOBJ/IEHHE JIMLIEH3WH NPOUCXONUT 32 8 AHeH 0 OKOHYaHUs eé
nerictBUsA. Eci 3TOro no KakMM-TO MPUYMHAM He MPH30KUIET, 38 HECKOJBKO (110 YMOMYaHHIO, D) AHEH
10 OKOHYaHHs CpoKa AeHCTBUS MULeH3UH Npu 3anycke «KpunroTyHHe b» OyneT MosBAATHCS COOT-
BeTCTBYMoOLLee NpenynpexaeHue. KoandyecTBo nHeH onpesessieTcss HACTPOHKAMH MporpaMMbl (Omnuus
warning_days B (atine starter.ini. Ilpu nosiBJeHUH TaKOro coOOLIEeHUS HEOOXOAMMO BBISBUTb U
YCTPaHUTb MPUYMHBI, Mellalollie aBTOMaTHYeCKOMY OOHOBJIEHHIO JIULEH3UH.

6.1.2.2 TlpocMoTp cBeneHU O JNHULEH3UH

[ns mpocMoTpa CBeleHWH O TeKylleH JHLEeH3WH HeoOXoAUMO BeIOpaTh MyHKT «O mporpamme...»
KOHTEKCTHOro MeHI0. B 3TOM ciyuae OTKpoeTcsl OKHO, COfeprKalllee CBeJeHHs O NPOAYKTe U JIHLEeH-
3UH:

O nporpamme...

Ck.3M ¢bdarMpa Kpurmmollaker 4.0:
A0, CpencTeo 3aWMTEI 4OCTYNE K CETEERIM
.; pecypcar ¢Fpurmol yHHEE:
MNporpatdrda sanycka starter sepoya 4.0.0.0
Muwenzmuap: 000 “Kpunmokon’

Nuuenzwar: A0 "Oopazew”

K.onquecTen nuueHsui; 1

.oy npogykTa; YM22-8PwWP-NALK-YLDE
Craryc nuuenzud: 1 [aeficTeyeT)

Lal."

& by Michal Trajnara, 1938-2021
@ 000 "Kpurrokon'', 2010-2021 ]

¥ B BBIMAJAIOIIEM MOAMEHIO - MYHKT «JIuueH3usi». B 370 ciyyae okHO ¢ uH(popManuei o JULIEH3UH
OyneT UMeTb BHUJ,

HOpH[LKOBbIﬁ Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a IIaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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o CK3M =Marllpo KpunTollaker 4.0=

CE3M «MarMpo KpuntolakeT 4.0
CpencTBo 3allMTel ADCTYNE K CETEBRIM peCypCam
K pPUNTOT YHHENL *

MuueHzuap: 000 HKpunTokoM™
MuueHskaT; AD "Obpazen”

KonMYecTBo NMUEHZWA; 1

Koy npoaykta: YM22-8PWP-MaLK-YLDGS
CraTtyc nuuenzin: 1 (neficteyer)

BEECTI HOBRIA KIHKDH MMLEHSMM JaKphITE

6.1.2.3 CwmeHa JULEH3UHU

Ecan Bbl Hcnosnb3oBany BpeMeHHYI0 TECTOBYIO JIMLEH3HIO, a II0TOM NPHOOpe/H MOCTOsIHHY10, Bam
HeoOX0JMMO BBeCTH B IIPOrPAMMYy HOBbIH JIMLEH3UOHHBIN Kitod. [/ 9TOr0 B ONUCaHHOM BbILLE OKHe
NpOCMOTpPa MH(OPMALMHU O JHULEH3UH HEOOXOAMMO Ha)KaTb HAa KHONKY «BBecTH HOBBIH JIMLEH3UOH-

HBIH KJtou». [TossBUTCST OKHO BBOJA KJio4da TMPOAYKTa:

Ot omeparopa TpebyeTcsi BBECTH K104 MPoAyKTa U HaxkaTb KHOMKY «OK». [Tocsie monydenus: HoBo#H

«Marllpo KpuntollakeTs, ncnonnedne =KpuntoTyHHENB>

BEeaMTe, NOKANYACTE, KDY NPOAYKTE:

JULIEH3UU MOSABUTCS COOOILEHUE

s Toro, 4ToOBl HOBAas JIMLEH3USl BCTYIHWJAA B AeHCTBHe, HEOOXOAMMO 3aBeplinTh paboty Kpunro-

CoobleHwne

zanycke KpuntoTyHHENA,

JIMUEHINA YCNeWHO 0BHOBNEHA,
HoBan nMLEeHzMA BYL4eT BEBELEHE B AENCTENE MPW CIELVHLLEM

TyHHe/ 1 ¥ 3anyCTUTBh €ro 3aHOBO.

[TopsinkoBbi#i Ne M3MeHeHUsI

HO,UJ'[I/ICI) JIMlla, OTBETCTBEHHOI'O 3a
H3MEHEHNEe

ILaTa BHECEHHA M3MEHEHHSA
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6.1.3 KoHTekcTHOe MeHI0

KoHTekcTHOE MeHI0 <<KpI/IHTOTyHHeJ1b>> MOABJAACTCA TIpHU LIeJ4YKe HpaBOI;'I KJaBHIIed MBIIIH Ha

HUKOHKE B Tpee:

MHTEFIHET'MEFESI."IH

MHTepHeT-BaHk
Mokasate *ypHan
CepTuduraTel >

Mepesanyck

Hacrpofika..
O nporpamme,.,

33BEpLINTE

KoHTeKCTHOe MeHIO COCTOUT M3 ABYX yacTeH. B BepxHell yacTH BBIBOOUTCS CIHUCOK anuacoB http-

B HuxHel yacTH BbIBOAATCA cnyme6Hb1e ITYHKTBI:

[lokazaTk XYpHaJl — OTKPbIBaeT XKypHaJ NPOrpaMMbl
CepTudrKkaTH — I03BOJSET COXPAHATb CePTU(HKATB 0OBEKTOB, C KOTOPBIMHU yCTAHOBJIEHO 3alllU-

LIEHHOE COoeJUHeHHe

[lepesanyck — BblNosHseT Nepesanyck «KpuntoTyHHenb»

HacTporika — OTKpbIBaeT KOH(UI'YPaLHOHHBIH (haiis1 stunnel.conf B perakrope
O mporpamMme... — OTKpPbIBaeT OKHO, colepxKalllee CBeIEeHHS O MPOLYKTe
3aBepmUThL — 3aBepluaeT paboTy MPOrpaMMBbl

[TopsinkoBbi#i Ne M3MeHeHUsI

HOILI'II/ICI) JIMlla, OTBETCTBEHHOI'O 3a
H3MEHEHNEe

I[aTa BHECEHHA M3MEHEHHSA
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6.1.4 Ilepexon Ha http-cTpanuubl 3amKiaeMbiX 00BEKTOB

Ecau B KoHpurypaunoHHoMm ¢aiie starter.ini B cekuuu urls ykaszaHa TONbKO OfHA CTpaHHLA
nepexona, to npu 3anycke «KpunroTyHHenb» aBTOMaTHUeCKH 3amlyCcTUTCS Opaysep, B KOTOPOM
OTKpBbIBaeTCsl He0OXOAKMMasl M0Jb30BATENI0 CTPAHULA.

Ecnn B kKoH(urypaunoHHom caine starter.ini B cekuun urls ykazaHo 6oJsiee OIHOH CTpPaHHILBI
nepexona, TO BbIBOAUTCS OKHO, B BE€PXHEH 4acTH KOTOPOro otoOparkaeTcss HH(POPMALUA O MPOLAYKTe
U JULEH3UH, a B HHXKHEH — MeHIO, NIpeloCTaB/sollee BbIOOp 00beKTa:

& CK3W =Marllpe Kpunrollaker 4.0=

CE3M «MarMpo KpuntolakeT 4.0
CpeacTEO 3alUMThl A0CTYNE K CETEBRIM PECYDCEM
K pUnToT yHHEND *

MuueHzuap: 000 HKpunTokoM™
MuueHzKaT: AD "Dhpazen”

KonuyecTeo nMueHzmi: 1

Kniow npoaykTa: YM22-8PWPR-MILK-YLDG
CraTtyc nuuenzin: 1 (neficteyer)

Y¥CTAHOBWTE COEAMHEHKE C

KopnopaTHEHLIA NopTan

M4HBIA KaBHET

oK OTMeHa

B nanHoM mpumepe ykasaHbl anuacel AByX http-ctpanun, — MHTepHer-marasun u MHTepHer-
OaHK.

C/enyer 11eNKHYTb MbILIBIO 110 HA3BAHHWIO HEOOXOAMMOro 00beKTa M HaxkaTb Ha KHOMKY «OKb».
3anyctutcsi 6paysep, B KOTOPOM OTKpoeTcss HeoOXonMMasi MoJib30BaTe 0 CTpaHHula. Ecau HaxaTb
KHOTKy «OTMeHa», 6pay3ep He OymeT oTKpeIT, HO «Marllpo Kpunrollaker» B. 4.0 B ncnosHeHUH
«KpuntoTyHHesnb» Npomo/IKUT paboTy, HKOHKA B Tpee OCTaeTCsl.

[TomrMo onucaHHBIX BbIlIe CIOCOOOB, MepeHTH Ha HYXKHYIO CTPAHUIY MOXKHO 4epe3 KOHTEKCT-
HOe MeHI0, LIEJKHYB NpaBod KHOMKoH MbimK 1o ukoHke «Marllpo Kpunrollaker» B. 4.0 B Tpee. B
KOHTEKCTHOM MEHIO B BepXHeH ero yactu OyayT colepKaThbCs MYHKThl, HA3BAHUA KOTOPBIX COOTBET-
CTBYIOT ajidacaM CTPaHHIl, YKa3aHHbIX B CeKUUU urls dauaa starter.ini. [Ins nepexona Ha HyKHYIO
CTPaHHULY CJeflyeT LIeJKHYTb JIeBOH KHOMKOH MBI MO COOTBETCTBYIOLIEMY MYHKTY.

6.1.5 2Kypuan pabotsl «KpuntoTyHHesnb»

Kypuan padotel «Marllpo Kpunrollaker» B. 4.0 B ucnonnenun «KpunrtoTyHHesnb» comepKuT
H(MOPMAIHIO 0 MocaenHuX onepauusix (orpanndeHo 1000 crpokamu), BuimosHeHHbIX «KpuntoTyH-
HeJb» C MOMEHTa IOCJ/e[Hero 3amycka. Jta MUH(OpPMaLUs MOXKeT ObITb M0Je3Ha AJ/151 CHCTEMHOro
aJAMHAHUCTPATOPa NPH BO3HUKHOBEHUHU KaKUX-1100 omIMOOK npu paborte «KpuntoTyHHesb» .

HOpH[LKOBbIﬁ Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a IIaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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Js Toro, 4ytoObl MpocMOTpeTh KypHasa paboTel «KpuntoTyHHesab» , He0OXOOUMO WIEJKHYThb
NpaBoOi KHOMKOW MbILIK MO UKOHKe «KpuntoTyHHesnb» B Tpee. B mosiBUBLIEMCS KOHTEKCTOM MEHIO
BbIOpaTh MyHKT «[lokasaTb xKypHan». BeiBoputes xkypHaa padoTsl «KpuntoTyHHes b :

2 Aypnan "KpuntoTyHHens"

®aiin  ¥npaenenwe Ceptudwrkater [omows

[2021.03.25 23:53:22 LOG7[main]: Funning on Windows 6.2 ~
2021.03 .25 23:53:22 LOG?[main]: No limit detected for the number of clients

2021.03.25 23:53:22 LOGS[main]: CryptoTunnel 4.0 on =x86—po—mn=voe—-1600 platfiorm

2021.03.25 23:53:22 LOGS[main]: Compiled with OpenSSL 1.1.11 CryptoFaclk 4.0

2021.03 .25 23:53:22 LOGE[main]: Running with OpenSSL 1.1.11 CryptoPack 4.0

2021.03.25 23:53:22 LOG5[main]: Threading: WIH3Z2 Sockets:SELECT, IPw6 TLS:ENGINE, K QOCSF, PSK,SHI
2021 .03 .25 23:53:22 LOG?[main]: errno: (*_errnaf))

2021 .03 .25 23:53:22 LOG?[ui]: GUI message loop initialized

2021.03.25 23:53:22 LOG?[main]: Running on Windows 6.2

2021.03 .25 23:53:22 LOGS5[main]: REeading configuration from file stunnel.cont

2021.03 .25 23:53:22 LOGS[main]: UTF-8 byte order mark not detected

2021 .03 .25 23:53:22 LOG7[main]: Compres=ion disabled

2021.03 .25 23:53:22 LOG7[main]: Ho PRHG zeeding was required

2021.03 .25 23:53:22 LOGA[main]: Initializing serwice [http]

2021.03.25 23:53:22 LOG?[main]: Ciphers: GOST2012-HAGHA-MACHAOMAC GOST2012-KUZNYECHIE-
KUZHYECHIKOHAC

2021.03 .25 23:53:22 LOG?7[main]: TLSwl. 3 ciphersuites:

TLS GOSTR341112 256_WITH _MAGMA MGM S:TLS GOSTR3I41112_ 256 _WITH_MAGHA MGH L:TLS GOSTR341112 256
| WITH KUZHYECHIK MGHM S:TLS GOSTR341112 256 WITH KUZNYECHIK MGH T

2021.03.25 23:53:22 LOG?[main]: TLS options: 0x02100004 (+0x00000000, —0=00000000)

2021.03 .25 23:53:22 LOG?[main]: Ho certificate or priwvate kevy specified

2021.03.25 23:53:22 LOGS5[main]: Configuration successful v

CuienyeT COXpaHUTb ColepKaHMe XKypHaJia B TeKCTOBBIH (pai/1, BOCMONb30BaBUIUCh MYHKTOM «Co-
XPaHUTb JIOT Kak...» MeHI0 «®Paij» B JIeBOM BepXHeM yIJy OKHAa XKypHaJsa, U MPeloCTaBUThb (hali
CUCTEMHOMY aIAMUHHUCTPATOPY.

[lonubit jor coobuieHuid «KpuntoTyHHenb» nuiuercss B ai, 3agaBaeMblid onuued oufput

CnenyeT moMHHTb, uTo omMOKH «KpuntoTyHHesnb» , cBSI3aHHBIE C HeBepHOH KOH(pHUrypaLuew,
TaK»Ke COXPaHSIOTCS B CHeLHaNbHbIH sor-(hain stunnel.start.log B nanke mporpamMMsl.

Jlnga Toro, 4ToObl MpocTO yOpaTb C 3KpaHa OKHO INPOCMOTPa KypHaJsa, CjaedyeT HaxKaTb Ha
KHOMKY «CBepHYTb» (MOIUEPK) B MPABOM BepXHeM YIJIy OKHa, B TO BPeMsl KaK HaKaTHe Ha KHOTKY
«3aKpbITh» (KPeCTHK) MPHUBENET K 3aBelleHHI0 paboThl POrPaMMBL.

6.1.6 Bbixox u3 nporpammsl

Beixon M3 mporpaMMbl MOXKHO OCYILECTBUTb 4Yepe3 KOHTEKCTHOe MEHI0, MeHI0 OKHa MPOCMOTpa
’KypHaJsla U KHONKH yIpaBJieHHs] OKHOM MPOCMOTPa KypHaJa.

Jlns 3aBepuieHnss paboThl NPOrpaMMbl yepe3 KOHTEKCTHOe MeHI0 HeOoOXOOHMMO B MEHI0 HaWTH
NYHKT «3aBepUIUTb» U LIEJKHYTb 110 HEMY JIeBOH KHOMNKOW MBILIH.

Jnsi 3aBepiieHrst paboThl IPOrpaMMbl Uuepe3 MeHI0 OKHa MPOCMOTpA KypHasja HeOOXOAHMO BBI-
6paTb NyHKT MeHio «Daii» ¥ B BelMafalolleM MNOIMEHI0 — NYHKT «3aBepLIUTb».

Jlns 3aBeplueHusi paboTel MporpaMMbl Yepe3 KHONKH YIpPaBJeHHS OKHOM MPOCMOTPa KypHaJa
He0OXOIMMO HaXKaTh HAa KHOIKY «3aKpbIThb» (KPECTHK) B NPABOM BepXHEM YyIJy OKHAa W B MOSIBUB-
ILIeMCSl 3ampoce MOATBEPKIAEHUS HaXKaTb KHOMKY «[la».

[Ipu 3anycke «KpuntoTyHHenb» €O CHEMHOrO HOCUTEJSI B KOHTEKCTHOM MEHIO PSAOM C MyHKTOM
«3aBepILUTb» TOSIBUTCSA HOMOJHUTEJbHBIH MYHKT «3aBEPIIUTh U U3BJeUYb». OH CJYXKUT AJs 3aBep-
ILIeHHUS] TPOrPaMMBbl U MOATOTOBKH CBhEMHOIO HOCHUTeJ s K Oe3onacHoMy M3BJedeHHIo. [locse menyka
MBILIBIO [0 JAHHOMY NMYHKTY CbEMHBIH HOCUTE/]b MOXKHO OyHeT HM3BJieub U3 CUCTEMBI.

HOpHﬂKOBHﬁ Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ,ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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6.1.7 Cayx6a «KpunrtoTyHnHesb»

JlaHHbI# pasmen comepKUT HHGOPMALMIO MO MCMOJb30BAHHIO TMPOAYKTA B CJydae yCTAaHOBKH
«KpuntoTyHHe/b» B KayecTBe CUCTEMHOW CJIyKOBI.

[locne BbimosiHEHUS Mpolenypbl HAaCTPoHKH cayxba «KpuntoTyHHe b» roTtoBa K padore. HeoO-
XOOUMO TIOMHHTB, YTO AJISl TOTO, UTOOBl HACTPOWKH BCTYNHUJHU B CUJY, TpeOyeTcsl BBIIOJIHATEL Mepe-
3amycK cayxKoObl stunnel.

Ecau Bo BpeMms 3amycka c/y»kObl BO3HHUKAIOT OLIMOKH, CB3aHHble C HEBEPHOH KOH(UrypauueH,
TO 6yneT copMUPOBAH cliellHabHBIN Jor-(haiia stunnel.start.log, BKIOYAOLUKUNA COOTBETCTBYOLIHE
coobuieHusi. CooblIeHUs1 0 MPOUnX OIKHOKAaX, BO3HUKAIIIMX MpU paboTe cyyKObl, 10OABJASIOTCS B
OCHOBHOH XypHaJ (3amaétcst onuued output).

[Ipn ncnonb3oBanuu cayx6nl «KpunroTyHHenb» Ha cTOpoHe KJMeHTa AJS yCTAHOBJIEHUS COelH-
HeHHUs1 ¢ web-cepBepoM, 3amUIIEHHBIM MO poTokoay TLS ¢ ucnons3osanuem anroputrmoB 'OCT, B
aJpecHol cTpoke Opaysepa HeOXOOUMO B BBECTH adpec:nopm, yKa3aHHble B (haiije KOH(PUTypaLuu
onuuen accept.

6.2 HcnosbszoBanue B UNIX-nmonoousix OC
6.2.1 IlomroroBka k patote

B cayuae ucnonb30BaHMs MPOrpaMMHOrO AaTyMKa CJAy4alHBIX YHces IMepefl MepBbIM 3alyCKoM
«Marllpo Kpunrollaker» B. 4.0 B ucrnonnenuu «KpunrtoTyHHenb» Heo6Xxomumo co3naThb haiin
uHUUKanusaunn nporpamMmmuoro JICY. Jlast 3T0oro HeoOXOAUMO 3aMyCTUTh MPOTPAMMY

sudo -H /opt/cryptopack4/bin/mkseed

M CJenoBaTh eé ykazaHusiM (mogpobHee cMm. «[Iporpamma reHepauuu ¢aija MHUIHATU3ALUH TTPO-
rpammHoro JICH mkseed. PykoBoncTBO Mo MCMOb30BAHHIOY).

[Tocsie cosznanus daiiaia HauanbHOTO 3amnoHeHus nporpammHoro JJCY u BeIMOJHEHHUS TPOLEAY PbI
HACTPOFKH, onucaHHOl B pasgese 5, «KpunroTyHHesb» T0OTOB K paGoTe.

6.2.2 3anyck «KpunroTyHnHens»

B OC Linux 3anyck ocylecTBJ/sieTcss KOMaHA0H
sudo -H systemctl start stunnel-gost

B OC FreeBSD 3amnyck ocyliecTBisieTcsi KOMaHI0H
sudo -H /etc/rc.d/stunnelgost start

B OC Solaris 3amyck ocyliecTB/sieTcss KOMaHI0H
sudo -H /etc/init.d/stunnel-gost start
B macOS 3amnyck ocyuiecTB/asieTcss KOMaHAON

sudo -H /opt/stunnel-gost/bin/start_stop start

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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6.2.3 HcnonwszoBanue «KpunroTyHuens»

[Tpu ucnonb3oBanuu «KpuntoTyHHesnb» Ha CTOpPOHe KJHEHTa JJIS yCTAHOBJIEHUS] COEAMHEHUS C
web-cepBepoM, 3alUIIEHHBIM 110 TpoToKo1y TLS ¢ ncnonszoBanuem anroputmos 'OCT, B anpecHoi
CTpoKe Opay3epa HeOXOOUMO B BBECTH adpec:nopm, yKa3aHHble B (palije KOH(PUTypaluu onuueH

accept.

6.2.4 Ynpasaenue «KpuntoTyHHesem»

,[[.HH yhpaBJieHHUS TyYHHeJEM B Cpele Unix MOXKHO HCII0JIb30BaTh cjaenyrouiype CUurHaJbl:

SIGHUP [IpunynutenbHO nepe3arpysuth Gaiya KOH(UTypaLHUH.
Caenyomire riobanbHble MapaMeTpsl He OyoyT Mepe3arpyKeHsl:
— chroot
— foreground
— pid
— setgid
— setuid
Wcnonb3oBanue onuuu setuid Taxkke mNpenoTBpPaTUT MNOAKJ/IIOYEHHE
«KpunroTynuensi» k npuBuierupoBanHbiM (<1024) mopraM Bo BpeMsi
nepesarpysky KOH(HUTypaluu.
Ecnu ucnonbayercs onuus chroot, <KpunroTyHnuenb» 6Gyner uckathb
BCe CBOM (pasibl (BKJOUas Gpaila KOHPUTYpaLnH, cepTUDHKATHI, (Daia
KypHasa u (aiin pid) BHyTpH «TropbMbl» chroot.
SIGUSRI 3aKkpbITh U MOBTOPHO OTKPBITH (haitsa xypHasa «KpuntTyHHesi». DTOT
CUTHaJ MOXKHO HCII0JIb30BaTh MPH BBINIOJHEHHH log rotation.
SIGUSR2 BbIBECTH CITHUCOK aKTUBHBIX MOAKJIOUEHHH.
SIGTERM, SIGQUIT, | 3akpeITb TyHHEJb
SIGINT

Pesynbrar oTnpaBKy J0OBIX IPYTHX CHUTHAJOB Ha CepBep HE OmpeleseH.

[TopsinkoBbi#i Ne M3MeHeHUsI

[Topmuch JIMlla, OTBETCTBEHHOI'O 3a IlaTa BHECEHHA M3MEHEHHSA
H3MEHEHNEe
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7 Coo0luieHust ornepaTopy

7.1 OOmue 3amMeyaHus

Ecsu npu pabote «Marllpo Kpuntollaker» B. 4.0 Bo3HuKaeT owmnbOKa, B Opay3epe Ha CTOpPOHE
KJIMEeHTa MOSIBUTCS CTPaHMLA ¢ cooblleHueM 00 omubKe, HaPUMeP:

Marllpo KpuntoTyHHenb
I\ owunbKA 831:
Cepeep He CMOr rMpoBepuTh cepTuurKkaT KMeHTa.

Henopaep#Heaemblid THMA cepTrdKKaTa

MonpofByATe cnegylwes:

QBpaTHTECE K 3aMWHHMCTRATORY.

Marfpo KEprnToTyHHENE 331 Cepeep HE CMOr NPOEEOMTE CEpTHOKMEAT ENKMEHT A,

KpynHeiMu OyKBaMH BBIBOASITCS KOA M XapaKTepPHUCTHKA OLIMOKH, HH)Ke — BO3MOXKHAasi NpHUYMHA
U JeUCTBUS, KOTOPbIe CJAefyeT NPeANPUHATb A/ UCIIPABJIEHHS OLIMOKH.
Ecan B KauecTBe nelicTBUS, KOTOpOe CjeldyeT MpeANpUHUMATh AJ5 UCIpaBJeHUs OLMUOKH, yKa-
3aHO «00paTUTeCh K aMHHHUCTPATOPy cepBepa», cjaeayeT 00pallaTbCsl K aAMUHUACTPATOPY TOrO Cep-
Bepa, C KOTOPbIM BBl MbITaeTech yCTaHOBUTH COeIUHEHHE.

[TopsinkoBbi#i Ne M3MeHeHUsI

HOILI'II/ICI) JIMlla, OTBETCTBEHHOI'O 3a
H3MEHEHNEe

I[aTa BHECEHHA M3MEHEHHSA
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7.2 OmubKU MpH MOMBITKE YCTAHOBUTb COENHHEHUE

Kon Omubka Ipuuuna HeiicTBus omeparopa
omuo-
KU
717 He ynanoce onpenenuts an- | BoamoxHo, orcytcTByeT | [IpoBepbTe, uTO KOMMIbIOTEp
pec cepepa mo ero DNS | nonkatoueHue K MHTepHety, | mogkmawodeH kK HHTepHery.
UMeHHU Wid B KoH(purypauuoH- | Ecin mnpobnema coxpaHu-
HOM (paljie HMSI cepBepa | Jacb, NPOBepbTe, NPABUJb-
HalHCaHO C OLIMOKOH. HO JIU OTPelaKTUPOBAaH OC-
HOBHOH KOH(UTypaLHOHHbBIH
dain stunnel.conf (cM. pas-
fes 5) ¥ npu HeOOXOLUMO-
CTH BHECHUTE UCIPaBJIEHUS.
813 Her noBepusi k ceptudu- | BoamoxHo, neiictButesbHo | [IpoBeppTe, uTo Ha Baruem
KaTy cepBepa, MOTOMY UTO | CPOK [eHCTBUSI cepTHU(HKA- | KOMIbIOTEPe yCTaBJeHa Mpa-
CPOK ero JeHcTBMA ellle He | Ta ellle He HacTynua. KMau | BunbHas pata. Ecan nata
HaCTYIHJ ’Ke Ha BaumeMm kKommbloTepe | mpaBHJ/bHAsA, cjaenyeT obpa-
yCTaHOBJIEHa HeNpaBHUJIbHAA | TUTbCA K aIMUHHUCTPATOPY
narta. cepBepa MU NPOUH(DOPMHUPO-
BaTb ero o nmnpobJseMax cC
UCIIOJIb3yeMbIM Ha CcepBepe
CepTU(PHUKATOM.
814 Her noBepusi k ceptudu- | BosmoxHo, pefictButesnbHo | [IpoBeppre, uto Ha Baluem
KaTy cepBepa, INOTOMY YTO | UCTEK CPOK AeHCTBUS CEPTHU- | KOMIIbIOTEepe yCTaBJleHa npa-
CPOK €ero IeHCTBHUS HUCTEK (ukara cepepa. Mau xxe Ha | BuibHasg pnara. Ecau npara
Bauwem komnbloTepe ycTa- | mpaBusbHas, cjaenyeT obpa-
HOBJIEHA HeNpaBWJbHAs [a- | TUTbCH K aAMUHUCTPATOPY
Ta. cepBepa U NPOUH(POPMHPO-
BaTb ero o npobsieMax ¢
UCIIOJIb3yeMbIM Ha cepBepe
CEPTU(PUKATOM.
815 CepBep HeoxugaHHo T1pe- | BoamoxHo, B pabote cepBe- | [lonpo6yiiTe ycTaHOBUTH CO-
pBaJl coeiMHeHHe pa npousoles cO60H elHeHHUe T03[Hee
816 Het noBepus k ceptuduka- | OrcyrerByeT uau HeBepHbiil | KopHeBoii ceptudukra Y11
Ty cepBepa KOPHEBOH CepTU(UKAT OTCYTCTBYET, MOBpPeXK1eH
UM HaXOOUTCS He TaM,
rone HyxHo. CkonupyiTte
KOPPEKTHBIH KOpPHEeBOH cep-
tuukar YL Ha HocuTesb,
copepxawnit  KpuntoTyH-
HeJsb, B KaTaJor crypto.

[TopsinkoBbi#i Ne M3MeHeHUsI

HOILI'II/ICI) JIMlla, OTBETCTBEHHOI'O 3a
H3MEHEHNEe

I[aTa BHECEHHA M3MEHEHHSA
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Kon Omubka IIpunyuna HeiictBusa oneparopa
omuno-

KH

817 CepBep He oTBeuaer BosmoxxHo, cepBep Hepa- | [IpoBepbre, 4yTO KOMMIBIOTED
6otocrnocobeH, OOCTYyN K | moakJawoueH K KHTepHery.
Hemy 3abjokupoBaH HJd | Ecaum mpo6siema coxpaHH-
ecTb owMuOKa B (pai/e KOH- | Jach, NPOBEPbTE, NIPABUJIBLHO
¢burypaunn JU OTpelakKTHUPOBAaH KOH-

(UrypaloHHbIH dhaia
stunnel.conf (cM. pasgen
D) M NpU HEOOXOLUMOCTH
BHECHUTE HCIIPABJIEHHUS.

818 CepBep oTBevaeT, HO coenu- | BoaMoxXHO, HAacCTpoHKU cep- | 3ampocuTe y  aAMHUHHU-
HeHHe C HUM YCTaHOBHTb HE | Bepa He COOTBETCTBYIOT Ha- | CTpaTopa cepBepa, KakHe
ynaetcs cTpoiikaMm kJaueHTa Kpunro- | HacTpoiiku TLS-coennnenus

Tynuenn OH MCII0JIb3yeT, OTPEeNaKTH-
pyHTe  COOTBETCTBYIOLIUM
o0pa3oM  KOH(UTrypalHOH-
HbIH (aiia stunnel.conf (cM.
pasnueJ )

819 He ynanoce nHuumnanusupo- | BoamoxHo, cywectByet | [IpoBepbTe Hanuuue U 10-
Bath JCY npobJema ¢ aiaom seed CTYMHOCTb Ha 3amuch (aiaa

seed (pacmosioeH B mMarke
MPOTPAMMBI).

821 Baw ceptugukat oTo3BaH Ceprucukar, c¢ mnomolbio | BeiscHuTe y anmuHuCcTpaTo-
KoToporo Bel ayTeHTH(UIHU- | pa yIOCTOBEPSIIOLIETO LIEH-
pyeTecb Ha cepBepe, OTO- | Tpa NMPUUHUHY OT3bIBA W TMO-
3BaH MPOCHUTE Yy HEro CO3AaTh AJIs

BAaC HOBBIM 3aKPBITBIM KJIIOY
u ceprudukar. CkonupyuTte
X Ha HOCHUTEJb, COMEpKa-
wuit KpuntoTyHHens, B Ka-
TaJsor crypto.

823 Cpok peiictusa Bawero cep- | ¥ ceprucdukara, ¢ nomoubto | [lonpocure agmuHHUCTpaTo-
TU(HUKATa UCTEK KoToporo Bel ayTeHTH(HULIH- | pa yAOCTOBEPSIOLIETO LEH-

pyeTech Ha cepBepe, HCTeK | Tpa CO34aTb [Js Bac HO-

CPOK NeHCTBHUSA BbIM 3aKPBITBIA KJIIOU U Cep-
tudpukar. CxomupyHte uX
Ha HOCHUTeJb, COLEepKalIUH
KpuntoTyHHesnb, B Karajor
crypto.

825 BosmoxHo, cepBep Tpeby- | CepBep TpebyeT KaueHTCKol | BHecuTe ucnpaB/ieHuss B
eT KJHUEHTCKOH ayTeHTHU(HU- | ayTeHTUPUKALUU KOH(UTYpaLlMUOHHBIA  (pai
Kauuu, a B KpunroTyHHesnb stunnel.conf, xaxk omnucano
He yKasaH cepTU(HUKAT KJIH- B pasueJie D
eHTa

[TopsinkoBbi#i Ne M3MeHeHUsI

HOILI'II/ICI) JIMlla, OTBETCTBEHHOI'O 3a
H3MEHEHNEe

I[aTa BHECEHHA M3MEHEHHSA
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Kon Omubka IIpunyuna HeiictBusa oneparopa
omuno-

KH
826 CepBep He mpuHUMaeT cep- | BosmoxHo, ¢ain ceprudu- | BoisicHute y aaMHUHHCTpa-

THU(UKAT KJIHEHTA KaK J0Be-
PEHHBIH

KaTOB KJMEHTA COLEPXKHUT He
BCIO LIEMIOUKY J0BEpHs, 100
cepBep He 10BepsieT KOpHe-
BOMY CepTH(HUKATY.

TOpa cepBepa, €CTb JIM Ha
cepBepe KOPHEBOH CepTU(H-
KaT TOTO YAOCTOBEPSIOLLEero
LleHTpa, Ha KOTOPOM IOAMH-
CaH M0JIb30BaTEJNbCKUH Cep-
Tuukar. Ecan takod Kop-
HEBOM CepTU(HUKAT OTCYT-
CTBYeT, NOJNIyYUTe €ro y af-
MHUHHUCTpPATOpa YAOCTOBEpS-
IOLEro LEHTpPa U MONpPOCH-
Te aJIMMHHUCTpaATOpa cepBepa
YCTaHOBUTDb €ro.

Ecnn  HyXHBIH KOpHeBOH
cepTU(UKAT HMeeTCs, CKO-
pee BCero MoJib30BaTe/b-
CKMU cepTU(HUKAT MOBpe-
XaeH wuad otosBaH. [lo-
NPOCUTE Y aIAMHHUCTpATOpPA
cepBepa Co31aTh JJis Bac HO-
BbIM 3aKPBITBIA KJIOU U Cep-
tTupukar. CxomupyHTe uX
Ha HOCHTEJIb, COAEpPXKALLUH
KpuntoTyHHesns, B Karajor
crypto.

[TopsinkoBbi#i Ne M3MeHeHUsI

HOILI'II/ICI) JIMlla, OTBETCTBEHHOI'O 3a
H3MEHEHNEe

I[aTa BHECEHHA M3MEHEHHSA
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Kox
omuno-
KA

Omuoka

IIpuuuna

HeiicTBusa oneparopa

831

CepBep He cMOr TMPOBEPUTH
cepTU(PUKAT KJIHEHTa.

Henonnep:xupaembiii
cepTuduUKaTta

THUII

BeisicHuTe 'y aaMuHHCTpa-
TOpa cepBepa, €CTb JIM Ha
cepBepe KOPHEBOH CepTU(H-
KaT TOTO YIOCTOBEPSIOLLEro
LleHTpa, Ha KOTOPOM IOAMH-
CaH M0JIb30BaTEJNbCKUH Cep-
Tuukar. Ecan takod Kop-
HEBOM CepTU(HUKAT OTCYT-
CTBYeT, MOJy4UTe ero y aj-
MHUHHUCTpPATOpa YAOCTOBEpS-
IOLEro LEHTpPa U MONpPOCH-
Te aJIMMHHUCTpaATOpa cepBepa
YCTaHOBUTb €ro.
Ecan  HyXHBIH
cepTUdUKaT
cKopee  BCero
TeJbCKUU cepTudUKaT
nospexxjeH. [lompocure vy
aJMUHHCTpPaToOpa YAOCTOBe-
pSAIOLIero LEeHTpa CO3AaTh
I/ TI0JIb30BaTe/l HOBBIU
3aKpBITBIM  KJIKY U Ccep-
tudpukar. CromupyHte uX
Ha HOCHTeJb, colepKallui
KpuntoTyHHesnb, B Karajor
crypto.

KOPHEBOU
uMeercs,
10J/1b30Ba-

832

CepBep He CMOT' MPOBEPUTD
cepTU(PUKAT KJIHEHTa.

Ceptuduxar MOBpPEeX1eH
WJIA XKe CPOK ero JIeHCTBHUS
elle He HACTYIHUI

[lonpocute y agmMuHHCTpa-
topa YL cospmath nJsi Bac
HOBBIH 3aKpBITBIA KJIOY U
ceprucukar.  CkonupyiTte
UX Ha HOCHUTEJNb, COMEepKa-
wui «KpuntoTyHHesnb» , B
KaraJior crypto.

[TopsinkoBbi#i Ne M3MeHeHUsI

HOILI'II/ICI) JIMlla, OTBETCTBEHHOI'O 3a
H3MEHEHNEe

I[aTa BHECEHHA M3MEHEHHSA
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Kon Omubka IIpunyuna HeiictBusa oneparopa
omuno-

KH
833 Cepep He cmor mpoBeputh | CooblieHne cepBepa: Heus- | BolsicHUTe y aiMHHHUCTPATO-

cepTU(PUKAT KJIHEHTa.

BecTHas1 owubkKa npu obpa-
60TKe cepTU(HUKaTa KJAUEHTa

pa cepsepa, Mo4yeMy CepTH-
(UKaT KJIHEeHTa He ynaercs
npoBepUTh (BO3MOXKHO, OH
HekoppekTeH). Ecnn agmu-
HUCTPATOp CepBepa He 3Ha-
eT NPUUHHY, WJH eCcJH cep-
TU(UKAT HEKOpPpeKTeH, Io-
NpoOCUTE Yy aJIMHUHHUCTpaTopa
YL cospmaTh gJs1 Bac HO-
BbIM 3aKPBITBIA KJIOU U Cep-
tudpukar. CxomupyHTe UX
Ha HOCHUTEJIb, COAEpPXKALLUH
KpuntoTyHHesnb, B Karajor
crypto.

7.3 llpenynpexxjneHue o mepexofie MO CChIJIKe

HpI/I HCITIOJIb3OBAHHUHU OIILIHH paz‘ch_location BO3MOKHO ITIOSIBJIEHHE COOOIIeHHS BHJA:

Marllpo KpuntoTyHHenb:

Bbl moxeTE;

MepeRTH MO NEepefaHHOMy CEpEEpOM 3gpecy httpihexample.cormtpage G223 2aWMTHI

{HE pEKOMEHAYETCA)

NepeRTH No TOMY ¥e 3APecy C MCNONEZ0EAHMEM 3AWMUWEHHOMD NpoTokona hitps

WEb—CEpBEp “O0deT NepealpeCcOoEdTh zallkUeHHOE COEQKMHEHKE Ha COEBAHHEHKE Ces
SAWKTRI.

NeperTH H3 CTPaHWLY Dagde Ha TEKYWLEH caiTe

Hannoe coobuieHue «KpuntoTyHHeb» BBIBOAUT B cjyuyae oOHApyKeHUs MOMBITKU Mepeaapeca-
MM 3aLUMILIEHHOTO COeAMHEeHUs Ha coelnHeHHe 6e3 3allUThI.

[TopsinkoBbi#i Ne M3MeHeHUsI

HOILI'II/ICI) JIMlla, OTBETCTBEHHOI'O 3a
H3MEHEHNEe

I[aTa BHECEHHA M3MEHEHHSA
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8 Ilpunoxenus

8.1 @aiinbl cepTU(DUKATOB
8.1.1 ®aiin ceptudukaron Y LI

Hns padoter « Marllpo Kpunrollaker» B. 4.0 HeoOxonum (aii, comepKaliiil cepTUPHUKATH YI0-
CTOBEpPSIOIINX LIEHTPOB, HA KOTOPBIX TMOAMHCAHBI CEPTU(HUKATBI CEPBEPOB, C KOTOPBIMH yCTAaHABJIH-
BaeTCs 3allullleHHoe coennHeHne. Mms aToro adina ykaseiBaeTcsi B KadeCTBe 3HaUeHHUs MapaMeTpa
CAfile B koHurypauronnom daiise stunnel.conf (B npuBeneHHOM BhIlIe IpUMepe 3TO (aiia ca.crt).

CepTtudukarsl B 3ToM (aiie nomxkHbl ObiTh B (hopmate PEM. Ecau ceprudukar Y1 nonyden B
dopmare DER (pactiupenus .cer uau .crt) nau PKCS#7 (pacuupenue p7b), To ajs KoHBepTalHH
ero B ¢popmatr PEM MoxXHO BOCTO/NIb30BaThCs YTHUAUTOH openssl.

8.1.2 OrpaHnyeHMe Ha CaMONOANUCAHHbIE CEPTU(PUKATHI CEPBEPOB

Buumanue. Ecan cepTudukar cepBepa sBJAseTCS CaMOMOAMNUCAHHBIM, TO ¢ momollbio «Marll-
po Kpunrollaker» B. 4.0 3amuiieHHoe COefiWHEHHe C TAaKUM CEPBEPOM YCTAaHOBHUTb Hesb3sl. [lpu
TONbITKE YCTAHOBUTH COEJIMHEHHE C TaKUM CepBepoOM MoJb30BaTe/l0 OyneT BbIAAHO cooblleHHe 06
owubOKe.

8.1.3 Pailn cepTU(DHUKATOB U 3aKPLITBIH KJIIOU M0Jb30BATEJS

Ecnu cepBep TpebyeT KJHMEHTCKOHW ayTeHTH(HKALHMH, Y KaxKAOTO M0Jb30BaTeNs H0JKeH ObITb
(a1 cepTU(UKaATa, COAepPKAILUH OTKPBITBIM KJ/IO4Y, U (Pal/ 3aKPBITOrO KJ/toua, 3TH (pal/bl MOXKHO
MOJYUYUTb B yIOCTOBEPSIOLIEM LIEHTPE HJIM CO34aTb CAMOCTOSATE/]bHO C IOMOLLBIO CPEeACTBA easy-
gost, Bxoxsimero B KommiaeKT moctaBkd «Marllpo Kpunrtollaker» B. 4.0. B kKoHdpurypaunoHHsi
¢ain stunnel.conf Heo6xonrmMo 106aBHUTh MapaMeTpbl KJAMEHTCKOH ayTeHTHU(HUKALUH, KaK OMHUCAHO
B pasgese 5.

8.2 Apnpeca cTpaHHIl, MPUBOASAIINE K pa3puiBy https-coenuHeHus

Korna nosb3oBaresb, yCTaHOBUB 3alllMIleHHOe COeAMHEHHe ¢ cepBepoM ¢ nomolubio «Marllpo
Kpuntollaker» B. 4.0, mepexoauT 1o BHYTPEHHHUM CCbIJIKaM Ha ApPYyrde CTPaHHILBl Ha 3TOM cepBepe, B
6OJIBLIMHCTBE CJyuaeB MepeXof OCYLIECTBJSETCS HOPMAJbHO U COeJMHEHHEe OCTAETCs 3aLIUIEHHBIM.
Ho B HeKOTOpBIX ciydasix NMPOUCXOAWUT Mepexol K He3alMLIEHHOMY COelHHEHHI0. DTO CBS3aHO C
(hopmaToM, B KOTOPOM BO BHYTPEHHHX CChIJIKAX Ha CepBepe yKasaHbl ajpeca CTPaHMILL, HA KOTOpbIe
NepexofuT M0Jb30BaTe b.

8.2.1 Ab6cosoTHBIE aspeca

Ecnn nocne ycranoBiaennss HTTPS-coenvineHuss mpoucxonut nepexon Ha CTPaHHUIy, aipec Ko-
TOpOW Ha calTe cepBepa ykazaH kKak oTHocuTesbHblH, HTTPS-coenunenue He paspeiBaetcs. Ho
eCJIM aJipec CTPaHHUIbl YKaszaH Kak abcooTHbiE (Buma http(s)://[ampec]), TO MPOUCXOOUT MOMBITKA
YCTAHOBHUTb HOBOE coelMHeHHWe Hampsmylo. Ecau anpec ctpanuubl mmeer Bua http://[ampec], To
CoeMHeHUe yCTAHABJIUBAETCS, HO yKe He3alllMIIeHHOe, U MO0Jb30BaTe/Nb MOXKET 3TOro BooOlle He
3aMeTuTb. Ecau anpec crpaHunsl umeer Bun https://[ampec], To coeinHeHHe yCTAaHOBUTH, CKOpee
BCEro, He ynmactcsi, T.K. caM Opaysep He MoxeT paborath ¢ anroputmamu [OCT, u mosnb3oBaTenb

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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[NOJYyUHUT coobleHre 00 olnobKe. HOSTOMy BCe CCBhIJIKH Ha 3alll{llaeMOM CalTe NOJKHBI ObITb OT-

HOCHUTEJIbHBIMHU.

8.2.2 Wcnoabsosanue Redirection

B oTBer Ha 3ampockl KaueHTa web-cepBep MoxeT BepHYTh Ko 3xx (Redirection/mepenanpasae-
HHE), 3TOT OTBET MpelIHUChiBaeT Opay3epy MepedTH 1O CChlIKe, YKa3aHHOH B 3aroJjioBke Location.
[Tpu Bk/tOYeHHOM onuu patch_location Takoe mepeHanpaBJ/eHue B OOJbIIMHCTBE CaydaeB oTpaboTa-
eT MPaBUJIbHO, OHAKO CJeflyeT UMeTb BBUAY, UTO Mepeajpecalys Ha APYroH MopT TOTO XKe cepBepa

HE MOoANEPKHUBAECTCA.

[TopsinkoBbi#i Ne M3MeHeHUsI

HOILI'II/ICI) JIMlla, OTBETCTBEHHOI'O 3a
H3MEHEHNEe

I[aTa BHECEHHA M3MEHEHHSA
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JIucT peructpauuu n3MeHeHUH
Howmepa suctoB (cTpaHuiy) Bcero No Bxopsiu#t | [lognucs | darta
W3M.| u3MeHeH- | 3aMeHeH- | HOBBIX | aHHYJH- | JHCTOB |JIOKYMEHTa| CONPOBOAHU-
HBIX HBIX poBaH- | (cTpaHHL) TeJIbHOTO
HBIX B JIOKYM. IOKYM. U JaTa

[TopsinkoBbi#i Ne M3MeHeHUsI

HOILI'II/ICI: JIMlla, OTBETCTBEHHOI'O 3a
H3MEHEHNEe

ﬂaTa BHECEHHA M3MEHEHHSA
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