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Hacrosmuil nOKyMeHT perjiaMeHTHpPYyeT IpaBuJ/a IOJb30BAHHS CPeNCTBA KPHUITOrpadHUyecKoH
sauutel nHpopmauun (CK3HM) «Marllpo Kpunrollaker» 4.0 u npenHasHadyeH nss BcexX JHL, MpH-
yacTHBIX K 3Kcmiayatauun CK3H.

Hactodamui nokymMeHT cocTaBjieH B COOTBETCTBUSIMMU ¢ TexHuuecKod cnenudpukauued «Mugpop-
MallMOHHas TexHosorus. Kpuntorpaguueckas samura nHpopmaund. CoctaB U colepKaHue MpaBUJl
NOJIb30BAHUS CPEACTB KPUNTOrpapUueCKOH 3alUThl HH(POPMALUU».

«MarlIpo» sBisieTca 3aperucTpupoBaHHbIM ToBapHbIM 3HaKOM OOO «Kpunrtokom».
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1 TIlepedeHb HCMONB3yeMBIX TEPMHUHOB U COKpAlLeHUH

B Hacrosiuux [lpaBusax HCrosb30BaHbl TEPMHUHBI U COKpAILEHUS W3 CJAEIYIOLIUX NOKYMEHTOB:

P 50.1.053-2005. «MudopmanuonHble TexHomornd. OCHOBHbIE TEPMUHBI U OTNpelesieHnst B 06J1a-
CTH TeXHHUECKOH 3allUThl HHPOPMALUN»;

['OCT P 50922—2006. 3amuta nHpopmaunnd. OCHOBHBEIE TEPMHUHBI U ONpeeeHus;

[OCT P 53114—2008. 3auura undopmanuu. ObecrneyeHne UHPOPMALIUOHHON 6€30MACHOCTH B
opranusanuu. OCHOBHblE TEPMHHBI U OTpeeseHH s .

HOpH[LKOBbII;'I Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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2 Hasnauenne CK3HM 1 ero ocHOBHbIE XapaKTepUCTUKH

Hasnauenne CK3U u ero ocHoBHble XapakTepucTuku npuBeneHsl B @opmynsipe CEMY.00009-
05 30.

HOpH[LKOBbII;I Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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3 KnwoueBas cucteMa U KJKOUEBblE NOKYMEHTHI

3.1 XapakTepUCTHKH KJIOYEBOH CHCTEMbI

B CK3HU ucnogbayercst K/aroueBasi CUCTeEMa ¢ OTKPBITBIM pacrpefeseHueM KJouel.

3aKpbITHIH KJI0U I0JIb30BaTeNsl JO/KEH pasMellaTbCsi Ha OTUYXKAAeMOM HOCHTese (najee Io
TEKCTy MMeHyeMOM KJ/I04eBbiM HocuTeseM). KioueBod HOCHTeNb HOJKeH ObITh NOCTYIEH TOJbKO
CleMaJbHO YMOJHOMOUEHHOMY Ha 3TO COTPYOHHUKY (BJajesblly KJIOUel).

MoryT ucnonb3oBaTbes CaeAyIOLIUe KJUeBble HOCUTEJH:

— (paliJIOBBI HAKOMHUTEb;

— ycTpoHcTBO «Bbloras;

— yCcTpoHCcTBO «PyTOKeH».

CK3H npenocraBssieT mporpaMMHBIA HHTep(helC A5 MOAKIOUEHUS APYTHX THUIIOB KJIOUEBBIX
Hocutesel. Takxke B CK3U peasnnsoBaHa BO3MOXKHOCTb HCIOJIb30BAHUS KJHOUEH B HeM3BJIEKAaeMOU
NaMATH CepTHU(ULIUPOBAHHBIX YCTPOHCTB, MPeNOCTaB/AIOMMUX NporpaMMHblil UHTepdeiic PKCS#11
(Pyroken DUII, JaCarta u np.).

B cayuyae, ecau HeoOX0nMMO 3arpy3uTb KJ/IOUYM B NPUJIOKEHHE Ha cepBepe, K KOTOPOMY HEBO3-
MOKHO MOJKJIOUUTh KJF0YeBOH HOCUTEJb (BBUAY OTCYTCTBUS (DU3UYECKOT0 AOCTYTIA BJafesblia KJIio-
Yya K CepBepy WJH HHBIX MPHUWH), B MOPSIIKE HCKJIOUEHHs NONyCKaeTcs yHajeHHasi 3arpyska 3a-
KPBITOTO KJ04a 10 ceTH ¢ paboyero Mecra BJaaesblia Kiawoua. [Ipy 3ToM 10/KHBI ObITh BBIIOJHEHbI
CJIeNyIollHe YCJIOBUS:

— Ha paboyee MecTO BJajeJsblia Kjawoda A0JKHO ObiTh yctaHoBieHo CK3U «Marllpo Kpunro-
[TakeT» 4.0 ¢ mosHbIM cobJtofeHHeM TpeOOBaHUM, MpeabsBAseMblX HacTosiUMU «[IpaBuiamu
MOJb30BaHUS»;

— Mexnay paboyuM MecTOM BJjajesblia Kiawoda u cepBepoMm cpenctBamu CK3U «Marllpo Kpun-
tollaker» 4.0 no/KHO OBITh ycTaHOBJeHO TLS-coennHeHue;

— (paiia1 3aKpBHITOrO KJtoua J0oJKeH ObITh 3a4MTaH Ha paboueM MecTe BJafiesblia Kaoua U nepeiaH
Ha cepBep 1o ycTaHoBJeHHOMY TLS-coennHeHu1o;

— HeIONyCTHMa 3alkCh 3aKPBITOrO KJji4a B KakHve-auMO0 BpeMeHHble (ai/bl Kak Ha pabodyem
MecTe BJIafiesblla KJua, TaK U Ha cepBepe.

[Ipumeuanue. [Jonyckaercs Tak»ke pa3MellleHHe 3aKPhITOTO KJUa Ha KECTKOM JAHCKe KOMIIbIOTe-
pa, MpHU 3TOM PEXKUM XpPaHEHHUS W HCIOJb30BaHUS KOMIblOTepa HOJKeH o0ecreurnBaTh BBIIOJHEHHE
TpeboBaHUU MO paboTe C KJOYEBOH UH(pOpMaLMeld, YKa3aHHBbIX B HACTOsILLEM pasfeJe.

JlonmycTuMBIi cpoK neHcTBUS Kitouel mudpoBanus U kiawodeit I — He Gosee 1 rona 3 mecsiues,
kiatoued nmpoBepku DIl — He Gosee 15 sieT mocse OKOHYAHMS CpPOKa AEHCTBUS COOTBETCTBYIOLIMX
katoyeit II1.

3.2 YnpaBJieHue KJ0UeBOH MHGpoOpMaLnen

3akpbiThle W MapHble UM OTKPBIThle KJIOYM BblpabaThIBAIOTCS CAMHUM BJafesbleM KJoua HJH
YIOJIHOMOUEHHBIM COTPYAHUKOM C HCIOJB30BaHHEM CpelcTB, BXoaswux B coctaB CK3U, umero-
mwero pedctByrowuil ceptuprukar ®CH Poccun, n1ubo Moryt ObITh MONyUeHBl B aKKPEAUTOBAHHOM
YnocToBepsiolEM LEHTPE.

[locsie BbIpaGOTKH, HO 10 BBOAA B IKCIJIYaTALMIO OTKPBITHINA KJOU AOJKEH MPOUTH 00si3aTelb-
HYl0 cepTU(dHUKaLX0 B YrocToBepsitolieM LleHTpe, cepTU(HUUHMPOBAHHOM M0 KJACCy He HUXKe YPOBHS
samutel CK3H, 6o cpencrBamu camoro CK3MU.

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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[To ucreyeHUH cpoka rogHOCTH KJ/IOYeH HUX HCMOJb30BAHHE NOJKHO OBITb TpeKpalleHo (3a Hc-
KJI0UeHHeM cepTU(HUKaTa KJ/4Ya NPOBEPKHU 3JEKTPOHHOH MOANHKCH, KOTOPBIHA NOMYCKAeTCs UCHOJb-
30BaTh B TEUEHHe BCEro CpPoKa NeHcTBHs cepTH(dHUKATA).

Daiisbl cepTUPUKATOB OTKPBITBIX KJIOYeH M CIUCKOB OT3bIBA He COMAEpKAT 3aKPhITOM HH(pOpMa-
LMK U MOTYT pacrnoJ/aratbCsl Ha »KeCTKOM AUCcKe KommbloTepa. IIpu aToM no/:xkHa ObITb 0oOecrevyeHa
3alllUTa KOPHEBBIX CEPTU(PHUKATOB OT UCKAKEHHUSI U MOAMEHBI.

[Ipyr KaXI0M HMCNO/b30BAHHUM CepTU(PHKATA KJ/rouUa MOANMCH WM Kio4ya oOMeHa J0J/KHA Mpo-
BOAUTbCS NpPOBEPKa CepTHU(UKATa C MOMOLIbI OTKPBITOrO KJjio4a noanucd YL v npoBepka, uTo
IAHHBIA cepTU(UKAT He SIBJSETCS OTO3BAHHBIM.

B cayuae nmoBpexXIeHUs WM YHUUTOXKEHUS KJI0YeBOI'O HOCHUTENS] B pe3yJsbTaTe MPOrpaMMHBIX
U annapatHbiXx c00eB, HECUYACTHBIX c/aydaeB U T.N. padotocnocobHocTh «Marllpo Kpuntollaker»
4.0 6yner HapyuieHa. s BO3MOKHOCTH MaKCHMaJibHO OBICTPOTO M TOJHOTO BOCCTAHOBJIEHUS pa-
60TOCMOCOOHOCTH KOMILJIEKCa B MOAOOHBIX CHUTyalUsIX peKOMeHAyeTcsl 3a0/aroBpeMeHHO C03/1aBaTh
apXMBHYIO KOIHIO 3aKPBLITOrO KJI04Ya Ha Pe3epPBHOM KJ/04eBOM HocHuTese. [Ipu 3TOM pexxuMm co3nanud
U XpaHeHHs apXMBHBIX KOMUH HOJKEH UCKAI0YaTh AOCTYI K 3THM KOIMHSAM HEYNOJHOMOUYEHHBIX JIKLL.

ApxUBHYIO KOMHIO 3aKPLITOrO KJ/0Ya Ha pe3epBHOM HOCHTese peKOMEHIYeTcsl CO31aBaTh Cpasdy
0 3aBepLIEHUH MPOLEAYPbl CO3IaHHUS HOBBIX KJIOUel HJIM CMeHbl KJIUeH.

[Ipy co3maHUM HOBBIX apXMBHBIX KOMHH MpelblAyIide (CTaBILIHe HEaKTyaJbHBIMHU) apXHUBHBIE KO-
UM IOJIKHBI ObITb YHHUYTOXKeHBI. KitoueBble HOCHTEeNM MOC/e YAaJeHUs C HUX 3aKPbITOTO KJ4a U
€ro apXHMBHBIX KOMHH JOJ/KHBI HCIIOJb30BATbCS B TOM 2Ke KadecTBe (/151 XpaHEeHHUs] HOBBIX KJIFOUEH)
J1MOO0 YHUUTOXKATbCS.

Bce kio4yeBble HOCHUTEJM U UX apXHUBHbIe KOIUH MOJJeXKaT CTPOrOMy MOK3eMIIIPHOMY Y4YeTy.

CmeHa KJi04el [0JI’KHA MPOU3BOAUTHCS HE PeKe OJHOI0 pasa B TOf.

Pexxum XpaHeHHSI M HCIOJIb30BAHUS KJIOYEBBIX HOCUTEJEH NOJKEeH MaKCHUMaJbHO MPensiTCTBO-
BaTb KOMIIPOMeTALHH KJ/I04eH, TO eCTb AOCTYNYy K KJ/I04YeBOMY HOCHTEJI0 NOCTOPOHHHUX JHL, JHOO
BO3HMKHOBEHHIO YCJIOBHH, NPU KOTOPBIX TaKOH HOCTYIN Obll BO3MOXKeH. B cayuae, ecau KoMIpo-
MeTallusl BCe XKe MPOM30LLJIA, PeXUM XPaHEHHS U MCIO/b30BAHMSA KJ/IOYEBBIX HOCHTeJEH NOJIKeH
rapaHTUPOBaTh OOHApyKeHHe 3TOro (pakra.

[lonb30BaTelb HeceT MepCcOHaNbHYI OTBETCTBEHHOCTb 3a COOJIIOfEHHE peXHMa XpaHeHHUs U UC-
M0J1b30BAHUS CBOMX KJ/IOYEBBIX HOCUTEJEH, B TOM UMCJIe NPU TPAHCIOPTHPOBKE KJIOUYEBBIX NOKYMEH-
toB U3 YL no [I9BM. O ¢pakrax KoMmpoMmeTauuu K/a4eBoH MH(OPMaLUM M0Jb30BaTeNb J0JKEeH
HeMe/J/JIeHHO IPeKPaTUTb HCIO/Nb30BAHHE CKOMIPOMETHUPOBAHHOIO KJlO4Ya W IOCTaBUTb B H3BeCT-
HocTh Y11, BblmaBIIME cepTU(dUKAT, JUOO COTPYNHHKA OpPraHU3aLWU, OCYIIECTBJSIOLIET0 BBIMYCK
cepruuxaroB cpenctBamu «Marllpo Kpunrollaker» 4.0.

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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4 Tlopsimok pacnpoctpaHenuss u ydyetra CK3U

4.1

Crioco6bl nepenauyu u xpaHenus CK3U

[Ipenycmotpensl Tpu cnocoba mnepenaun sxzemnnaspos CK3M ot MarotoButesnss K KOHEUHBIM
T10/1b30BaTENSIM.

1.

Huctpubytussl CK3U nepenaioTcsi KOHEYHBIM MOJb30BATE/ISIM Ha KOMIMAKT-AUCKAaX OJHOKPAT-
HOM 3aMUCH WJIM MUHBIX 3AIUIIEHHBIX OT 3aMUCH TUCTPUOYTUBHBIX HOCHTEJSIX W COMPOBOXKIA-
I0TCsl pacreyaTaHHbIM QopmyaspoM. PopMyssip 10/KeH ObITh NMOANUCAH OTBETCTBEHHBIM CO-
tTpynHukoMm HarotoButenss CK3U u 3aBepen meuatbio Marortosutens. Huctpubytussl CK3U
1 (hOpMyJISIpBl MEepeNaTCss KOHEYHBIM M0J1b30BaTe/IsIM HANpsiMyto oT MarotoButens uau dyepes
IHUJIePOB, UMEIIINX JHUIeH3HI0 Ha pacnpoctpaHenne CK3U.

Huctpubytussl CK3UM u opmynspel nepenatoTcs nojb3oBarte/siM B 31eKTPOHHOM BHae. Pop-
MyJISIp 3aBEpeH YCHIEeHHOH KBaJH(UIMPOBAHHON 3JIeKTPOHHOH moanucbio Marotosurens. [luc-
TpUOYTUB U/ YTUJIUTA gostl2sum U3 cocTaBa AUCTPUOYTHBA 3aBepeHbl YCUJIEHHOH KBaJsu-
(bULHMPOBAHHON 3JIEKTPOHHOM moanucbio MarortoButess.

(aTOT croco6 BO3MOXKeEH TOJIbKO MpH 00HOBJeHHH yxke uMetolierocss CK3U «Marllpo Kpunro-
[Taker» Bepcun 3.0 uau 4.0) HuctpubyTHUB nepenaéTcsi MOJIb30BATENO B 3JEKTPOHHOM BHIE,
(dopmysisip Ha Gymare, TOAMUCAHHBIH OTBETCTBEHHBIM COTPYyIHUKOM K3roToBUTeNs U 3aBepeH-
HbIH nedatbio MarotoButesns.

[Tpu npuémke CK3HU B cayuae nosnydenus auctpudytra no crnocoby Ne 1 koHeuHBIH MoJb30Ba-

TeJlb

NOJI2KEH TPOBEPHUTH!

11eJIOCTHOCTb yIaKOBKH;

KOMIIJIEKTHOCTb (Hasn4ue AUCTPUOYTHBA U (HopMyJIsipa);

UIEeHTUYHOCTh Y4éTHbIX HoMepoB CK3W nHa muctpubyrtrBe U B opMmyJsipe;

11eJJOCTHOCTb TOJIyYeHHOr0 AHUCTPUOYTHBA MYTEM BBIUMCJIEHHS KOHTPOJBHBIX CYMM (Dai/oB
OUCTPUOYTHBA C UCMOJNb30BAHWEM BXOASIEH B KOMIJIEKT NMOCTABKH YTHJIUTH gostl2sum U
CpaBHEHHS BBIYMCJEHHBIX KOHTPOJbHBIX CYMM C 3a(DHKCHPOBAaHHBIMU B (popMmy.Jisipe.

[Tpu npuémke CK3H B cayuae nosmyueHus: iuctpubyTuBa rno crnocody Ne 2 KoHeuHBIH M0Jb30Ba-

TeJlb

JOJIKEeH:
MPOBEPUTH KOPPEKTHOCTD 3JIEKTPOHHOM noanucu MarotoButens nox AUCTpUOyTHBOM (MM MPO-
rpaMMbl gostl2sum) U GOpMYJISIPOM C MOMOIIBI0 HMEIOIIEerocss y KOHEUHOro IM0JIb30BaTe/ s
cpenctBa ¢ aectByomuM ceptudukatrom @CH Poceny;

pacrneuatatb (popmyJsp;

B CJy4ae, eC/IM 3aBepeH He BeCb TUCTPUOYTHUB, a TOJbKO NporpaMma gostl2sum, LeJ0CTHOCTh
M0Jy4YeHHOTO IUCTPUOYTHBA NMPOBEPUTh NMYTEM BBIYMCJEHHS KOHTPOJIbHOH CyMMBI apXUBa AMC-
TpuOYyTHBA C UCMOJIb30BAHUEM YTHUJIUTE gost1l2sum U cpaBHEHUS BBIUWCJIEHHOH KOHTPOJbHON
CYMMBI C 3a(PUKCUPOBAHHOH B (hOpMYJISpe;

3anucaTtb QUCTPUOYTHB Ha KOMIAKT-AMCK WJIU UHOH 3alLMIIEHHBIA OT 3allMCH HOCHUTeJb, Ha-
nucath Ha HEM yueTHbIH HoMep CK3W, ykaszauHbill B opmy.sipe.

[Tpu npuémke CK3U B cayuae mosmyueHust 1uctpubyTHBa mo crnocody Ne 3 KOHeUHBIH M0JIb30Ba-

TeJlb

JOJIXKEH:
MPOBEPUTH LEJOCTHOCTh MOJYYEHHOTO AUCTPUOYTHBA MYTEM BBIYUCJEHHUS KOHTPOJBHOU CyM-
Mbl apXHBa NUCTPUOYTHBA W CPABHEHMs BBIYUCJIEHHOH KOHTPOJbHON CyMMbl ¢ 3a(DUKCHPOBAH-
HOU B (hopmyssipe. JlJisi BBIUHMC/EHHS] KOHTPOJNBHBIX CYMM [OJIX)KHAa HCIOJb30BAThCs yYTHUJINUTA
gostl2sum u3 cocraBa yxe umernmerocs CK3U «Marllpo Kpunrollaker» Bepcun 3.0 uau
4.0.

HOpHﬂKOBHﬁ Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ,HaTa BHECEHHA M3MEHEHHSA

H3MEeHeHue
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— 3alldcaTb ILI/ICTpI/I6YTI/IB Ha KOMIIAKT-AUCK HJH MHOH 3aLUMIUEHHBIH OT 3allMCU HOCHUTEeJb, Hal-

nucath Ha HEM yueTHbIH HoMep CK3W, ykaszanHbill B opmy.spe.

JuctpubyTB U hopMyJasip AOMKHBI XPAHUTbCS B MOAPA3/ieJeHUH OPraHU3aLUU, OTBETCTBEHHOM 3a

skcnnyatauuo CK3H.

4.2 Tlosksemnasipueiii yuer CK3U

B oprannsauuu, skcnayartupytomeid «Marllpo Kpuntollaker» 4.0, nosxeH ObITb HasaKeH IO-
sk3eMmIsapHbIf yuér CK3H. Ilpu opranusauuu nosk3eMnssipHoOro y4éta HeoOXOAHMO PYKOBOACTBO-

BaTbCsl HOpMaTUBHBIMU HoKyMeHTaMu PCb Poccuwn.

[TopsinkoBbi#i Ne M3MeHeHUsI

HOILI'II/ICI) JIMlla, OTBETCTBEHHOI'O 3a
H3MEHEHNEe

I[aTa BHECEHHA M3MEHEHHSA
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b Tpebosanus mo obecrnedyenuro 6e3onacHocTd npu BBoge CK3U B
9KCIIyaTalHIo

5.1 Tpeb6osanus k BcrpauBanuio CK3W B npuksanHble CUCTEMBl U K MPOBEIEHUIO
nuccaenosanu CO CK3U

Hcnonnenus 3-8 siBastoTcss PYHKIMOHAJNBHO 3aKOHYEHHBIMU HU3JEMUSMHU, TIPH UX UCIOJIb30BAHUU
He TpeOyeTcsl MPOBOAUTb PabOThI MO OLleHKe BJUSHUSA cpelbl GyHKIHOHUPoBaHUs Ha CK3U.

Wcnonuenus 1-2 npenHasHavyeHsl 1/ BCTPAUBAHUS B MPUKJATHbIE CUCTEMBI, A/ KOTOPBIX J0JXK-
Hbl TIPOBOJIUTHCS OTHAEJbHble TeMaTHYeCKHe UCCJeJOBaHHUS.

5.2 TpeboBaHus 1Mo pasMelleHHIO

TpebGoBaHusi He MPeNbSABSIOTCS

5.3 Tpeboanus K nmepconaJsy, oocayxusamwiiemy CK3U

B opranuzauuu, skcnayarupyomeid CK3U, nosxen 6bITh Ha3HaYeH aJMHUHHUCTpaTOp Ge3onacHo-
CTH, Ha KOTOPOTrO BO3JIaraloTcsl 3ajayd opraHusaluu pabot no ucnosb3oBanrio CK3H, BeipaboTku
COOTBETCTBYIOLIMX UHCTPYKIUH AJs MONb30BaTeNel, a TaK:Ke KOHTPOJIb 32 COOJMIOIeHHEM MPUBEIEH-
HBIX B JJOKyYMEHTaLHWHU TPeOOBaHUH.

Opranusauuu, kotopble ucnoab3yoTr «Marllpo Kpuntollaker» 4.0 uckiouuTesbHO B KJHEHT-
CKOM KOH(UIypaUrHy 15 MOAKNI0YEHHS K BHEILIHUM CcepBUcaM, MOTYT He Ha3HayaTh aAMUHUACTpATOpa
6e30MacHOCTH U JOJKHBI 110/1b30BaTbCsl MHCTPYKLUUSAMU 10 paboTe ¢ CK3M, nosydeHHBIMH OT TOro
cepBUca, AJs MOAKJIIOUYEHHUS K KoTopoMmy ucroJgb3yetcss CK3U.

[TpaBom moctyna K pa6ounm Mectam ¢ ycraHoBsaeHHbIMM CK3HW noskHbBI 06/1a0aTh TOMBKO JHILIA,
ponyiieHHble K skcmayatanuun CK3U.

5.4 Wuunmanusauus v BBog CK3U B skcnnyaranuio

Ha texnuueckux cpenctsax, npeaHasHaueHHbIX 1Js1 pabotsl ¢ CK3U, nomxHO Mcnonb3oBaTbes
TOJIbKO JIMIIEH3UOHHOE NpOorpaMMHOe obecrieyeHue (PUPM - U3rOTOBUTEJEH.

YcranoBka CK3U Ha TI9BM poskHa npou3BOAUTBLCS TOJBKO C 3aperUCTPUPOBAHHOTO, 3alllv-
ILIEHHOTO OT 3aIMUCH JIULEH3UOHHOTO0 HOCHTEJIS.

Ha TI2BM, na xotopyto ycraHaBaubaetrcss CK3U, cienyeT HCKIIOUHUTL YCTAHOBKY CPENCTB pas-
pa6otku [1O u otnagunkoB. Ecau cpencTBa OTNafKK MPUIOKEHUH HYXKHBI IJIS TEXHOJOTHYECKHX
NoTpeOHOCTEeH OpraHU3allH, TO UX HCMOJb30BaHHE NOJKHO OBITh CAaHKIMOHHPOBAHO aIMHHHUCTpa-
TopoM Oe3onacHocTH. [Ipu 3TOM HOMXKHBI OBbITh peaslM30BaHbl Mepbl, UCKJIOUAIOLHE BO3MOXKHOCTb
UCII0JIb30BAHHUS 3TUX CPEINCTB AJs penakTupoBanus kona u namsiti CK3W u npusokeHu#, nuenosb-
sytomnx CK3H, a takxke nasi mpocmorpa kKoma u namsatd CK3UW u npu/oxkeHHH, UCMONb3YIOUIMX
CK3H, B npouecce o6padotkun CK3U 3amniiaemot nHpOpMALKK U/WUJH TIPU 3arpyKeHHOH KJloue-
BOW HMH(OpPMALMH.

[Tpu ncnosnbszoBanuu CK3U coBmectHo ¢ AIIM I3 cpenctBamu ucnonbdyemoro AITM I3 mosx-
Ha ObITb obecreueHa ayTeHTHU(UKaLHUs nosb3oBatesns no 3arpy3ku OC. Ilpu 3Tom Heobxommmo op-
raHHW3aMOHHO 3aMpPeTUTh COTPyAHMKaM, 3kcmayatupytomum CK3U, octaBasite 6e3 mpucmoTpa BO
BKJIoYeHHOM cocTossHuM [I9BM, Ha koTopo#t ycraHoBieHo CK3U.

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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[locsie 3aBeplieHus mpouecca yCTaHOBKH CJieflyeT BBIIOJHUTb A€HCTBHSA, HEOOXOAHMBIE 15 OCy-
ILIeCTBJIEHUS MEPHOANYECKOTO KOHTPOJS LeJOCTHOCTH yctaHoBaeHHoro CK3M, a takxke ero okpy-

M3 nporpammHoro obecrneyenusi, yctanaBauaemoro Ha [I9BM ¢ CK3H, uckaouuts 10, co-
IepxKaliee BO3MOXKHOCTH, T03BOJISIOLIME:
— MOAHM(ULUPOBATH COAEPKUMOE MPOU3BOJIbHBIX 00/MacTel MaMsATH;

— MoaHM(ULUPOBATH COOCTBEHHBIH KO MU KOI APYTrHX MOANPOTPaMM;
— MoxM(UUMUPOBATh MAMSTh, BbIAENEHHYIO /51 IPYTHX MOAIPOTPaMM;

— IiepenaBaThb yIpaBJEeHHE B ob6sacTh COOCTBEHHBIX JAaHHBIX U JAHHBIX APYTHUX MOANPOTPaMM;,

— HECaHKIMOHHPOBAHHO MOAW(UUMPOBAThb (aH/bl, comepxKallhe HCIOJHSeMble KOABI, MPHU HX
XPaHEHHH Ha XKeCTKOM [HCKE;

— MOBBILIATh NPEAOCTaBJIEHHbIE PUBUJIETHH;

— momuduuuposate HacTpoiiku OC;

— HCII0JIb30BaTh HEJOKYMEHTHPOBaHHBIE (upMoii-pazpadoryrkom GpyHkuu OC.

[TopsinkoBbi#i Ne M3MeHeHUsI

HOILI'II/ICI) JIMlla, OTBETCTBEHHOI'O 3a
H3MEHEHNEe

I[aTa BHECEHHA M3MEHEHHSA




KpunTo CENY.00009-05 94 12

6 TpeboBaHus no obecrneueHU0 0e30MACHOCTH NPU 3IKCIJyaTalHUU
CK3H1

6.1 O6uue Tpebosanus no samwute ot HCJI

3amura uHbopmanuu or HCJL mosmkHa ob6ecrneunBaTbCs Ha BCeX TEXHOJOTMUECKHX dTamax o00-
paboTKM HWH(pOPMALKWKH M BO BCEX peXUMaX (PYHKIHMOHUPOBAHHS, B TOM UHCJe MPU NPOBELEHUH
PEMOHTHBIX U perJaMeHTHbIX paboT.

3amura uHpopmauuu or HCJL nmosmkHa npenycMaTpuBaTh KOHTPOJb 3(PPEKTUBHOCTH CPELCTB
3amwutbl oT HCJ[. 10T KOHTpOJb MOXKET OBITh JIUOO MEPUOAUUECKUM, JUOO UHULUUPOBATBLCS IO
Mepe He0OXOAUMOCTH MOJb30BaTeeM UJIHW aAMUHUCTPATOPOM Oe30MacHOCTH.

[Ipu opranusauuu pa6or no sauure uHhopmauu ot HCJl Heo6xoqumMo 06ecrneduTh BbIIOJHEHHE
CJIelYIOIMX TPeOOBAHUH:

[IpaBo moctyma Kk pa6ourm MectaMm ¢ yctaHoBjaeHHbIM CK3HM noskHO mpemocrtaBi/isieTcsi TOJIbKO
JIMAM, 03HAaKOMJIEHHBIM C MPaBUJ/JaMH MOJb30BAaHUS U W3YUYUBLIMM 3KCIJIyaTalHOHHYIO NOKYMeHTa-
uuio Ha CK3U.

CpenctBamu BIOS nosmkHa ObITh HCKJIOUEeHA BO3MOXKHOCTh pabdoThl Ha [I9BM ¢ CK3H, ecau
BO BpeMs €€ HauaJbHOH 3arpy3Kd He MPOXOIAT BCTPOEHHBIE TECTHI.

3amnpenraercs:

— 0CTaBJ/ISITb 0€3 KOHTPOJISI BBIUMCJHTENbHbIE CPEACTBA, HAa KOTOpbIX 3kcmayaTtupyercs CK3U,
rocJsie BBOJa KJIOUeBOH MH(pOpMaLUHU JHO0 UHOH KOH(HUIAEHLHANbHOH HH(OPMAaLIKH;

— BHOCHUTb Kakue-1ub60 u3MeHeHUs: B mporpammHoe obecredenne CK3U;

— OCYLIECTBJISITh HECAHKLIMOHHPOBAHHOE KOMHUPOBAaHME KJIOUEBbIX HOCHTEJNEH;

— pasrJalaTth COAepKHUMOe HOCHTeJseH KJueBOH MH(OPMaLUU UJH NepeaBaTb CaMU HOCUTEJU
JUUAM, K HUM He JOMYLIEHHBbIM, BbIBOAUTh KJIIOUEBYIO MH(OPMALMIO HA NUCIJEH, NPUHTED U
UHble CPeJCTBA 0TOOpaKeHUs UH(POPMALMH;

— HCII0JIb30BaTh KJIOUEBble HOCUTENH B peXHMax, He MpelyCMOTPeHHBIX (PYHKLHOHHPOBAaHHEM
CK3WH;

— 3alUCbiBATh HA KJ/IOUEBble HOCUTENH MOCTOPOHHIOW HMH(pOPMALHUIO.

Heobxonumo cKOH(UTYypHUpOBaTh OMEPAaLlMOHHYIO CUCTEMY, B Cpelle KOTOPOH MJaHUPYeTCs HC-
nosb3oBath CK3U, u ocyliecTBAATh MepUOAUYECKUH KOHTPOJb CHIEJAaHHBIX HAaCTPOEK B COOTBET-
CTBUM CO CJIeNyIOIUMH TPeOOBaHUSMHU:

— He ncnonb3oBath HecTaHOAPTHBIE, U3MeHEHHbIe WK oTaanouHble Bepcun OC.

— HckaouuTh BO3MOXHOCTh 3arpy3ku M ucnonb3oBaHuss OC, OTIWYHOH OT MpefiyCMOTPEHHOH

IITaTHOH paboOTOM.

— Bce Heucnosb3yemble pecypchbl ONepalduOHHON CHCTEMBI (TPOTOKOJIBI, CEPBUCHI U T.II.) HEOOXO-
IMMO OTKJIIOUHUTb.

— Pexxumbl 6e3onacHocTH, peasnu3oBaHHble B OC, 10/KHbBI ObITh HACTPOEHBl HA MaKCHMaJbHbIN
YPOBEHb.

— Bcewm nosib3oBaTesnisim W rpymnmnam, 3apeructprupoBanibiM B OC, He06X0OMMO HA3HAYUTb MHUHH-
MaJIbHO BO3MOKHbIE [JIsi HOpMaJbHOH paboThl MpaBa.

— OrpaHuyuTbh ¢ y4yeToM BbIOPaHHOH B OpraHM3alMH MOJUTHKM 0€30MacCHOCTH HCIOJb30BaHHe
M0/1b30BaTeNSAMU 3aMycKa MPOrpaMM MO PacnUCaHHUIo.

— OTKJIIOUUTD CeTeBble MPOTOKOJBI, KOTOPblE He HUCMOMb3YyI0TCs HA AaHHOH DBM.

— OrpaHUUHUTL KOJHUYECTBO HEYNAYHBIX MOMBITOK BXOAA B CHUCTEMY.

— OpraHu3oBaTh U UCNO/Nb30BATh KOMIJIEKC MEPONPUATHH aHTUBUPYCHOH 3aLIUTHI.

JlonkHO OBITh UCKJIIOYEHO MOoMaJaHue B CUCTEMY MPOrpaMM, MO3BOJSIOUINX, MOAb3YsACh OLIHUOKA-

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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mu OC, noBbIIaTh MPeNOCTaBJEHHbIE TIPUBUJIETHH.

Heo6xonuMo perynsipHo ycraHaB/MBaTh NakeTbl 06HOBJeHUs Ge3onacHoctd OC (Service Packs,
Hot fix u T.1.), 06GHOBJISATE aHTUBUPYCHBIE Ga3bl.

B cayuae nopkaodenus IBM c yctaHoBsaeHHbIM CK3HM K 00L1ief0CTYNHBIM CETSIM Nepefavyu
NAHHBIX HEOOXOAHWMO HCKJIOYUTb BO3MOXKHOCTb OTKPBITHSI M HCIOJNHEHUS (hallioB U CKPUNTOBBIX
o6bekToB (JavaScript, VBScript, ActiveX), mosyueHHBIX U3 0OLIENOCTYTIHBIX CeTel Mepefayu NaH-
HbIX, 6e3 MpoBeleHUs] COOTBETCTBYIOLIUX MPOBEPOK HAa TpEeAMET COLep:KaHUS B HUX MPOrPaMMHBIX
3aKJIaZloK U BUPYCOB, 3aTPyKaeMbIX U3 CETH.

6.2 TpeboBaHus K ayTeHTU(UKALUU U pa3rpaHUUeHUI0 NOCTYTa

Heo6xonumo paspaboTaTh ¥ MPUMEHUTDb MOJUTHKY HasHaue€HUs U CMeHBbl mapoJei (ass BXoxa B
OC, BIOS, npu mudpoBaHruy Ha mapoJie ¥ T.1.), UCIONb30BAaTh (PUJABTPbI MAPOJEH B COOTBETCTBHH
CO CJIeNYIOIMMH MPaBUIAMHU:

— IJIMHA TapoJisi N0JKHA ObITh He MeHee 6 CUMBOJIOB;

— B YHCJIe CUMBOJIOB TapoJisi 00513aTeJIbHO JOJIKHBI TPUCYTCTBOBATh OYKBbl B BEPXHEM W HUKHEM

perucrpax, LA(PL ¥ crenuanbHbie cumsoasl (@, #, $, &, *, % u 1.11 .);
— TapoJib He JOJI?KeH BKJI0YaTh B ce0si JIETKO BbIUHCJ/sieMble COYeTaHUsS CUMBOJIOB (MMeHa, (a-
MUJIMK U T. 1.), a Takxke obuenpuHstole cokpamenus (USER, ADMIN, ALEX u 1.1.);

— TpU CMEHe TMapoJis HOBOe 3HAUEHHe NOJIKHO OTIWYAThCS OT MpPeblaylllero He MeHee 4yeM B 4-X
TO3ULIUSX;

— JIMUHBIHA MapoJib MOJb30BaTe/b He HMeeT MpaBa coo0llaTh HUKOMY;

— TIePUOJAMUYHOCTb CMEHBI MapoJisi OINpelessieTCss TMPUHATOH MOJUTUKOH 0e30MacHOCTH, HO He
JI0JI?KHA TIPEBbILIATh 6 MecsIeB.

YKasaHHasi MoJUTHKA oOsi3aTesibHA Jis BCeX YUYeTHBIX 3anucel, 3apeructpupoBanubix B OC.

Bxon B BIOS II9BM nosxeH ObITh 3allMlleH MapoJeM, K KOTOPOMY IpPeNbsBASIOTCS Te XKe
TpeGOBaHUS, YTO U K TapOJII0 afMUHUCTpaTopa cucteMbl. [1aposb s Bxoma B BIOS moskeH ObITH
M3BECTEH TOJIbKO AaIMHHHCTPATOPY CHUCTEMBI U OBITb OTJMUHBIM OT TapoJsi afMHHHCTpPATOpa MAJs
BXOJla B CHCTEMY.

6.3 Tpebosanus no obecneuenuto uenoctHoctu CK3U

JlomKeH oCylecTB/SATbCS MEPUOAUUECKHH KOHTPOJb LeJoCTHOCTH yctaHoBjeHHoro [10 CK3H,
a Takxe ero okpyxeHusi. KoHTpoJsb 11e0cTHOCTH o6ecrneynBaeTcsi MIPOrpaMMHBIMU CPeACTBAMHU ITy-
TeM BBIYUCJEHHS X3II-BEeKTOPOB (palJOB U CPaBHEHMS BBIUMCJEHHBIX X3LI-BEKTOPOB C 3TaJOHHBIMU
3HAYEHUSIMHU.

[lepeuens monyneit CK3U, nomsexamux KOHTPOJIO L€JOCTHOCTH, W 3HAUEHUS X3UI-BEKTOPOB
IJ1s1 HUX nipuBeneHbl B popmyssipe Ha CK3U.

KoHTpoJ/Ib LIeIOCTHOCTH OCYLIECTBJISIETCS C TIOMOLLbIO CPEeCTBA KOHTPOJIS LIeJOCTHOCTH integrity,
Bxonsiuiero B coctaB CK3U. Cpencto integrity aBTOMaTh4yecku onpenensieT nepeyeHb CUCTEMHBIX
MonyJiel, BJAUSIOIWIMUX Ha NpaBuabHOCTb paboTsl CK3HM, u BhiuMc/aseT 3HAaUeHUS X31I-BEKTOPOB 3THX
MOJYJIEH.

OTaJIOHHble 3HaYeHHs X311-BeKTOPOB MOYJ/1eH oNepalMOHHOH CHCTEMbI JOJI2KHB! ObITh BBIYHCJIEHBI
npu ycraHoBke CK3W. [locsie yctaHOBKHM O0OHOBJIEHHH OMepallMOHHOM CHCTEMBbl 3TaJIOHHble 3Haye-
HUSl OOHOBJIEHHBIX MOAYJeH NOJKHBI ObITh MepeBbluMcaeHbl. [Ipyu opmupoBaHuu (aiiia 3TaJ0HHBIX
3HAaYeHHUH X31I-BEeKTOPOB HEOOXOMMMO YOENUThCS B COBMAAeHUH X3UI-BeKTOpoB Ajs monysned CK3U
¢ 3auxcupoBaHHBIMU B opmyasipe Ha CK3U.

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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®aiin 3TaNOHHBIX 3HaYeHHWH X31I-BEKTOPOB NOJ2KEeH XPAaHUTbCS Ha OTUYXKAAeMOM HOCHTeJse Ha-
paBHe C KJoueBOH MH(popmauued. [Ipy ocyliecTB/IeHUU NEPUOAMYECKOTO KOHTPOJSI LEJOCTHOCTH
3TOT (aiy 10/KeH ObITh JAOCTYTIEH B PEXKUME «TOJNbKO YTeHHe» (KOMIMAKT-AUCK, (Jell-HaKOMUTe b
C 3aLIUTOH OT 3aMUCH U T.I.).

6.4 Ilopsimok o6ecnevenusi paborocnocobHoctu CK3U

JlonkeH oCyllecTB/SATbCS MEPUOAUUECKHH KOHTPOJb LeJocTHOCTH ycTaHoBjeHHoro [10 CK3H,

[Ipy BBHIIBJIEHUM HapylueHUH LeI0CTHOCTH monyneid CK3W uau omepaunoHHOH cHCTeMbl HEOO-
XOIMMO BBISIBUTb M YCTPAHUTb MPUUHUHBI UCKAXKEHUS MOIYJEH.

BoccranoBnenue nenoctHoctw CK3UM ocyuiectsasieTcss ¢ nomolbio cpencts yctaHoBku CK3U
WJIM NPOrpPaMMHOro KomImJsekca, ucrnonbsytomero CK3U:

— nasa Windows — nyrtem noBTopHo# yctanoBkd CK3U;

— nJs unix-nogo6Hsix OC — myTeM MOBTOPHOH YCTAHOBKH MakeTa B pexkuMe «reinstalls.

[Tepen ycranoBkoit CK3U Heo6xonuMo MpoBepUTH 11€0CTHOCTh TUCTPUOYTHBHBIX MakeToB CK3U
(mepeyeHb MUCTPUOYTHUBHBIX MAKETOB U 3HAUEHHs X3II-BEKTOPOB JJIsi HUX MPUBENEHBI B POpMYyJIsipe
na CK3H).

BoccraHoB/ieHNe 11€/I0CTHOCTH ONEPalLlMOHHON CHCTEMbl OCYILIECTBJSETCS B COOTBETCTBHUHU C pe-
KOMeHJaLHUsIMU ee pa3paboTuHKa.

[To 3aBepiieHun npouenyp BoccTaHOBJeHHUs HeaoctHocTH monynedt CK3U u/unu onepaunoHHoN
CHCTeMBbl JOJKHA OBITh MPOBEEeHA MPOBEPKA KOPPEKTHOCTH BOCCTAHOBJIEHHS MyTEM BBIYUCJEHUS
X3II-BEKTOPOB MOAYJIEH W UX CpPaBHEHHUS C paHee 3a(UKCUPOBAHHBIMH 3TAJOHHBIMH 3HAUEHHUSIMHU.

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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Tpe6oBanus no obecneuenuto GezonacHoctu npu BbiBofe CK3U

U3 IKCIIyaTallUH W IIepenade B PEMOHT

[Ipu BoiBoge CK3U u3 skcniyatauuu HeoOXOAUMO BBIMOJIHUTH CJedyIolIHe NeHCTBHUS:
— JeMHCTa/JIMpoBaTh Bce ycTaHoBjeHHble Konuu CK3H;
— YHHYTOXHTb (paspe3aThb) AUCTPUOYTUBHBIN KOMMAKT-ANUCK;

YHUYTOXKUTh (pa3pesathb) GhopMmyJisip;
yIANUTh C KJIOUEBBIX HOCHTeJed Bce KpUNTOrpadUueckdhe KJOUYM U HUX apXUBHbIE KOIHH.

KroueBble HOCUTEJH MOCIe yAaJeHUud ¢ HUX 3aKpbITOTO KJ/iloUa U €ro apXuBHbBIX KOIUH NOJ2KHBI
HCII0JIb30BATbCA B TOM 2K€ Ka4YeCTBe (,UJIH XpaHEHHA HOBBIX Kmoqeﬁ) n16o YHHUUTOXKATbCA.

Hacrosuue npasusia nonb3oBanusi corsacoBanel ¢ @CH Poccenn.

[TopsinkoBbi#i Ne M3MeHeHUsI

HOILI'II/ICI) JIMlla, OTBETCTBEHHOI'O 3a
H3MEHEHNEe

I[aTa BHECEHHA M3MEHEHHSA
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JIucT peructpauuu n3MeHeHUH
Howmepa suctoB (cTpaHuiy) Bcero No Bxopsiu#t | [lognucs | darta
W3M.| u3MeHeH- | 3aMeHeH- | HOBBIX | aHHYJH- | JHCTOB |JIOKYMEHTa| CONPOBOAHU-
HBIX HBIX poBaH- | (cTpaHHL) TeJIbHOTO
HBIX B JIOKYM. IOKYM. U JaTa

[TopsinkoBbi#i Ne M3MeHeHUsI

HOILI'II/ICI: JIMlla, OTBETCTBEHHOI'O 3a
H3MEHEHNEe

ﬂaTa BHECEHHA M3MEHEHHSA
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