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1 HasHauenue

«Marllpo Kpunrollaker» 4.0 B ucnonnennu «OpenVPN-I'OCT»— nosHoleHHasi BUpPTyaJbHast
yactHas cetb (VPN) Ha ocHoBe TLS, KoTOopasi peanusyer pacilivpeHHe ceTeBoi 6e30MaCHOCTH CJIOS
OSI 2 unu 3 ¢ ucrmosb30BaHKWEM TMPOMBIIIJIEHHOTO CTaHaaprta — npotokona TLS, mommepxusa-
eT rubKHe CrocoObl KPUNTOrpauyeckod ayTeHTH(UKAUK yUYACTHUKOB APYT APYTOM U TO3BOJSIET
MCIO0J/1b30BATh M0J1b30BATENbCKHE MJIH TPYMIOBbIE MOJUTHKHA KOHTPOJS AOCTYIA C HCIOJb30BaHUEM
TPaBUJI MEXKCETEBOTO IKpaHa, npruMeHuMble K BuptyasbHoMy uHTepdelicy VPN. «OpenVPN-I'OCT»
He SIBJISIeTCS] CEeTEBbIM MPOKCU-CePBEPOM U He paboTaeT uepe3 BeG-Opaysep.

«OpenVPN-T'OCT» npensiaraer mMaciiTabupyeMblii peXKUM KJHUEHT/cepBep, MO3BOJISET HECKOJIb-
KUM KJHEeHTaM MOAKJ/I0YaTbCs K ofHOMY U ToMy ke cepBepHOMy npolieccy «OpenVPN-I'OCT» uepes
onuH TCP-noprt.

«OpenVPN-T'OCT» — ato coctaBHast yactb CK3U «Marllpo Kpunrollaker» 4.0, a umMeHHO uc-
nosHeHue 7 (cootBercTByeT Kiaccy KC1) u ucnosnHenue 8 (coorBerctByet Kaaccy KC2) ykazaHHOTO
CK3H.

«OpenVPN-T'OCT» aBasiercss pyHKUHOHANBHO 3aKOHYEHHBIM U3JeHEM.

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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2 YcnoBus paboThl IPOrpaMMbl

«Marllpo Kpunrollaker> 4.0 B ncnonnenuu «OpenVPN-I'OCT» npennasHaueH njsi paGoTsl B
CJIElYIOLIMX OMEPALMOHHBIX CUCTEMAX:

Windows 8.1 / 10;

Windows Server 2012 / 2016 / 2019;

Debian GNU/Linux 9(stretch) / 10(buster) / 11l(bullseye);

Ubuntu 14.04, 16.04, 18.04, 20.04;

Linux Mint 19.x, 20.x, Linux Mint Debian Edition 4;

RedHat Enterprise Linux 7, 8;

CentOS 7, 8;

SUSE Linux 12, 15;

OpenSUSE 15.1, 15.2;

EMIAS OS 1.0;

IucTpubyTuBn AneT Ha 6aze mmardopm 8 u 9, Bkrimouass AnbT CepBep,
AnpT Pabouasi craHuudA, AnbT Pabouasa craHuus K,
AneT ObpazoBanHue, AnbT 8 CI, Simply Linux;

MCBCdpepa Ceprep 7.3, MCBCdepa APM 7.3;

T'ocnmuuykc IC6;

PE[ OC 7.2, 7.3;

Rosa Enterprise Desktop (RED) X4;

Rosa Enterprise Linux Server (RELS) 7.3;

Rosa Enterprise Linux Desktop (RELD) 7.3;

POCA KOBAIJIBT;

Astra Linux Special Edition Cmomnenck 1.6 aka wucm.l, 1.7;

Astra Linux Special Edition HoBopoccuuck;

Astra Linux Common Edition 2.12;

Numa Edge 1.0;

FreeBSD 12.x, 13.x;

MacOS 10.15, 11;

Sun Solaris 10, 11;

OpenWRT 19.07, 21.02.

L1 XpaHeHUs1 3aKPBIThl KJOYeH MOTY HUCMO0Jb30BaThCS

— (paisioBasi cHCTeMa KOMIIbIOTEPA;

— Jr060i annapaTHbIN KJ0UeBOH HocHuTel b, npenoctapisioinil nHTepdeiic PKCS#11 («PyToken

AII», «JaCarta» u um nogoOHbIE);
— ycTpoicTBO «PyTOoKeH» ¢ XpaHeHHeM KJjioued B (pallloBOH CHCTeMe TOKeHa;
— ycTpoicBo «Bbiora.
B 6ynyuieM moxeT ObITb 100aBJeHa MOAAEpPXKKA U APYTUX YCTPOUCTB.

N3-3a omubKu B cUCTEMHBIX 6UOJMOTEKAX BO3MOXKHbBI MPobaeMbl TPU paboTe ¢ KJAYaMH Ha afl-
napaTHeIX TokeHax B onepauroHHbIX cucteMax SUSE Linux, ROSA RED u AsbT, a B onepaiioHHOH
cucreme macOS pa6oTta ¢ TOKeHaMKU BO3MOXKHa TOJIbKO MPH 3aMycKe MporpaMMmbl 6€3 UCT0b30BaAHUS
onuuu —daemon.

HOpH[LKOBbII;'I Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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3 Ilepeuenb pyHKUMH

«Marllpo Kpuntollaker» 4.0 B ucnosnnennn «OpenVPN-I'OCT» peanusyer BUPTYasbHYIO UacT-
Hyto cetb (VPN) ¢ mudppoBaHHeM ¥ UMHUTO3ALIUTOH NAHHBIX, TlepeaBaeMbIX MO CETH, B COOTBET-
cteun ¢ TOCT P 34.12-2015, TOCT P 34.13-2015 u TOCT 28147-89 (To/1bKO AJ151 B3aUMOAEHCTBHS

¢ [10, ne nopnepxusatomum [OCT P 34.12-2015).

[TopsinkoBbi#i Ne M3MeHeHUsI

HOILI'II/ICI) JIMlla, OTBETCTBEHHOI'O 3a
H3MEHEHNEe

I[aTa BHECEHHA M3MEHEHHSA
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4 OO6ecneyeHue UH(pOPMaILIMOHHOH 0e30MacHOCTH pu
ncnonb3zoBanuu «Marllpo Kpunrollaker» 4.0

Hanexxnas kpunrorpaduueckas sallldta JaHHbIX Npu ucnosnb3oBaHuu «Marllpo Kpunrollakers»
4.0 obecrneuynBaeTcsi TOJbKO B TOM cJjydae, ecan akcmayartauus «Marllpo Kpunrollaker» 4.0 ocy-

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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5 YcraHoBka

Hcnonusemele paiasl «OpenVPN-I'OCT» cienyer ycTaHOBUTbh M Ha KJIHEHTCKOH, U Ha CepBep-
HOM MallMHaX, MOTOMY UTO OJHM M Te e HCIOoJHsSeMble (hal/bl NPeNOCTaB/SIOT U KJIUEHTCKHe, U
cepBepHble (PYHKIIMH.

5.1 ¥YcranoBka B Linux

YcranoBka «OpenVPN-TOCT» B OC auHykc BbinonHsiercs u3 deb- wuaum rpm-nakera
openvpn-gost, cneuu(PUUHOro 1/5 UCIO0/Ib3yeMOH BaMu Bepcuu Linux.

[lakeT openvpn-gost uMeeT psil 3aBUCUMOCTEH, CAMOM BaXKHOW U3 HUX SIBJSETCS 3aBUCUMOCTh
oT naketa openssl-r, coxepxaulero 6asossle koMmnoHeHTsl CK3M «Marllpo Kpunrollaker», atoT
MaKeT TaK»Ke BXOAWUT B KOMIIJIEKT MOCTABKH.

OctaJsibHble MaKeTbl, OT KOTOPBIX 3aBUCUT openvpn-gost, He0OXOIUMO YCTAHOBHUTb K3 LITATHOTO
perno3uTopusl Bauero gucTpubyTuBa Linux.

5.2 ¥YcranoBka B FreeBSD u Solaris

YcranoBka «OpenVPN-I'OCT» Ha 3T onepanvoHHblE CHCTEMBI OCYIIECTBJSETCS MyTeM Pa3Bo-
paurBaHUs JepeBa YCTAaHOBKH W3 tar-apxuBOB.

5.3 ¥YcranoBka B macOS

YcranoBka «OpenVPN-IT'OCT» Ha macOS ocyuiecTBisieTcss W3 MakeToB openvpn_gost u
openssl_r ¢ MOMOILbIO CHCTEMHOH yTHJAUTH installer.

5.4 YcranoBka B Windows

YcranoBka «OpenVPN-I'OCT» B OC Windows ocyliecTBisieTcss MyTéM 3amycka yCTaHOBOUHOH
MPOrPaMMBI.

«OpenVPN-T'OCT» posxeH ObiTb YCTAHOBJIEH M 3aMylLEH M0Jb30BaTeJeM, UMEIOLUM aIMHUHH-
CTpaTHUBHBbIE TPHUBUJIETHH, OJHAKO TOCJE 3aMycKa JaKe He MMeIOlHe MpaB aiMUHUCTPATOpa MOJb-
30BaTeJid CMOTYT UMeTh nocTyn K VPN.

59.4.1 ¥YcraHOBKa 111 3amycKa MOJb30BaTe/IAIMU, He UMEIOLUIMMH aMHHUCTPATHBHbBIX TPaB

B ycranoBounbli naker «OpenVPN-T'OCT» BkitoyeHa He6GoJibliasi cepBHUCHAs 000J04YKa.
ITOT cepBUC MPOCTO 3aNycKaeT BCe KOH(HUIypalMOHHBIE (aibl, KOTOpPble HAaXOAWUT B KaraJjore
C:\cryptopack4\config. Ecau Bbl xoTHTe, uT06b! Bam TyHHes b «OpenVPN-I'OCT» pa6otan Bcerna,
BHE 3aBHCHMOCTH OT TOTO, BOLLIMW Bbl B CHCTEMY HWJIM HET, Bbl MOXKeTe MPOCTO CKOH(UTYPHUPOBAThb
cepBuc «OpenVPN-TOCT» aBromartuuecku samyckatbesi npu 3anycke Windows. Ho moxer ObiTb,
yno6Hee 3aMyCKaTb U BHIK/JIIOYATh TYHHEJb 110 XKeJaHUI0, YTO MOXKHO JIeJIaTh, 3aMyCKasi U BBIKJOUas
CepBHLC.

KpymnHbI# HemocTaToK 3TOro crnoco6a 3ak/ouaercss B TOM, YTO HeT BO3MOXKHOCTH TIPeIOCTaBUTh
cayx6e «OpenVPN-I'OCT» naposb, KOTOpbiH Oblyl MpUMeHeH AJs 3allU(POBAaHUS Balllero 3akphbl-
TOTO KJI0oua. DTO 3HAYMT, UTO BbI JO/KHBI UCIIOJNb30BATh HE3aIIHU(POBAHHBIA 3aKPBITBIH KJIIOU.

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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Kak mpaBuso, 3amyck M OCTaHOBKa cepBHca TpeOylOT NpaB aJAMHHHCTPATOPa, HO Bbl MOXKETe
faTh OOBIYHOMY MOJIb30BATEJ/I0 NPaBO KOHTPOJNHMPOBATh MHAUBIUYAJbHBIH CEPBUC. DTO JLeJaeTcs C
nomoulpio yTUIUTH subinacl.exe, BkatouenHoit B Windows Resource Kit.

Yro6bl MpenocTaBUTh Nosb3oBatesio John nmpaBo 3amyckarte W BhiKJ0UaTh cepuc «OpenVPN-
[OCT», BoiiniuTe B CHCTEMY C NPaBaMH aJAMHHHUCTPATOPA U BHIMIOJHUTE CJAELYIOIIYI0 KOMaHIY:

subinacl /SERVICE "OpenVPN-GOSTService" /GRANT=john=TO

5.4.2 Kourtpoab Han cepsucom «OpenVPN-I'OCT» wu3 rpaduueckoro unHtepdeiica «OpenVPN-
[OCT»

CylecTByeT crelHa bHbIH pexXuM «ToJIbKO cepBHUC», MOAXOASIIMN /IS T10Jb30BaTeNel, paboTa-
oKX 6e3 MpaB afMUHUACTpATOpPa. DTOT PexKUM MeHsieT nmoBesieHue nelcTBuil Connect u Disconnect
TaKUM 00pa3oM, UTO OHM 3amyckaloT ¥ octaHaBauBaioT cepsuc «OpenVPN-I'OCT» BMecTo npsimoro
3amycka openvpn-gost.exe, kak o6prgHo. OH Takxke npsueT MeHio «HacTpoiika mpokcu», Mockosb-
Ky OHO He BJIHseT Ha cepBHUC. UT0Obl 3aMyCTUTh 3TOT PeKHM, yCTAaHOBHTE C/eAylolllee 3HAUEHHe

peructpa B l:
HKEY_LOCAL_MACHINE\SOFTWARE\Cryptocom\OpenVPN-GOST GUI\service_only

5.4.3 Windows «Run as»

B Windows cyuiecTByeT BO3MOXKHOCTb 3aMlyCTUTh MPHUJIOKEHHE OT JIMLA APYTOro MoJb3oBaTelis,
He’KeJId BOLIEAIINH B cucTeMy. JIydmui cnoco6 UCMonb30BaTh 3Ty BO3MOXKHOCTb B IAHHOM CJjydae
— 3anyctuB rpaduueckuil untepdeiic «OpenVPN-I'OCT». [lockosnbky rpacdudeckuit uHTepderc
paboTaeT OT JMLA AAMHUHUCTPATOPA, TO MOKA OH paboTaeT, MOXKeT ObITh OTKPBITO U 3aKPHITO JI060€
konnyecTBO TyHHesed «OpenVPN-T'OCT».

[TomuuTe, 4TO, UCMOMB3YS 3Ty BO3MOXKHOCTb, BBl JaeTe MOJb30BaTe/sIM BO3MOXKHOCTb pPacCLIU-
pDUTb CBOM MpaBa N0 aIMHUHHUCTPATUBHBIX. Eciy BEl He XOTHTe, UTOOBI KOMIbIOTEP paboTas MoA
aJIMAHUCTPATOPOM, IJIs1 TOTO YTOOBI 3AMIUTHUTBCS OT BPEIOHOCHOTO KOJIA M3 CETH, BBIMOJHSIOMIEr0Cs
C MpaBaMM aMHUHHUCTPATOPA, TO 3TO MOXKeT ObITh XOPOILIUH Cr0CO6, HO €CJIM BALIKUM MOJIb30BATESIM
HY MPH KaKUX OOCTOSATENbCTBAaX HeJsb3sl 3aMyCKaTb MPHUJIOXKEHHs C TMpaBaMH aJMHHUCTPATOpPa, Bb
HE nomxHbl vcnonb3oBaTh 3T0T cnoco6 pa6otsl ¢ rpadudeckum uHtepdeicom «OpenVPN-I'OCT»!

YcranaBauBasi rpaguyeckuil HHTepdeiic, obs3atenbHo oTKaouuTe onuuio AutoStart OpenVPN
GUI, nockosbKy BaM MOHALOOUTCS CO3/aBaTh MKOHKY IJ51 3alyCcKa BPYYHYIO.

5.4.4 Cosnanue ukonku Run As B OC Windows

CospnaiiTe 00BIYHYIO UKOHKY JJIsS openvpn-gui.exe
(C:\cryptopack4\openvpn-gost-gui.exe) Ha paGoyem cTode.

[lenkHUTE MPaBO# KJABHUIIEeH MBIIIH 110 UKOHKe U BhiGepuTe CBOHCTBA.
[Ilenkuute Ha Advanced...

[TocraBbre ranmouky Run with different credentials.

Korpa BBl LlefiKaeTe ABOWHBIM I1€JYKOM MbILIK 110 3TOH MKOHKE, MOSIBUTCS OKHO, B KOTOPOM
HY>KHO OyZleT BBECTH JIOTMH U MapoJib JJisl 10Jb30BaTesl, OT JIMLA KOTOPOro Bbl XOTHUTE 3aMyCTUTh
rpaduueckrnil uHTepdeic. Ecau Bl X0TUTe, 4TOOBI OH 3aMycKaJjcs aBTOMAaTHYeCKH, KOrjia Bbl BXOAUTE
B CHUCTeMY, [lepeHecHTe 3Ty MKOHKY B KartaJjor Startup B mento Start-Programs. Torma y Bac 6ynyT
3anpalluBaTh JIOTHH U NapoJib HENOCPEACTBEHHO KaxXKIbld pa3 MpU BXOLE B CHCTEMY.

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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5.4.5 «MonyanuBas» ycTaHOBKa

YeranoBmuk «OpenVPN-I'OCT» moxeT paboTaTh B «MOJYAJUBOM» pexxKUMe 6e3 B3aMOoaelCcTBUSA
C noJib3oBaTeJsieM. [{/is BKJIIOUEHHS] «MOJTUaJHBOT0» PeXHUMa MPH 3alyCcKe YCTAHOBLIMKA HEOOXOTUMO
yKa3aTb B KOMaHIHOH CTPOKe KJiou /S.

[Ipy UCrOMb30BaHUN «MOJIUATHBOrO» PeKMMa MapaMeTpaMy YCTAHOBKH MOXHO YIPABJISITh C MO-
MOLIbIO KJII0Ueld KOMaHIHOH cTpokH. MHcTanmsaTop 6a30BbIX KOMIIOHEHOB MOAEPIKUBAET CJIENYOLIHe
KJIIOUN

/KEY=KJIou — JIMLEH3HOHHBIH KJiou (00si3aTesieH);
/RNG=Tun — tun JICY (mo ymonyanuio PROGRAM);
/PHOST=Xx0CT — XOCT TPOKCH (TpebyeTcs TOJIBKO TpU paboTe depe3 MPOKCH);
/PPORT=mnopT — MOPT MPOKCH (TpebyeTcsi TOJbKO MpH paboTe uepe3 MPOKCH);
/PUSER=m07Nb3 — M0Jb30BaTe b MPOKCH (TpebyeTcsl TOJMBKO MpHU paboTe uepe3 MPOKCH C aBTO-
pusanuen);
/PPASS=naposb — NapoJib M0Jb30BaTeNs MPOKCH (TpebyeTcsl TOJMBKO TpU paboTe yepes MPOKCH
C aBTOpHU3alHei);
/SELECT_RUTOKEN=1 — mnpeAnuCcbiBaeT yCTaHaBJAMBATh MOAY/IHU paboThl ¢ PyTokeHamu;
/D=nyTb — Tanka, B KOTOpPyl0 OyleT BHIOJHEHa YyCTaHOBKA (MO  yMOJIYAHHIO
C:\cryptopack4). IToT KJIOU JA0/MKeH ObITb MOCJAETHHM, TaK KaK BCe, 4TO Ha-
MHMCAHO MOCJIe Hero, BKJUas NpodeJibl, TpaKTyeTcs Kak MUMs ManKH.
Wucranasitop «OpenVPN-I'OCT» nonnepkuBaeT cienyolife KJOUH:
/SELECT_OPENVPNGUI=1 — ycraHoButb QUI;
/SELECT_TAP=1 — ycraHoButb TAP-ananrep;
/SELECT_ASSOCIATIONS=1 — accolMHpoBaTh (halJbl .ovpn,
/SELECT_PATH=1 — no6aButb nytb B PATH,
/SELECT_SHORTCUTS=1 — co3naTh sIpJbK B MeHI0 "[lyck";
/D=nyTb — Tanka, B KOTOpylo OyleT BBINOJHEHA YCTaHOBKA (3HaueHHe 10 YMOJYAHHUIO
C:\cryptopack4). ITOT K04 OOJKEeH OBITh MOCJAETHHM, TaK KakK BCe, UTO Hamwuca-
HO T0oCJie Hero, BKJ0Yasi MpobeJsibl, TPAKTYeTCsl KaK UMs MamnkH.
[To ymosuaHut0 BCe 3TH NeHCTBUS BKJIOYEHBl, OTKIOUNTh UX MOXKHO, BBICTABHB COOTBETCTBYIOIIEMY
napametpy 3HadeHue 0.

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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6 Hacrtpoiika

6.1 OO6uue 3ameyanus

Hans Hactpoiiku «OpenVPN-I'OCT» Heobxonumo:

— Omnpenenutbest ¢ Tunom VPN — Bribpath mapuipytusupoBaHiyo VPN unau VPN Tuna «moct»

— Co3path WM BOCMOJB30BATHCS HH(PPACTPYKTYPOH OTKPBITBIX KJ/IOYeH /s CO3LaHUS CEepTH-
(buKaTa 3aKpBITOrO KJIIOYa CepBepa M KaxKAOro KJHEHTa, KOPHEBOIO CepTH(HKAaTa yLOCTOBe-
psIOLLero LeHTpa U KJ/io4a, KOTOPBIH MCHOJb3yeTcs /S MOAMUCH KaK[A0ro U3 CepBEpHBIX U

6.2 Bei6op tuna VPN
6.2.1 MapupyrtusupoBanHas VPN U VPN rtuna «moct»

MapuipyTHsupoBaHie U CBSI3b THNA «MOCT» (OpHUAXKHHT) - JBa crocoba CB3M CHUCTEM vepes
VPN.

Korpna kiueHT noxak/ouaercs K ynaneHHoH ceTu dyepe3 VPN Tuna «MocT», eMy npucBauBaercs
[P-anpec, aBasiomuiics 4acTbio ynaseHHon (usuueckod noacetu Ethernet, u mocse a3Toro oH MmoxeT
B3aHWMOJIEHCTBOBATh C APYTHMH MallMHAMH yIaJeHHOH ceTH, KaK OYATO OHM COeJAMHEHBl JIOKaJbHO.
Hactpoiiku VPN Tuna «moct» TpebyloT clienanbHOr0 UHCTPYMEHTA, 3aBUCAILETO OT ONepalluOHHON
cUCTeMBbl, uTOOBl CBsi3aTh ajmantep noacetd Ethernet ¢ BupTyasbHbIM ycTpoiicTBoM cTussi TAP.
Hanpuwmep, nas Linux takoit unctpymenrt - bretl. Ha OC cemeiictBa Windows BeiGepute apanrtep
TAP-Win32 u anantep cetu Ethernet B Control Panel->Network connections, 3aTeMm IieJKHHTE
npaBo#l KnaBuiled MblK U Beibepute Bridge Connections.

Korna knueHT mopk/toyaercs yepes MappyThsupoBaHHylo VPN, oH ucrnosnb3yeT cOOCTBEHHYIO
OT/eJIbHYIO MOJACEeTb, U MapLIPyThl YCTaHaBJMBAIOTCS W HA KJWEHTCKOH MallWHe W Ha YHaJeHHOM
refite, YToObl MAKETHl JAHHBIX OecrnpensaTcTBeHHO npoxoauau yepes VPN. 3nech KnneHT - HeoOsi3a-
TeJbHO OJiHA MAlllMHA, 3TO MOXeT OBbITh MOACETb M3 HECKOJNbKHX MallHH.

MapuipyTuzauusi ¥ cBsidb THIA «MOCT» C (PYHKLHOHAJbHOH TOYKM 3pEeHUs] OUYeHb IOXO0XKe, C
Ba)KHBIM pa3J/jMuHMeM B TOM, YTO MapuipyTusupoBaHHas VPN He mpomyckaeT LIMpoOKOBelllaTe bHble
paccolnku [P-naketos, a VPN Ttuna «moct» nponyckaer.

d1u pasHoBunHocTH VPN CBsi3aHbl ¢ HCIIOb30BaHWEM Pa3/MYHBIX ananTepoB. ycrpoiictBo TAP
- BUpTyasbHblil anantep cetu Ethernet, ycrpoiictBo TUN - Bupryanbnas IP-cBsisb Touka-B-TOUKY.

Korna Bbl ucnosnb3yere VPN Thna «MocT», BBl TOJIXKHBI BCETa UCMONb30BaTh -dev tap Ha o6oux
KOHLIaX coequHeHUs. Ecnu BBl vcnonb3yete MapuipyTusdpoBanuyo VPN, Bel MoxeTe HCMOJb30BATh
u -dev tap, u -dev tun, HO BBl JOJIKHBI HCIOJb30BaTb OAHO U TO Ke Ha OOOMX KOHLAX COeIH-
HeHus. Mbl pekoMeHIyeM HCNOJb30BaTh -dev tun, Tak Kak HeKoTopble Bo3MOXKXHOCTH «OpenVPN-
[OCT», BKJIOUast HCMOJMb30BaHHE KOH(MUIypalUM LI03a (hUIMaNa, HEBO3MOXKHO HCIOJNB30BATh C
tap-amanrepom.

Crnenyer uMeTb BBUAY, 4TO tap-amaprepbl He monaiepxkuBatoTcss Ha macOS HauWHas ¢ BepcUH
10.5 (catalina).

[Ipeumymectea VPN Tuna «Moct»:

— [upokoBewiatenbHble paccbliku IP-nakeroB npoxonsit yepes VPN - 310 mosBossieT mpo-

rpaMMHOMY OOecledyeHHI0, 3aBUCSIIEMY OT PACCHIJIOK JOKA/JIbHOH ceTH, Hampumep, Windows
NetBIOS, o6meHuBatbes hailiaMyu U MPOCMAaTPUBATh CETEBOE OKPY2KEHHe.
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— He Hy>XHO KOH(HUT'YpUpPOBaTh MapLIPyTH3ALUOHHBIX YTBepKIAEHUH.
— PerleHue, 0OTHOCUTENBHO JIeTKOE /Jis KOHPUTYPUPOBAHHUS.

Henocrarku VPN Tumna «moct»:
— MeHee 3(exTHBHA, YeM MapLIPYTU3UPOBaHHKE, U MJI0XO MaclITabupyeTcs.
[IpeumyiectBa mMapuipytusupoanHoid VPN:

— OdPeKTUBHOCTb U MaCILITAOUPYEMOCTb
— IlosBosser ayuwyto HacTpoky MTU 175 3¢ heKTHBHOCTH.

Henocratku mapupyrusuposanHoid VPN:

— Kunuentsl nosmxkHel ucnosnb3oBath cepep WINS (Hampumep, Samba), 4To6bl M03BOJHUTE pabo-
TaTb NPOCMOTPY ceTH yepe3 VPN.

— Heo6xonuMo HaCTPOWUTH MapIIPYThl, CBSI3BIBAIOLIHE KAXKIYIO0 MOACETh.

— IlporpammHoe o6ecneueHue, 3aBucslee OT OPOAAKACTOB, He OyIeT «BUAETb» MAIKHbBI HA APY-
roi cropone VPN.

B o6uieM, MapupyTH3UpoBaHUe, BEPOSITHO, JIYULIUH BBIOOP AJ51 OOJBIIMHCTBA M0Jb30BaTeNeEH,
TIOTOMY UTO OHO 60Jiee 3(PPEKTHUBHO U ero Jierde HaCTPOUTh (Kak U camy KoHpurypauuio «OpenVPN-
[OCT»). MapupyTusupoBaHue TakxKe MPeNOCTaBJsieT GOJMbIIYI0 BO3MOXHOCTb U30HPATENbHO KOH-
TPOJIMPOBATh MpaBa AOCTYIa Ha KJIMEHTCKH-CIeLH(PUIHOH OCHOBe.

PekomeHyeTcsl MCNO/b30BaTh MapUIPyTH3alUI0, €CAU TOJbKO BaM He HYXKHBI CHelU(HUuecKue
BO3MOXKHOCTH, TpeOylollle UCMONb30BAHUS «MOCTa», TaKHe Kak:

1. Bol 3amyckaere mnpusoxkeHuss Hax VPN, KoTopble moJaraiTcss Ha CeTeBYIO PeTPaHCJSLUI0
(Takue Kak ceTeBble HUTPbI)

2. Bbl Obl X0Te/IM N03BOJIUTb NpocMaTpuBaTh yepe3 VPN cOBMECTHO HCHOJ/b3yeMble pecypcehl, He
ycTaHaBnauBas cepBepel Samba niaun WINS.

6.2.2 Hywmepauusi yacTHbIX mojceTel

YcranoBka VPN uacTo TpeOyeT CBSI3bIBaHUSI BMeCTe YACTHBIX MOJACETeN W3 Pa3HbIX JOKALHUH.
[ANA 3apesepBupoBasa cjaenymwoiide Tpu 6joka mpocTpaHcTBa [P-anpecoB nsst 4acTHBIX ceTel
(xomuduuuposano B RFC 1918):

10.0.0.0 10.255.255.255 (mpedukc 10/8)
172.16.0.0 172.31.255.255 (mpedukc 172.16/12)

192.168.0.0 192.168.255.255 (mpedukc 192.168/16)

B To BpeMs Kak aapeca M3 3TUX OJIOKOB CJeflyeT B HOpPME MCIIOJIb30BaTh B KOH(PUTypaLUiX
VPN, BaxHO BbIOMpaTb ajpeca, KOTOpble MHHUMH3HUPYIOT BO3MOXKHOCTb KOH(aHKTOB [P-anpecos
U4 noaceteid. TUMbl KOHMAUKTOB, KOTOPBIX CJedyeT H3berath:

— KouduukTel pasHeix Mect B VPN, ncnosnb3youux ofuHakoBYy0 HyMmepauuio noaceted LAN;
— CoenrHeHUs yIaJeHHOr0 NOCTYyMa U3 MECT, KOTOPble UCMOJb3YIOT YAaCTHbIE TOACETH, KOH(JIUK-
TylIMe ¢ BawkiMu noacetsmu VPN.

Hanpumep, npeamnosoxum, 4To Bel UCIOJb3yeTe TonyasipHyto noacetb 192.168.0.0/24 kak Baury
yactHyto noncetb LAN. Teneps Bl neiTaerech coenuHuTbesl ¢ VPN U3 uHTepHeT-Kade, UCIOMNB3Y-
otero Ty ke moxaceTb s csoero WiFi LAN. ¥ Bac Gymer mpobseMa MapLIpyTH3alLWH, IOTOMY
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4TO Ballla MallWHa He noiMeT, oTHocuTcs i 192.168.0.1 k nokanbHoMy WiFi-refiTy uaum K Tomy xe
anpecy Ha VPN.

B kauecTBe mpyroro mpumepa, NMpeANoJOXKHM, UYTO Bbl XOTHTE COEIHHUTb BMECTE HECKOJBKO
Toyek ¢ nomoibio VPN, Ho Kaxkaast Touka ucrnogbsyer 192.168.0.0/24 B kauecTBe CBOeH MOACETH
LAN. D10 He 6yzner paboTaTb, €CaM He N06aBUTb NOMOJHUTEbHbIH cjoil TpaHcasuuu NAT, notomy
uto VPN He mnoiiMeT, Kak MaplIpyTH3HpOBaTb MaKeThl MeX1y HEeCKOJbKHMH TOUKaMH, €CJIU 3TH
TOYKH He HCIOJb3YIOT MOACEThb, KOTOpPas YHUKAJNbHO UIEHTU(DULHPYET UX.

Jlyuinee pemenwe — usberatb mosb3oBaTbes 10.0.0.0/24 uau 192.168.0.0/24 B kauecTBe ce-
TeBbiX anpecoB LAN. BmecTo 3Toro ncrnosb3yiite uto-HUOYIb, 4TO ¢ 60Jiee HU3KOH BEPOSITHOCTBIO
6ynet ucnosnb3oBaHo B WiFi-kade, aspornopTy uau oresie, 0TKyna Bbl, BO3MOXKHO, 3aXOTUTE yCTa-
HOBHUTb ynajeHHH poctyn. Jlyulve KaHIUAAThl — TOACETH B cepenrHe Gosibiuoro 6ioka 10.0.0.0/8
(nanpumep, 10.66.77.0/24).

Uro6bl M36exKaTb KpPOCC-JA0KALUOHHBIX KOH(MAUKTOB HOMepoB [P, Bcerna ucnosb3yiiTe yHUKaJb-
HYI0O HyMepaluwo ajs Bamux nopceted LAN.

6.3 HMHdpacTpyKTypa OTKPBITHIX KJjtouen
6.3.1 DBaenenue

Hudpactpykrypa otkpbiThix Kiawoded (PKI) coctout uas:

- OtnenbHOTO cepTH(UKaTa (TaKkKe M3BECTHOTO KaK OTKPBLITHIH KJI0Y) M 3aKPLITOTO KJrOYa [Jis
cepBepa M Ka)KJOro KJueHTa, U - KopHeBoro cepTudukarta yIOCTOBEpSIOLIETO LEHTPAa M KJIUa,
KOTOPBIH HCIMOJb3YeTcs A/ TIOATUCH KaXKAOT0 M3 CepBepHbIX M KJIHEHTCKUX CepPTH(HKATOB.

Jlnsi ayTeHTHDHUKALUE HEOOXOAMMO, YTOOB KJIHEHT MOT ayTeHTH(HLHUPOBATb CEPBEP IO ero Cep-
TU(UKATy. J[OMOJHUTENBHO MOXKHO CHEJNAaTh TaK, YTOObI cepBep MOT ayTeHTH(UIHUPOBATb KJIHEHTOB
no ux cepruduxaram. «OpenVPN-I'OCT» nopnepxKuBaeT Takyio NBYyHalpaBJeHHYIO ayTeHTU(DUKA-
M0, YTO O3HAUaeT, UTO KJHEHT JO/KeH ayTeHTHU(PULHPOBATH CEPBEPHBIH CepTH(UKAT, U CepBep
IOJKEH ayTeHTH(HIMPOBATb KJIHEHTCKUH CepTHU(HKAT, Tpexae 4eM YCTAHAB/JIMBAETCS B3aMMHOE
L0Bepue.

U cepBep, 1 KneHT OGyoyT ayTeHTH(HUIHUPOBATH APYT ApPyTra, CHadyaja MPOBEPUB, UTO MPEACTaB-
JIEHHbIH KaHAuAaT OblJ1 MOANMCAH Ha cepTH(HUKATe YyAOCTOBEPSAIOLLEro LEHTPa, a 3aTeM TeCTHPYS
MH(OPMAIIMIO B 3arojIOBKe y»Ke ayTeHTHU(PHUIMPOBAHHOTO cepTH(HKATa, TaKyl, KaK comimon name
cepTu(UKaTa UIH ero THUM (KJIHEHTCKUH WM CEePBEPHBIH).

dta Mojesb 6€30MacHOCTH UMeeT DSl JKeJaTesNbHbIX MPU3HAKOB ¢ TOUYKK 3peHuss VPN:

— CepBepy HyXeH TOJbKO ero CO6CTBEHHBIH cepTH(UKAT/K/II0Y — eMy He HY?KHO 3HaTh UHIUBH-
LyaJbHble CePTHU(PUKATBI BCEX KJIHUEHTOB, KOTOPbIE, BOSMOXKHO, YCTAHOBAT C HUM COEIMHEHHe.

— CepBep OyzmeT NMpUHHUMATb TOJNBKO KJHEHTOB, YbH CePTH(UKATBI ObIIM MONMUCAHBI HA CEpPTH-
(puKaTe yooCTOBEPSIIOLIEro eHTpa (KOTOpbiH OyeT reHepupoBaH HUXKe). M MOCKOJBKY cepBep
MOXKET BBIMOJHATh 3Ty MPOBEPKY MOANUCH 6e3 He0OXOAUMOCTH AOCTYNa K CaMOMY 3aKPbITOMY
katouy Y1, karou YII (cambiéi uyBcTBUTE bHBIN KJou BO Bceir PKI) mMoxeT HaxomuTbes Ha
COBEepILIEHHO APYyrod MallHHe, Ja)Ke Ha MallkHe 0e3 CeTeBOro COeJUHEeHHS.

— Ecuau 3akpBITBIH KJ/II0U CKOMIIPOMETHPOBAH, OH MOXeT ObIThb 1€3aKTUBHUPOBAH NyTeM H00aBJe-
Hus ero ceprudukara B CRL (cnucok or3biBa ceptudurkaroB). CRL nosBosisier ckomnpomeT-
pPOBaHHBIM cepTHU(HKAaTaM ObITb OTBEPrHYTHIMM M30MpaTe/ibHO, He TpeOys nepecTpauBaTh BCIO
PKL

— CepBep MOXKeT YCUINUTb KJIHUEHTCKHU-CIeLlU(pUUHbIe TPaBa A0CTYINa, OCHOBAHHbIE HA BHYTPEHHUX
noJsix ceprudukara, Takux kak Common Name.

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe




KpUnTO CENY.00009-05 32 09 17

O6paTuTe BHHMaHHe, YTO Yachl cepBepa M KJHEHTa JOJKHBl OblTb OoJsiee-MeHee CHHXPOHHU3UPO-
BaHbl, HHaUe CepTU(PUKATBl MOTYT paboTaTb HEKOPPEKTHO.

6.3.2 TleHepauusi CaMOMOAMMCAHHOTO CepTU(HKATA U KJ0Ya YIOCTOBEPSIOUIETO IeHTpa

Jnsi reHepauuu KoMmIJIeKTa Kjioded U cepTH(UKATOB, HeoOXomUMbIX HJsi paboThl «OpenVPN-
[OCT», pekoMeHayeM HUCIIONB30BaTh HAOOP YTUJUT easy-gost, MOCTaB/AsseMblH B cOCTaBe AUCTPUOY-
TUBA.

6.3.3 OT3BIB cepTU(HHKATOB

Or3bIB CepTI/Iq)I/IKaTa 03HayaeT 0ObsIBJeHHE HedeHCTBUTEJbHBIM paHee MMoAINKHMCaHHOTO CepTI/Iq}I/I-
KaTa, TaK 4TO ero OoJibllle HeJb3sl UCIO0Jb30BaTh AJS LeJeH ayTeHTI/I(bI/IKaL[I/II/I.
Tunuunble IMPUYHHDBI XKEJIaHHUA OTO3BATb CepTI/I(pHKaT BKJIIOHAIOT!

— 3akpbITBIH KJI0Y, CB3aHHBIN C CePTU(PHUKATOM, CKOMIPOMETHPOBAH HJH YKpaJeH.
— Ilosb30oBaTesb 3alIMPPOBAHHOTO 3aKPLITOrO KJIF0Ya 3a0bIBaeT MapoJib K KJUy.
— Bbl xoTuTe npekpaTtuTh HocTyn noJb3oBatens K VPN.

CHaua/sia BaM HY2KHO CO3[aTb CIIMCOK OT3bIBa. Xopollasi MpakTUKa — CO3/4aTh MyCTOH CIIHCOK OT-
3bIBa, U MYCTb BALUM KJUEHTbI €ro NpoBepsitoT. TakuM 00pa3oM, KOria BaM AeHCTBUTEJNBHO MPUAETCS
OT3bIBaTb CePTU(HKAT, Y BaC He OyeT NpobseM ¢ TeM, YTOObl 3aCTaBUTb KJIHEHTOB 3TO 3aMETHUTb.

Uro6bl co3gaTh CIMCOK OT3blBa AJs Bawero YII, Bam mnpexkae Bcero Hy»XHO CO37aTh (paiis
index.txt. dto cHauana Gymet mycTo# Qais (co3maHHbIi KomMaHnou touch). OnHako, Korna Bbl Hay-
HeTe OT3bIBaThb CePTU(UKATH], B Hero OyeT n06aB/asTbcsl HHpopMauus. Pain yutabesen 1 aoaei
¥ HETOAMKCAH, TI03TOMY HaM HYKHO, uTo6bl OpenSSL cnenana nss Hero nognucanuyo PEM-dopmy.
Takum o6pazom, Korga BBl NMOJY4YUTE CBOH MyCTOH (hals yKasaress, Bbl MOxeTe clesaTb U3 Hero
CIIMCOK OT3bIBa C IMOMOLILBIO:

openssl ca —-gencrl -keyfile ca.key -cert ca.crt -out crl.pem

rge ca.key ——- 3akpeTHH Kinou CA
ca.crt --- ceprudukar CA
crl.pem --- Tpebyemuit Qaitsi, comepXamuil CIUCKU OT3IHBA

JTa KOMaHAa CO3[acT [Jil BaC CIHUCOK OT3biBa, AEHCTBUTENbHBIH B TeueHHE yMOJ4aTeJbHOTO
npomexxyTka BpeMmeHd (1 mecsin). B Tom caydae, ecau CnHCOK OT3bIBA HCMOJb3yeTCs TOJbKO Ha
cepBepax, KOTOpble Bbl KOHTPOJIUPyeTe, U e Bbl yBepeHbl, YTO OOHOBHUTE CIIMCOK OT3bIBa IPH CJle-
AyIOlleM OT3blBe, Bbl, BO3MOXKHO, 3aXOTUTE YBEJUUYHUTb BpPeMs XKH3HHU CIHUCKa OT3blBa. VMHaue uepes
HEeCKOJIbKO MecCsiLieB Ballld cepBepbl OyAyT 2KaJoBaThbCsl, YTO CIUCOK OT3bIBA ycTapel.

YToObl yBEJHYUTL NPOAO/KUTENbHOCTb BPEMEHH, B TeueHHe KOTOPOTo CIHUCOK OT3blBa JEHCTBHU-
TeJieH, 106aBbTe oniuio crldays XxX K BBIILIENPUBEIEHHOH KOMaH/Ie TeHepallii CIIMCKa OT3biBa (e
XXX — KOJIMUECTBO JHeH, B TeYeHHe KOTOPBIX CIHMCOK OT3bIBA JEHCTBUTENEH)

[Iprumeuanue. Ecau cpok aelicTBUS Balllero CIUCKa OT3bIBA UCTEKAET, NpexKJe 4eM Bbl OT30BeTe
cepTU(HUKAT, TPOCTO CO3MANHTE HOBBIH, KAaK OMUCaHO Bbille. CIUCOK OT3bIBA — MPOCTO MOAMUCAHHAS
KOIMHS BHYTPEHHEr0 CIKCKAa OTO3BaHHBIX CepTHU(HKATOB, UMelollasi CPOK NeHCTBUS U 0(OpMJeHHas
B CTaHAapTHOM (opmaTe. Brl MoxKeTe co3/1aBaTh HOBble CIIMCKM OT3bIBA, KOTAA 3aXOTHUTE.

Tenepb, Korga HauasnbHBIA CIIHCOK OT3bIBa FOTOB, Mbl OT30BEM CepPTH(UKAT:

openssl ca -revoke bad.crt -keyfile ca.key -cert ca.crt

rge ca.key u ca.crt --- TO Xe camMoe, UTO U B IpenuHOymer KOoMaHOe, a
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bad.crt --- oT3mBaeMHMN cepTHUdUKAT.

DTO aBTOMAaTH4eCKH OOHOBUT Bawl ¢aia index.txt, no6aBUB HOBble neTanu 06 OTO3BAHHOM Cep-
Tu(uKare. Ternepb BaM HYXKHO CO3[aTb HOBBIH (pail/l CIIMCKa OT3bIBA TOH K€ KOMaHIOH, KOTOpOH
MBI M0JIb30BaJIMCh BhIlLIe, YTOOBl CO3[aTh NyCTOH (haiy. Korma HOBBIH CIIMCOK OT3bIBA CO3[aH, €ro
HeoOX0IUMO OMmyOJHKOBATH!

Ecsay BBl XOTUTe MOUTPaTh C MPOAOJIKUTENBHOCTBIO AEHCTBUS CIHUCKA OT3bIBA M MPOYUMHU IIO-
LNOOHBIMU BelllaMH, BaM HeO0OXOAMMO MPouYuTaThb pasies «ONUuu CHUCKa OT3bIBa» B PYKOBOACTBE 110
OpenSSL CA. Ecau BBl XOTHTe MaHHIYJHPOBATh CO CIIUCKOM OT3bIBa, MPOCMATPUBATh €ro U T.I.,
npouuTaiite pykoBoacTBoO no ytuaute CRL.

6.4 Kondurypauunonusle ¢panapl
6.4.1 TlonyueHue nprMepoB KOH(PUTypaLHOHHBIX (DakioB

Jlyulie Bcero MCrno/ab30BaTh roTOBbIE MpUMepbl KOH(UTrypauuoHHbiX ¢aiaoB «OpenVPN-I'OCT»
B KaueCTBe OCHOBBI JJis Ballel co6cTBeHHON KoHpurypauuu. B OC Windows 3ty ¢aiinbl MOXHO
naiitu B C:\cryptopack4\sample-config, B ocranpubix OC — B /etc/openvpn-gost.

O6partute BHUMaHKe 4To B Linux, BSD nau Unix-nomo6HbIX onepanoHHbIX CHCTEMAaX MPUMepHI
KOH(UT'YpalLlMOHHBIX (paiisioB HasbiBaloTcs server.conf.sample u client.conf.sample. B Windows onu
HasblBaloTCcsl gost-server.ovpn u gost-client.ovpn.

6.4.2 PenaxktupoBaHue cepBepHOro KOH(UTIypaLHOHHOrO (haiina

[Tpumep cepBepHOro KoH(pUrypauuoHHOro (haina — ujaeanbHasi CTapTOBasl TOYKA /151 CEPBEPHOH
koHpurypauun «OpenVPN-I'OCT». On coszpact VPN ¢ ucnosb3oBaHueM BUPTYasbHOIO CETEBOrO
UHTepdeiica, 6yneT caymaTh KJIHeHTCKHe coenrHeHus Ha tep-nopty 1194 (Homep nopra, 3ape3epBH-
poBaHHbIl ass1 VPN), u 6yznet pacrpenessiTb BAPTyaJbHble afapeca /sl MOAKJI0UYAIOLIMXCS KJIHEHTOB
u3 moaceru 10.9.1.0/24.

[Ipexxne ueM HCMOJB30BaTh MpUMepP KOH(PUTrypauuoHHOro aiaa, BaM Mpexiae BCEro cjenyet
OTpeNaKTHpPOBaTh MapaMeTprl ca, cert W key Tak, uToObl OHH yKasblBaJu Ha (aHbl, KOTOpbE BbI
CreHepUpoBaJ/Il paHblie.

Tenepp KoH(HUTypallMIoO cepBepa MOXKHO MCIOJb30BaTh, HO Bbl MOXETe 3aXOTeThb ee elle OoJiblie
MOAU(ULHPOBATD.

1. Ecniu Bbl ucnosnb3yere VPN Tuma «MocT», Bbl JOJKHBI MCIOJb30BaTh server-bridge Bmecto
server u dev tap.

2. Ecsu BB XOTHTE HCIOJB30BATh APYroi Habop BUPTyatbHbX IP-anpecos, Hexenn 10.9.1.0/24,
BaM cJjefyeT MOAU(UIUPOBATH AHUpeKTHBY server. [lomHUTE, 4TO 3TOT HabOp BHUPTYaJbHBIX
aJpecoB N0JKeH ObITb YAaCTHBIM HAaOOpOM, KOTOPBIH He UCMOJb3yeTCsl B Ballled CEeTH.

3. Ho6aBbTe nupekTuBy client-to-client, ecsiu Bel XoTHTe, UTOOBI MOAKJIOYAIOLINECS KJHEHTHI
Morsid BuaeThb Apyr apyra yepe3 VPN. Ilo ymonuanuio KaueHTB MOTYT BUAEThb TOJIbKO CepBep.
B cayuae ucnonb3oBanuss TUN-uHTepdelica He0OOXONMMO TaKKe BKJIOYUTH (popBapauHr [P

4. Ecnu Bbl ucnosnb3yere Windows, He06X0AMMO 3aKOMMEHTHPOBATh OUPEKTHBHI User nobody u
group nobody.

Ecsnu Bbl X0THTe 3amycTUTh HeckosbkKo 3k3eMmyspoB «OpenVPN-I'OCT» Ha omHO#H u TOH Xe
MalllhHe, Ka)Iblil CO CBOMM KOH(HUTYpPALMOHHBIM (DailJioM, 3TO BO3MOXKHO €CJIH BbI:

1. ucnosb3yere oTHeNbHBIH HOMep MOpPTa AJ5 KaXKIOro 3K3eMIJspa.
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2. Ecau BBl ucnosnbdyete Windows, kaxknas koHgurypauuss «OpenVPN-I'OCT» nomkHa uc-
MoJb30BaTh cBOH coOcTBeHHbIH anantep TAP-Win32. Bel MoxeTe 106aBUTh NOTOJHUTEbHbBIE
apantepsl B Start Menu -> All Programs -> «OpenVPN-IT'OCT» -> Add a new TAP-Win32
virtual ethernet adapter.

3. Ecau Bbl 3anmyckaere Heckosbko 3k3eMmsipoB «OpenVPN-I'OCT» 13 ogHoro u toro ke Kara-
Jora, o6s13aTeJqbHO OTPelaKTUPYHTe NHMPEKTUBBI, KOTOPble CO3Aal0T BbIXOAHBIE (Daiibl, YTOObI
pasJIMuHble 3K3eMILISIPbl He TeperuchbiBajd BBIXONHBIE (halybl Apyr Apyra. DTH NUPEKTHUBbI
BKJIoUaloT log, log-append u status.

6.4.3 PepnaxktupoBaHHe KJIHEHTCKHX KOH(UIypaLMOHHBIX (DaiioB

[Ipumep kaueHTcKoM KoHpurypauuu (client.conf.sample na Linux/BSD/MacOS wumu gost-
client.ovpn Ha Windows) orpakaeT ymosdaTesbHble NMPEKTHBbI, YCTAaHOBJEHHblE B NpHMepe cep-
BEPHOr0 KOH(PUT'YpaLMOHHOTO (paka.

1. Kak u c cepBepHBIM KOH(pUrypaUHOHHBIM (palJoM, CHadyaJja OTPeNaKTUPYHTe MapameTphl ca,
cert u key Ttak, uToObl OHM yKa3blBaju Ha (hal/bl, KOTOpble BBl co3fanu pasblie. O6paTure
BHHMaHHe, 4TO KaXKIBIH KJHEHT JOJKeH HMeThb CBOl cobcTBeHHYyI0 mapy cert/key. Tosbko
¢aita ca yHusepcasen s cepepa «OpenVPN-I'OCT» 1 Bcex K/JMeHTOB.

2. Jlanee, oTpefakTUpyHTe TUPEKTHUBY remote Tak, 4ToObl OHA yKasbiBasa Ha hostname/IP-anpec
1 Homep mopta cepBepa «OpenVPN-I'OCT» (ecau Baw cepBep «OpenVPN-I'OCT» 6ynet pa-
60TaTh Ha MallKWHe C OHUM CeTeBbIM afanTtepoM 3a 6panamayspom/NAT-refiToM, Hcrob3yiiTe
ny6auuHblil [P-anpec refita © HoMep mopTa, KOTOPBIH Bbl CKOH(UTYpPUPOBAIU AN redTa A/
¢dopeapaunra Ha cepBep «OpenVPN-I'OCT»).

3. Haxonen, y6enutech, UTo KJAHEHTCKHUH KOH(MUTYPALMOHHBIH (Al COOTBETCTBYET NTUPEKTHBAM
B CepBepHOM KOH(pHUrypauuoHHoM datise. Camoe ryiaBHOe — MPOBEPUTb, UTO AUPEKTHUBH dev
(tun nau tap) u proto (tcp uau udp) copnanmatot. Takxke ybenutech, yto comp-lzo u fragment,
€CJIM MCIOJb3YIOTCS, MPUCYTCTBYIOT U B CEPBEPHOM, U B KJHEHTCKOM KOH(HUIYypaLHOHHOM
(hane.

6.4.4 Pacwupenue ob6nactu jpefictBugs VPN ¢ BkJ/IOUeHHEM [OTOJHUTENbHBIX MAallWH B
KJIMEHTCKYI0 UJIM CepPBEpPHYIO TPOACETh

6.4.4.1 BkJjwouyeHHe HECKOJIbKUX MAlIWH CO CTOPOHBI CepBepa MPH UCMOJb30BAHUU MapLIPyTH3UPO-
BaHHoi VPN

[lockonbky VPN pa6otaer B pexnMme «TO4YKa-TOUKa» MeXIy KJIHEHTOM U CEepBEpPOM, MOXKET
ObITb KeJlaTeJbHO paclIUpUTh 00sacTh aedcTBuss VPN Tak, 4ToObl KJIHMEHTHl MOTJIM CBSI3aThCs C
HeCKOJIbKHMH MAlllMHAMH{ B CETH CcepBepa, a He TOJIbKO C CaMOH MAILHHOH cepBepa.

Jns  ueseldl 3TOro mpuUMepa MpeanosiokuMm, dto cepBepHas LAN wucrosb3yer mopceThb
10.66.0.0/24, a muoxkectBO [P-anpecoB VPN wucnosbayer 10.9.1.0/24, xak nokazaHo B IHPEKTHBe
server B KoH(purypauunonHom daiie cepsepa «OpenVPN-I'OCT».

CHauasa Bbl H0JKHBI 00a8ume noacetb 10.66.0.0/24 knuentam VPN kak poctymHyio yepes
VPN. 3Oto0 Jserko penaercs ¢ NMOMOLIb CjeAyIOLlel NUPEKTHBbl CEPBEPHOTO KOH(UIypPaLHOHHOIO
WEVHER
push "route 10.66.0.0 255.255.255.0"

3aTeM BBl JOJIKHBI YCTAaHOBUTb MapuIpyT Ha reite cepBepHod LAN, uTo6bl MapipyTH3HPOBATh
noncetb KaueHnta VPN (10.9.1.0/24) na cepep «OpenVPN-I'OCT» (310 HE06XOIUMO TOJBKO B TOM
cayydae, ecau cepBep «OpenVPN-T'OCT» u reitt LAN — passiiuHble MalIHdHbI.)
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Y6enutech, 4To Bbl BKJOUUIH GopBapauHr [P Ha cepBepHoil mamnHe «OpenVPN-TOCT» (cm.

6.4.4.2 BkJaodeHHe HeCKOJbKHX MallWMH Ha CEepPBEPHOH CTOpoHe MpH Hcmosb3oBaHud VPN Ttuna
«MOCT»

OnHo u3 nmpeumylecTB ucrnoab3oBanus VPN Tuna «moct» uepe3 Ethernet saksitouaercs B Tom,
4TO 3TO BBI NoJy4yaeTe 6e3 JONONHUTENBHOr0 KOH(MUIyPHUPOBAHHS.

6.4.4.3 BkJ/io4yeHHe HeCKOJbKHX MalllMH Ha KJIHEHTCKOH CTOpOHEe MPH UCMOJNb30BAHWH MapLIpPyTH-
3upoBaHHod VPN

B TUNMYHOM clLieHapuW ynajJeHHOro AO0CTyNa KJAHWeHTCKas MalluHa noxakJwouaercss K VPN kak
OfMHOYHas MallkMHa. Ho mpennosioxum, uTo KJAMEHTCKash MallliHa — TeHT JIOKaJbHOU CeTH (Hampu-
Mep, JOMallHero oduca), U Bbl Obl XOTeJH, UTOObl BCe MAlLIMHbI KJIMEHTCKOH CeTH MOIJIH IMOAKJIO-
yaTtbcsl K VPN.

B nepByio ouepenb HEOOXOAMMO OTMETUTb, UTO CHAeNaThb 3TO MOXKHO TOJbKO NpU paboTe uepe3
TUN-unrepdeiic. Eciu Bol ucnonbs3yere -dev tap, HeoOxonnmo 3aMeHUTb ero Ha -dev tun kak Ha
CTOpOHE KJ/HMEHTa, TaK U Ha CTOpPOHe cepBepa.

s sToro mpumepa MNpeanosoKUM, 4TO KJHEHTCKas JOKaJjbHas CeTb MCIOJb3yeT MOACEThb
192.168.4.0/24, a kauent VPN wucnoabsyer cepruduxar ¢ Common Name client2. Hama ueap —
Tak HacTpouTb VPN, uToObl /06asi MaliuHa KJAMEHTCKOHW CeTH Morja o01aThbesl ¢ Jr00i MalluHOH
cepBepHoi cetu yepe3s VPN.

[Tepen HacTpoiikoil He0OOXOAUMO 0OeCNeUnTh HECKOJbKO OCHOBHBIX TPeOOBaHHUU:

— Kunuenrtckasi nokanpHasi mopcets (B HameMm npumepe 192.168.4.0/24) He mo/kHA 9KCIOPTHPO-
BaTbcsi B VPN cepBepoM K JI0OBIME IPYTHMH KJIHEHTCKUMH JIOKALHUSMH, KOTOPble HCIOJIb-
3yI0T Ty ke TofceTb. Kaxnas nopcets, o6benunenHass VPN uepe3 mMapuipyTHsauio, 101KHa
ObITb YHHUKaJIbHOH.

— Knuenrt nomken umerp yHukasnpHoe mose Common Name B cBoeM cepTh(HKaTe (B HalieMm

npumMepe client2), u daar duplicate-cn He no/KeH UCMOJIB30BATHCS B CEPBEPHOM KOH(HUTypa-
nroHHoM aise «OpenVPN-TOCT».

Jlanee Mbl mpousBeneM HeoOXOAMMble KOH(PUIypaLMOHHble U3MEHEHHUS Ha CepBEepPHOH CTOpOHe.
Ecnu cepBepHbI#l KOH(UIYpaUHOHHBIH (Dail/a He yKa3blBaeT Ha KaTaJor KJAUEHTCKOH KOH(UrypaluH,
no0aBbTe yKaszaHue cepuac:

client-config-dir ccd

B BblleykasaHHo# aupekTHBe ccd MoJKeH ObITh MMEHeM I0AKAaTajora, KOTOpbld HeoOXOIMMO
3apaHee co3faTh B KartaJjore ¢ KoHpurypaunoHHseim daiaom «OpenVPN-I'OCT». B Unix 310 006bIU-
Ho /etc/openvpn-gost, a B Windows C:\Cryptopack4\config. Korna HOBBIH K/IHEHT CBsI3bIBaeTCs C
cepBepoM «OpenVPN-I'OCT», neMoH MpocKaHUPyeT 3TOT KaTaJor B MOoUcKax (aiaa, KOTOpbld cOOT-
BETCTBYET IOJIIO COMIMON name COeNUHSIOUIET0OCS KJaHeHTa. Ecin cooTBeTCTBYIOUIME (Daiin HakIeH,
OH OyzeT mpouuTaH U 06paboTaH Jisi IPUMEHEHHUST NOTIONHUTEIbHBIX IUPEKTHB KOH(PHUTYPALHOHHOTO
(aiisa K MOMMEHOBAaHHOMY KJIHEHTY.

Cuoenywouui mar — co3nath ¢aia nox HazBaHueM client2 B karasore ccd. dtoT palia nomKeH
cozlepKaTth CTPOKY:

iroute 192.168.4.0 255.255.255.0
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A1o ckaxet ceppepy «OpenVPN-I'OCT», uto noncets 192.168.4.0/24 cnenyeT MapiipyTH3Upo-
BaTh Ha client2.

[lanee, no6aBbTe CJAEAYIOUIYIO CTPOKY K IJIABHOMY CepBEpHOMY KOH(HTrypanuoHHOMY (aiay (a
He K (haly ccd/client2):
route 192.168.4.0 255.255.255.0

Bel MoxeTe cmpocuTh, modemy ucnosb3yiorcs u route, u iroute? Ilpuunmna B Tom, 4TO route
KOHTpoJiupyeT MapuipyTtusanuio u3 sapa Ha cepBep «OpenVPN-IT'OCT» (uepes untepdeiic TUN),
a iroute xkoHTposupyeT MapupyTtusaunio oT ceppepa «OpenVPN-TOCT» K ynasneHHBIM KJHEHTaM.
O6a He0OXOOUMBI.

Hanee, cnpocute cebst, XOTUTE JIM Bbl JOMYCTHUTh CETEBYIO Mepenady HHPOPMALUU MeKAy MOJ-
cetbio client2 (192.168.4.0/24) u npyrumu knuentamu cepepa «OpenVPN-I'OCT». Ecau na, no-
6aBbTe K CepBEPHOMY KOH(HUTI'YypallMOHHOMY (Daily cjenylolliee:

client-to-client
push "route 192.168.4.0 255.255.255.0"

dto 3acraBut cepBep «OpenVPN-TOCT» ob6vasume mnoncets client2 octanbHbIM MOAKI0YAO-
IIMMCST KJIHEHTaM.

[Tocnenuuii war, KoTopblil yacTo 3a0bIBAOT — N00aBUTb MapUIPYT K IeHTy cepBepHOH J0KaJb-
HOM ceTH, KoTopblk HampassseT 192.168.4.0/24 x cepepy «OpenVPN-T'OCT» (Bam 3To He moHa-
noourcst, ecau cepBep «OpenVPN-I'OCT» - reéiT nsist cepBepa JiokanabHOH ceTn). [Ipenmosioxum,
9TO Bbl MPOMYCTHJN 3TOT LAl W MOMBITAJINCH MEpenaTh CHUTHAJ ping MaiivHe (HE caMOMy CepBepy
«OpenVPN-T'OCT>») B cepBepHoii cetu u3 192.168.4.8. BHewHu# cUrHa/I, BepOSTHO, JOCTUTHET Ma-
IIMHBI, HO OHA He OyJeT 3HaTb, KaK MaplIPyTH3HPOBaTb OTBETHBIH CHUrHAJ, MOTOMY 4YTO He OyneT
3HaTh, Kak gocThub 192.168.4.0/24. OcHOBHOE MpPaBUJIO MOJb30BAHUS COCTOMT B TOM, YTO KOTJA BbI
MaplLIpyTH3UpyeTe LeJble JokasbHble ceTd 4epe3 VPN (rme cepep VPN — He Ta Xe MamuHa, 4To
reHT JIOKaJbHOU ceTH), yOeaUTech, UTO TMeUT JIOKaJbHOH CEeTH MaplipyTHaupyeT Bce noacetd VPN
Ha cepBepHylo MaluHy VPN.

[logo6HbIM e 00pa3oM, ecau KJWeHTCKas MalllhHa, Ha KoTopoi padoTaer «OpenVPN-I'OCT»,
He SBJSETCS FeMTOM KJHUEHTCKOM JIOKAJbHOH CeTHU, TO T'eUT KJHEeHTCKOH JIOKAJbHOHU CeTH IOoJXKeH
MUMeTh MaplLIpyT, KOTOPbI HampasJjsieT BCe MOICETH, KOTOpble MOKHO BUAeTh yepe3 VPN, Ha kiu-
erckyto mMamnHy «OpenVPN-TOCT».

6.4.4.4 DBkJ/woueHHe HECKOJNbKHX MAalIMH Ha KJAUEHTCKOH CTOpOHe NpH ucrogb3oBaHuu VPN Tuna
«MOCT»

I1o TpebyeT GoJiee CJ0XKHOM HACTPOHUKU (MOXKET ObITh, He CJI0XKHee Ha MPAKTHKE, HO CJOXKHee
1J151 00bSICHEHHS] B JIETaJsAX):

— Heobxonumo coenunuth kaneHTckuil uHTepdeiic TAP ¢ ceTeBbIM afanTepom, COeTHHEHHBIM C
JIOKAJIbHOU CEeThbI0 Ha KJIHUEHTe, B PEXKUME «MOCT».

— Heo6xonumo BpyuHyto yctaHoBuTb IP/macky cetu Ha untepdeiice TAP Ha kiueHTe.

— HeobxonnMo cKOHQUTrypuUpoBaTh MalIMHBI HA KJAUEHTCKOM CTOpPOHE TaK, UTOObl OHH HCIOJIb30-
Basu [P/mMacky ceTtu, KoTopasi HAXOAMUTCS BHYTPH MOJCETH, COeAMHEHHOH B peXHUMe «MOCT»,
BO3MOXHO, 3anpamuBas cepsep DHCP Ha ctopone cepepa «OpenVPN-IT'OCT» B VPN.

6.4.5 Kak Bk/ouuTh popBapauHr IP-naketos

[IpakTHyeckn Bo Bcex onepalMOHHBIX cHcTeMax (opBapauHr IP-nakeToB mo ymo/uyaHHIO BbI-
knatodeH. Ecau tpebyercs, utobel «OpenVPN-TOCT» mor paborath mmo3oMm mexay VPN-cerbio
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U JIOKaJbHOH CeTblo, (POPBAPAMHI HEOOXOAMMO BKJIIOUHUTb. B pasHbIX ONepallMOHHBIX CUCTEMax H
naxe B pasHbIX Bepcusax ofHod OC 3TO MOXKeT HesaThCsl MO-pa3HOMY, B TAHHOM pasfeJse coaepKart-
csl o0lliMe peKOMeHIALUHH, KOTopble OynyT paboTaTb B OOJBLIMHCTBE CJaydaeB, HO €CJH Ke OHU He
cpaborarT, 06paTUTeCh K PyKOBOJACTBY O HACTPOHKe Balled ONepaldOHHOH CUCTEMBI.

6.4.5.1 Windows

B oC Windows 1151 TOTO, 4TOOBI BKJ/IIOUUTD topsap-
OUHT [P, He0OXO0NMO 3aMyCTUTh penaxkTop peecTpa, HaUTH nyTh
HKEY LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Tcpip\Parameters u
BoicTaBUTh napameTpy [PEnableRouter sHauenue 1 (tun nanusix REG_DWORD).

6.4.5.2 Linux

B OC Linux nss toro, 4to6bl BKJAWOYUTbL (GopBapauHr [P, HeobxonuMo oTpenakTUpoBaTh (pai.1
/ete/sysctl.conf. B psine nuctpubytuBoB (me6uaH, yOyHTY) 3TOT (hailyl CTAaBUTCH «H3 KOPOOKH» U B
HEM eCcTb HeOOXOOMMbIe CTPOKH, TOJbKO 3aKOMMEHTHPOBaHHbIE, COOTBETCTBEHHO, X HYXKHO HAUTH
1 packomMeHTHpoBatTh. i IPv4 310 MoxXeT ObITH CTpOKa
net.ipvé4.ip_forward=1
UJIM CTPOKA
net.ipv4.conf.all.forwarding=1
Has IPv6 ctpoka
net.ipvé6.conf.all.forwarding=1

Ecnu xe y Bac Het (haiina /etc/sysctl.conf, ero Hy»kHO co3maTh ¥ 3anuIIKCaTb B HET'O CTPOKH
net.ipv4.conf.all.forwarding=1
net.ipvé.conf.all.forwarding=1

[Tocsie Toro, kKak Qatn /etc/sysctl.conf orpenakTrpoBaH, He0OGXOMUMO BHIIIOJHUTE KOMaHIY
sudo sysctl -p /etc/sysctl.conf

6.4.5.3 macOS

B macOS nna Toro, urtobel BKJ/W0OYUTH QopapauHr [P, Heobxogumo cospgath (haia
/etc/sysctl.conf u no6aButh B Hero cTpoku
net.inet.ip.forwarding=1
net.inet6.ip6.forwarding=1
[locne 3TOr0 HEOO6XOAUMO BBIMOJHUTH KOMaH/bI
sudo sysctl -w net.inet.ip.forwarding=1
sudo sysctl -w net.inet6.ip6.forwarding=1

6.4.5.4 FreeBSD

B OC FreeBSD pnss toro, uto6sl BKAOUUTL (opBapauHr [P, Heobxonumo B ¢aiin /etc/re.conf
n00aBUTb CTPOKH
gateway_ enable="YES"
ipv6_gateway_enable="YES"

[Tocsie aToro HeO6XOAMMO BBIOJIHUTH KOMaH[bI
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sudo sysctl -w net.inet.ip.forwarding=1
sudo sysctl -w net.inet6.ip6.forwarding=1

6.4.5.5 Solaris

B OC Solaris pnst Toro, 4tTo6bl BKJIIOYUTH QopBapauHr [P, Heo6XoouMo B KOHCOMH afMUHHUCTPA-
TOpa BBIMOJHUTb KOMaH/bl
routeadm -e ipv4-forwarding
routeadm -e ipv6-forwarding
M3mMeHeHuUs1 BCTYynAT B CUJY NOCJe nepe3arpy3kd. s Toro utoObl OHM BCTYIHUJHU B CUJYy HeMel-
JIEHHO, He0OXOAUMO AONOJHUTENbHO BBIOJHUTb KOMaHIY
pfexec routeadm -u

6.4.6 Ilepenaua knuveHtam BHyTpeHHero DNS

B sokanbHOU ceTH, K KOTOpoH KiaueHTh noakJawdatTcs dyepes OpenVPN-T'OCT, moxeT cyie-
CTBOBaTh JoKadbHBIH DNS-cepBep, 0TBeuallUMil 3a pe30JBUHI UMEH BHYTPEHHUX cepBepoB. Eciu
Heo6xonuMo, 4To Obl KauneHTh VPN Takke morsid obpaliatbcsi K cepBepaM MO0 HX BHYTPEHHUM
MMeHaM, HeoOXOAMMO MepefaTh KjaWeHTaM HH(popmauuio o JokanbHoM DNS-cepsepe, nss storo
n06aBbTe B KOH(UTypallHIO cepBepa AUPEKTHUBY
push "dhcp-option DNS ip-anpec DNS-cepeepa"

Takux DUpeKTHB MOXKeT OBbITh HECKOJIbKO, €C/JIM BO BHYTpPeHHEH ceTH HeckoabkKo DNS-cepBepos.

Ecsu Bbl X0THTE, UTOOBI BHYTPEHHHE ajipeca Pe30JBUJIMCh TaKXKe W M0 KOPOTKHM HMeHaM, Jo-
MONHUTEJ/bHO 100aBbTe B KOH(DUTYpaLUIO cepBepa AUPEKTHUBY
push "dhcp-options DOMAIN BHYTPEHHUHN OoMeH"

(TakUX TUPEKTHUB TOXKE MOXKET ObITh HECKOJIBbKO)

O6paTuTe BHUMAaHHE, YTO €CJIM Y BaC €CTh KJHEHTHl, paboTamlire mox ynpasneHneM macOS, To
nepenaua kaueHty onuud DOMAIN sBrsieTcs o6si3aTesibHOM. MBI peKOMeHAyeM BO BeX Cjydasix,
Korna Bel epenaére onuuio DNS, nepenaBath Takxke u onuuio DOMAIN.

Knuenter OpenVPN-TOCT na Windows camocTtositesibHO 06pabaThiBalOT MepeqaHHble OMIUHU U
MPOU3BOIAT AOHACTPOHKY onepaunoHHOH cucteMbl. Knnentsl OpenVPN-T'OCT na npryux oneparu-
OHHBIX CHCTeMaX 3aMHUChIBAIOT MPUHSATHIE OMIKH B MepeMeHHble OKpYyKeHUsi foreign_option_n,
¥ MOTYT BbI3BaTh CKPHUIT, KOTOPbIH CKOPPEKTHPYeT cHUcTeMHble HacTpolku DNS Ha ocHOBaHWH WH-
(dopMalMK U3 3THUX MepeMeHHbIX. J[/is BbI30Ba CKpUIITA HEOOXOAHMMO BKJIOUUTb B KOH(HUTYPALHIO
KJIMEHTa OUPEKTHBBI
script-security 2
up /n0yTh/K/CRKpUNTY
down /nyTs/x/cxpunty
B npuHune 310 MOryT ObITh ABa PAa3HbIX CKPHUIITA, UP BBI3BIBAETCS MPU YCTAHOBJEHHWH COEMHEHHS,
down npu ero 3aBeplleHMH, HO OOBIYHO JeJlaeTcsl OJUH CKPHUMT, BBIOHWpAIOLIUH AeHCTBHE, KOTOpOe
HeoOXOIMMO BBITNIONIHWTh, HA OCHOBAHUM 3HAYeHUs MepeMeHHOH script_type.

B kommnexT noctaBku BxoaaT ckpunthl agasg macOS, Linux u FreeBSD. Ckpunt nns macOS Ha-
3Baetcsi /opt/openvpn-gost/sbin/update-resolver, ckpuntsl ass Linux u FreeBSD — /etc/openvpn-
gost/update-resolv-conf. O6paTure BHuMmaHue, yTo B Linux nndomauns o DNS moxeT HacTpauBaTh-
Csl MHOTMMH pa3HbIMU criocob6aMu, Mbl He MOXKeM IapaHTHPOBaTb, YTO OH Oy/eT KOPpeKTHO paboTaTb
npu J1060M crocobe HACTPOHKH, BOSMOXKHO, BaM NPUIAETCS 10pabaTbiBaTh €ro Mo Ballly Clelu(pHUKY.
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6.4.7 HasHnauyeHue kaueHTaM pukcupoBaHHbIX [P-anpecos

OO6bIUHO TpPH MOAKJIOYEHUU K CepBepy KJHWEHT IoJydyaeT MepBblii CBOOOAHBIA BUPTYyasbHbIH [P-
ajapec M3 IyJa aipecoB, 3aJaHHOI0 KOMaHAOH server. Korna K/aHeHT OTKJ/I04YaeTcs, aipec 0CBOO0OXK-
[laeTcsl U MOxeT OBITb BBIJAH APYroMy KJWeHTy. Korma K/MeHT MOAKJ/I0YaeTcsl 3aHOBO, OH TaKxKe
MOXKET MOJYYUT APYToH anpec, faxke ecju ero «CTapblid» agpec CBOOOIEH.

JlydaJl OMH U TOT Ke BUpPTyanbHbH [P-anpec. B nanHoMm pasgese onucaHo, Kak 3TO clies1aTh.

Xots1 o0l1Me MPUHULHKIB KOHPUTYPUPOBAHUS cepBepa MJisl BblAayM KJAHeHTaM (DPUKCHUPOBAHHBIX
[P-anpecoB coBmapaioT, neTand pasinyaroTcs AJs PasHbIX TOMOJOTHH. 31ech ONHCaHA KOH(UTy-
pauusl IJis TOMOJOTHM «subnet», KoTopas siBasiercss pekomeHmyemoi. [lpu pabore yepes TUN-
UHTepdelic 15 BbIOOpPA 3TOH TOMOJOTHH HEOOXOAUMO B KOH(PUTypaLlMOHHBIH (haiis cepBepa 100aBUTh
CTPOKHU
topology subnet
push "topology subnet”

[Tpu pabore yepes TAP-unTepdeiic 3Ta TOMOJOTHS SIBJASETCS €IMHCTBEHHO BO3MOXKHOH, MO3TOMY
yKa3blBaTb €€ SIBHBIM 00pa3oM He TpeOyeTcsl.

Bce HeoOxonuMble HaCTPOMKH [1e/1al0TCSl HA CTOPOHE CepBepa.

B nepBylo ouepenb cjefyeT OTMETUTb, YTO AHANA30H aJpecoB BUPTYaJbHOH ceTH HeOOXOAUMO
pasfesnTb Ha [Be 4acTH: NyJ aJgpecoB, KOTOpble cepBep OyfeT Ha3HayaTb KJMEHTaM aBTOMaTHye-
CKM, M CTaTHUeCKHe ajipeca, 3aKpelJ/eHHble 3a BblIeJeHHbBIMU KiaueHTaMHu. Ecau sToro He chenats,
TO MOXKeT BO3HHUKHYTb CUTYallMsl, KOTAA ajpec, 3aKpenJéHHbIH 3a KOHKPETHBIM KJUEeHTOM, OyneT
aBTOMAaTHUYECKH BbIIAH KAKOMY-TO APYTOMY KJHUEHTY.

[Ipenmnosio;kum, 4TO Mbl XOTMM Ha3HauWTb BUPTYa/JbHOH ceTH auanasoH aapecos 10.9.1.0/24, B
HéM BbleauTh nya aapecos ¢ 10.9.1.10 no 10.9.1.199 nns aBTomMaTHyeckoro HazHaueHHe a[PECOB, a
(bUKCHpOBaHHbBIE aipeca BbAABaTh 32 NpelesaMH 3TOro myJa.

BakHO UMeTb BBUIY, YTO OUPEKTUBY Server B 3TOM CJydyae HCIOJb30BaThb He/b3s, TAK KaK OHa
ToMellaeT B MyJl BeCb JUana3oH aapecoB. BmecTo Heé cienyeT BOUCATh B KOH(PUTYPALMOHHBIHA (pai
CJIeAYIOILYIO M0C/Ie0BATE/NbHOCTb AUPEKTHB!
mode server
tls-server
ifconfig 10.9.1.1 255.255.255.0
ifconfig-pool 10.9.1.10 10.9.1.199 255.255.255.0
push "route-gateway 10.9.1.1"

Kpome Toro, ecnu y Bac B AMpeKTHBe proto yCTaHOBJIEHO 3HauyeHHe tcp, cjelayeT HU3MEHUTb 3TY
IUPEKTUBY Ha
proto tcp-server

Janee cienyer 3anath KataJjor KJAHEHTCKOW KOH(UIypaLuH
client-config-dir ccd
B BhIlIeyKaszaHHOU nupeKTHBe ccd H0JIKeH ObITb MMEHeM KaTaJjiora, KOTOpbli HeoOXOOMMO 3apaHee
co3natb. Korma HOBBIM KjaueHT cBssbiBaeTcst ¢ cepepoM «OpenVPN-TOCT», nemoH npockanupyet
3TOT KaTaJior B MoUcKax (pa#sa, KOTopeld cooTBeTcTBYeT noJito Common Name coequHsIOIIErocs
KJardeHTa. Ecau cooTBeTCTBYIOIMN (pais HakneH, oH OyeT NpoYyUTaH U 00paboTaH AJ/s NpUMeHeHHs
NOMOJHUTEbHBIX THPEKTHB KOH(UTIYPALHOHHOrO (paiaa K MOMMEHOBAHHOMY KJMEHTY.

Cnenyer NMOSICHUTB, 4TO eauHcTBeHHOe, 4To cepBep «OpenVPN-I'OCT» 3Haer npo nmopkstoua-
IOLIErocsl K HeMy KJHEHTa — 3TO IpeNbSBJEHHBIH KJIHEHTOM CepTHU(HUKAT, MOITOMY MOCTOSHHBIH
[P-anpec «mpuBsi3biBaeTCsi» UMEHHO K cepTHU(HKATy, a TodHee, K nosto Common Name cepTudu-
kata. [lo 2Toll npuunHe MexaHHW3M Ha3HauyeHUs MOCTOSIHHBIX [P-agpecoB He Oymer paborath npu
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Hannuuu aupekTHBbl duplicate-cn, ybenutech, 4To B KOH(UTypalLHOHHOM (ailie cepBepa 3Ta IH-
pPeKTHBa OTCYTCTBYeT.

Tenepb MOKHO Ha3HauyaTh KjaveHTaM mMocTosiHHble [P-agpeca. las KaXXaoro KJaveHTa, KOTOPOMY
TpebyeTcsl Ha3HAUUTh TIOCTOSIHHBIA BUPTYanbHbH [P-anpec, Hy:kHO B KartaJore ccd co3nath aiia ¢
uMeHeM, coBnagatoumum ¢ Common Name u3 cepTuduKkaTa KaueHTa. IToT pala J0/KEH CoaepKaThb
nupekTuBy ifconfig-push, npennuceiBatoiyto, kakoii umMeHHo [P-anpec cienyeT Ha3HAUUTb KJIWEHTY
¢ TakuM Common Name. Hanpumep, daiia, comep:kamunii CTPoOKy BUIA
ifconfig-push 10.9.1.4 255.255.255.0
MpeanuiieT cepBepy HasHauuTh KaueHTy azapec 10.9.1.4. O6paTtute BHUMaHHE, YTO afipec NOJKEH
BXOIMTb B JManasoH, 3aJaHHbIl NUPEKTHUBOH server, HO He [OJKeH BXOAWTb B MYJ, 3aJaHHbIH
nupektuBoi ifconfig-pool.

6.4.8 KoHpurypupoBaHue KJAUEHT-CHELUPUUHBIX MPABUJI U MOJUTHK JOCTYyIa

HpeﬂHO.HO)KI/IM, 4YTO Mbl HacCTpauWBaeM VPN IJigd KOMIIaHHWH, W HaM OBl XOTEJOCh YCTaHOBUTDb
pas3JiiyHbie MOJUTHUKH OOCTYyIa MAJid 3 Pa3JIM4YHbIX KJaCCOB M0JIb30BaTeJIe!:

— CHcTeMHble aIMUHUCTPATOPbl — MOJIHBIK JOCTYM KO BCEM MallMHAM CETH
— CoTpymHUKM — JOCTYT TOJBKO K cepBepaM Samba/email
— KoHTpakTopel — HOCTYI TOJMBKO K CIeLHaJbHOMY CEPBEpPY

baszoBeiil MOAX0M, KOTOPBIA Mbl MPEANPUMEM:

1. BBIAEIUTDH KaxKOAOMY KJjaccy coO6CcTBeHHbIH Auana3oH [P-anpecos,
2. KOHTPOJHPOBATh AOCTYI K MallMHaM, yCTAHOBUB OpaHAMaydpHbIE TPABHJA, KOTOPble OCHOBbI-
BalOTCS Ha BUpTYyanbHOM [P-anpece kaueHra.

B nawem npumepe, NpeanosiokKuUM, YTO y HAC MeHseTCs KOJMYECTBO COTPYIHHKOB, HO TOJIBKO
OIMH CUCTEMHBbIH aAMHUHUCTPATOp M ABa KOHTpakTopa. Ham nmoaxom k pacrpenenenuto I[P Gyner
COCTOAATb B TOM, YTOObI TMOMECTHTb BCEX COTPYIHHKOB B nuana3oH IP-axpecos, a moTom BbIIATbH
¢ukcupoBaHHble [P-anpeca cucTeMHOMY agiMUHUCTPATOPY U KOHTPAKTOPaM.

3ameTbTe, UTO OfHO M3 TpeGOBaHUH K 3TOMY NpUMepy 3akJjioyaeTcss B TOM, 4TO y Bac ecTb
nporpaMMHbIH 6paHamayap, pabdorarouuil Ha cepBepHol MaunHe «OpenVPN-I'OCT», koTopei#i na-
€T BaM BO3MOXKHOCTb 3a[aBaTh KOHKpeTHble OpaHAMayspHble npaBusa. s Haulero mpumepa Mbl
MPEATIOJI0KHM, UTO 3TOT OpaHamay3p - iptables B Linux.

CHaua/sia co3gafiuM KapTy BUPTyasbHbIX [P-agpecoB B COOTBETCTBHHU C KaXKJbIM KJIACCOM:

Knacc Juarna3oH [Io3BoJyieHHHN pocTyn Iloya common name
BUPTYaJIbHEX IP K JIOKAJIbHOM CeTH

COTpyOHUKU 10.9.0.0/24 CepBep samba/email [pa37uuHHE ]
Ha 10.66.4.4

CucrTemMHEIe

agMuHuCTpaTops 10.9.1.0/24 Bcsa nopceThb sysadminl
10.66.4.0/24

KoHTpakTopH 10.9.2.0/24 CepBep KOHTpakToOpoB contractorl,

Ha 10.66.4.12 contractor?

Tenepb nepeBenem 3Ty KapTy B cepBepHYto KoHburypauuio «OpenVPN-T'OCT». [Ipexne Bcero
yOenuTeCh, YTO Bbl BBIIIOJHHUJHM BHIIIEONHUCAaHHBIE IIard, ciaetas noacetb 10.66.4.0/24 noctymnHo#
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I/ BCeX KJIHEHTOB (XOTSI Mbl CKOH(UI'YpPHPYeM MapLIPyTH3aLUHI0 TaK, 4TOOBI MMO3BOJHUTH KJHEHT-
cKui moctyn Ko Bceil noncetu 10.66.4.0/24, 3aTeM Mbl HaJOXHUM OTpaHUUYEHUS TOCTYTa, MOJb3YsCh
OpaHIMay3pHLIMH MPaBUJIAMH, UTOObl Peasd30BaTh BHIIENPUBENEHHYIO TAOMHUIY MOJUTHK).

[Ipexxne Bcero onpenesuMm cTaTHYeCcKHH HOMep AJS Haulero uHTepdeiica tun, 4ToObl Mbl MOTJIH
M032Ke CChIIAThCSl HA HEro B HalIMX OpaHAMay3pHBIX MpaBUJIAX:

dev tunO

B cepBepHOM KOH(HUTIypallMOHHOM (paiJe onpeneauM Avana3oH [P-anpecoB n/s cOTpyAHHUKOB:

server 10.9.0.0 255.255.255.0

Jlo6aBuM MaplipyThl /5 1MaNa30HOB CHCTEMHOrO aAMHUHHUCTPATOPa U KOHTPAKTOPOB:

route 10.9.1.0 255.255.255.0 10.9.0.1

route 10.9.2.0 255.255.255.0 10.9.0.1

Hasnauum ¢ukcrpoBanuble [P-agpeca cucTeMHBIM aAMHUHHACTPATOPAM U KOHTPAKTOpPaM, KaK OMH-

client-config-dir ccd
¥ MOMECTUM B HEro CreluaabHble KOH(OUTYpPALMOHHBIE (aiibl:
ccd/sysadminl

[@>3aNe)
o

.1 255.255.255.255
255.255.255.0 10.9.1.1"

ifconfig-push 10.
push "route 10.9.

ccd/contractorl

\e]
N

.1 255.255.255.255
255.255.255.0 10.9.2.1"

ifconfig-push 10.
push "route 10.9.

o
o

ccd/contractor2

ifconfig-push 10.9.2.5 255.255.255.255
push "route 10.9.0.0 255.255.255.0 10.9.2.5"

Ato 3aBepuaer KoHpurypauuo «OpenVPN-I'OCT». [locnenuuii mar — no6aButh 6pagmaysp-
Hble TpaBUJa, YTOOB (PUHAMU3UPOBATh MOJUTHKY HoCTyna. [lasi 3TOro mprMepa MBI BOCIOJIb3yeMCs
npaBUJIaMU B cUHTakKcuce iptables us Linux:

# Employee rule
iptables -A FORWARD -i tun0O -s 10.9.0.0/24 -d 10.66.4.4 -j ACCEPT

# Sysadmin rule
iptables -A FORWARD -i tun0 -s 10.9.1.0/24 -d 10.66.4.0/24 -j ACCEPT

# Contractor rule
iptables -A FORWARD -i tun0O -s 10.9.2.0/24 -d 10.66.4.12 -j ACCEPT

6.4.9 MHcnosnb3oBaHue ajbTepPHATHBHBIX CIOCOOOB ayTeHTU(PUKALUU

«OpenVPN-T'OCT» umMeeT BO3MOXKHOCTb T03BOJISATh CBOEMY cepBepy 0e30MacHO MoJydaTth JIO-
THH ¥ TapoJib OT MONKJ/IOYAIILIET0Cs KJHWEHTa W HCIOJb30BaTbh 3Ty HHPOpPMAUHWIO Kak 6asuc as
ayTeHTU(UKALNUN KJIHEHTa.

Yro6bl MCMOB30BATh 3TOT CMOCOO ayTeHTHU(HKALUH, CHayasna f00aBbTe AUPEKTHBY auth-user-
pass B KJHMeHTCKyI0 KoHpurypauuio. OHa 3actaBuT KiaueHT «OpenVPN-I'OCT» 3anpawmBate y
TMoJIb30BaTe sl JIOTHH/TIapoJib, MepelnaBasi ero Ha cepBep mo OesonacHomy TLS-kanamy. Obpartute

Cjayydae, eCJH1 M0Jb30BaTeJ/b NOJI2KEH BBOAWTDL JIOTUH W M1aPOJib.
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Hanee, ckoHpUrypupyiite cepBep Tak, 4ToObl OH MCIIOJb30BaJ ayTeHTH(PUKALMOHHBIH MJaruH,
KOTOPBIH MOXKeT OBbITb CKPUIITOM MK AvHamuueckoi 6ubanorekoi. Cepsep «OpenVPN-I'OCT» 6y-
IeT BbI3bIBATh 3TOT MJATWH KaxXIblk pas, korga KaueHT VPN OynerT nbiTaTbesi MOAKJIIOUUTHCH,
nepenaBasi eMy JIOTMH W TapoJib, BBeleHHble Ha KJiueHTe. AyTeHTHU(PUKALHMOHHBIN MJardH MOXKET
ynpaBJ/siTb TeM, nospoJjset Jau cepsep «OpenVPN-I'OCT» kaueHTy coenMHHTBbCS, BO3Bpallas 3Ha-
yeHue Heynauu (1) uam ycnexa (0).

6.4.9.1 Hcnonb3oBaHHe CKPUITOBBIX MJArHHOB

CKpHUNTOBBIE MJIATMHBI MOXKHO TPUMEHSTh, N00aBUB nupeKTHUBY auth-user-pass-verily B cepsep-
HBbIA KOH(UTIYpaLHOHHBIHA (pak, a TakKe paspelinTb NporpaMMe BbI3bIBaTb CKPUINTHI, ONpeneaseMble
nosb3oBaTeseM, 106aBUB OUPEKTHBY script-security 2. Heo6xomumocTh 3TOro paspelieHus aesaeT
UCII0J/Ib30BAHHE CKPUITOBBIX MJ1arMHOB HECKOJNBKO MeHee 6Ge30MacHbIM M0 CPaBHEHMIO C UCI0/b30Ba-
HUEM IJarMHOB B (popMe AUHAMHYECKUX OUOJIHOTEK.

B kommsekT mocTaBKH BXomuT msaruH auth-pam.pl Ha si3bike perl, mpoBepsiomNi NepenaHHbIE
KJIMEHTOM JIOTHH U TMapoJb ¢ ucnosb3oBanueM PAM-monyns login, coenvHeHue GyneT yCTaHOBJEHO
TOJIBKO B TOM CJIyuae, eCJI1 B OTIePallMOHHON CUCTEMe CepBepa eCThb M0JIb30BATENb C TAKUMH JIOTHHOM
1 mapoJieM. J[Jis UCMO/Ib30BaHUS STOTO MJarkHa HeoOXOMUMO B KOH(UIypalMOHHBIH (alla cepBepa
000aBUTb CTPOKH
auth-user-pass-verify /opt/openvpn-gost/plugins/auth-pam.pl via-file
script-security 2

Jlnisi paboThl CKpPHIITA B CHCTEME NOJI)KHA ObITb ycTaHOBJeHa perl-6ubanoreka Authen::PAM. Ha
JUHYyKcax Ha 6ase deb-makeToB 3Ta 6MOIMOTEKA BXOOUT B cocTaB makera libauthen-pam-perl, Ha
JUHYKcax Ha 0ase rpm-makeToB — B coctaB nakera perl-Authen-PAM, na FreeBSD - B cocraB
naketa p5-Authen-PAM.

[Ipumeuanue: B RedHat u CentOS B ocHoBHOM penosutopuu Her makera perl-Authen-PAM,
/ISl €T0 YCTaHOBKH Heo6xonumMo noakaounth penosutouit EPEL (https://docs.fedoraproject.org/en-
US/epel/), B poccuiickux auctpubytuBax Ha 6aze CentOS 7 makeT MOXKHO MOCTAaBUTb KOMaHAOM
yum install https://mirror.yandex.ru/epel/7/x86_64/Packages/p/perl-Authen-PAM-0.16-16.el7.x86_64.rpm
B SUSE u OpenSUSE Het nakera, comepxaiero Authen::PAM, 6u6110TeKy MOXKHO MOCTaBUTb M3
CPAN.

dtor ckpunt He Oyner padoratb Ha OC Windows u OpenWRT, Tak kak B cocrtaB stux OC
He BxoguT PAM-monynb. Ham Tak:ke He M3BecTeH CrMoco6® KOPPEKTHO YCTAHOBUTb OUOJIUOTEKY
Authen::PAM na macOS u OS Solaris, Ha 3Tux OC MBI peKOMeHIyeM HCMO0Jb30BaTh TJATUH B
(hopMe OUHAMHUUYECKOU OUOJHUOTEKH.

6.4.9.2 MWcnoab3oBaHue NTUHAMUYECKUX OUOJUOTEK B KaudeCTBe IJIATMHOB

[lnarunsl B popmMe AHHAMHUYEKUX OUOJHUOTEK OOBIYHO SIBJASIOTCS CKOMIUJIMPOBAHHBIMU MOLYJISMHU
Ha sidbike C, KoTopble 3arpyxkatTrcs cepsepoM «OpenVPN-IT'OCT» B xonme pa6oTel. B kommiekT
MOCTaBKH BXOIHUT MJaruH openvpn-plugin-auth-pam.so, npoepsitominii nepefanHble KIHEHTOM JIOTHH
M mapoJsib ¢ ucnodb3oBaHueM PAM-monyns login, coenviHeHWe OyneT yCTAaHOBJIEHO TOJBKO B TOM
c/ayyae, eCJM B ONEPaLMOHHON CHCTeMe cepBepa eCTb M0Jb30BaTesb C TAKUMH JIOTHHOM M T1apoJieM.
J71s Ucrno/sib30BaHUS 3TOTO IJIarMHA HEOOXOAWMO B KOH(UI'ypallMOHHBIH (hailai cepBepa M00aBUThb
CTPOKY
plugin /opt/openvpn-gost/plugins/openvpn-plugin-auth-pam.so login
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Haunbi#t nnarud He nocrtasasercs aasgs OC Windows u OpenWRT, tak kak B coctaB 3tux OC
He BxomuT PAM-Monynb.

6.4.9.3 Hcnosnb3zoBaHue ayTeHTH(PHUKAUMU 110 JOTHMHY W NapoJil0 KakK eIMHCTBEHHOH (HOpMbl
KJIMEHTCKOH ayTeHTH(HUKALUH

[To ymosmuanuto, ucnosb3oBanue auth-user-pass-verily nau mpoBepsitoliero JIOrMHb U MapOJIH
MJardiHa Ha cepBepe BKJ/IOUUT ABOHHYIO ayTeHTHU(HUKaUHWio, Tpebys, 4ToObl AJS ayTeHTHU(PHUKALUU
KJHeHTa OblIM yCMelIHbl U ayTeHTH(UKALUS Ha KJIHEHTCKOM cepTH(HUKaTe, U JOTHH-NAPOJbHAS
ayTeHTU(PUKALIUS.

XoTsl ¢ TOYKH 3peHHs 6e30MacHOCTH 3TO He PEKOMEHIYeTCsl, BO3MOXKHO OTKJ/IOUHUTh HCIOJb30-
BaHHE KJMEHTCKHUX CePTU(PHUKATOB U OCTABUTb TOJBKO ayTEHTHU(IHKALHMIO MO JOTHHY W napoJwo. Ha
cepBepe:
client-cert-not-required

Takue KoHpUrypaunu 0ObIYHO OOJKHBI UMETb CTPOKY:
username-as-common-name

Kortopasi BeqIUT cepBepy HCIO/b30BaTh JOTHMH 114 LeJeld WHAEKCALHH, KaK OH UCIOJb30BaJs Obl
nose Common Name 11 KJAHEeHTa, ayTeHTU(HULUHPOBABILIErOCs Ha KJAUEHTCKOM cepTH(dHUKaTe.

O6patute BHMMaHMe, uTo cTpoka client-cert-not-required He ycTpaHsieT He06XOOUMOCTb B cep-
BEPHOM cepTH(HKATe, TaK UTO KJHEHT, COeNUHSIIOMIUNICS ¢ CepBepOM, KOTOPbHIH HcmoJb3yeT client-
cert-not-required, moxeT ymanuTb AUpPeKTHBH cert U key M3 KJIHEHTCKOTO KOH(HUTYpPaLHOHHOTO
(ha#is1a, HO He NHUPEKTUBY Ca, MOTOM YTO KJIUEHTYy HEOOXOAHMO NMPOBEPUThb CEPBEPHBIA CepPTU(HUKAT.

6.4.10 [Ho6aBnenune k koHpurypauun «OpenVPN-I'OCT» nByxdaxkTopHOH ayTeHTH(HKALUHH C
MCIMOJIb30BAHHEM TOKEHOB Ha KJIHEHTCKOH CTOpOHE

6.4.10.1 O nByx(dakTOpHOH ayTeHTU(PUKALUU

JByx(hakTopHass ayTeHTU(UKALU — 3TO CIOCO0 ayTeHTH(PUKALMU, KOTOPBIH 00beAUHSeT ABa
3JIeMEHTa: YTO-TO, YTO y BaC €CThb, U YTO-TO, YTO BBl 3HAETeE.

Yro-TO, UTO y Bac ecThb, AOJKHO OBITb YCTPOHCTBOM, KOTOPOE HE MOXKeT ObiTb MPOAYyOJHPOBAHO;
TaKoe yCTPOHCTBO MOXKeT ObITh KPUNTOrpapuyecKUM TOKEHOM, COIepKallUM 3aKpbIThIH K/i04. DTOT
3aKpBITHIH KJIIOU FeHepUpyeTCcsl BHYTPHU YCTPOHCTBA U HUKOIJA €ro He MokuaaeT. Eciu nosb3oBaTteb,
00/1a1al0UIUH 3TUM TOKEHOM, MbITaeTCsl NOAKJOUUTBCS K 3alUIIEHHBIM CEPBUCAM B yIaJeHHOH CeTH,
NPOLeCC aBTOPHU3ALUHU, KOTOPBIM AAaeT AOCTYIN K CeTH WM OTKa3blBaeT B HEM, MOXET yCTaHOBUTb,
C BBICOKOHU CTEMNeHbI0 YBEPEHHOCTH, YTO MOAKJIOYAIIIHUNACSA 110/1b30BaTeNb (PU3HUeCKH obJafaeT U3-
BECTHBIM, CEPTHU(PULUPOBAHHBIM TOKEHOM.

Yr0-TO, UTO BBl 3HAaeTe, MOXKeT ObITb MapoJsieM (MHUH-KOIOM) JAJISi JOCTyMNa K KPUITOrpaduuecKoMy
ycTpoicTBy. bes npenoctaB/iieHrsi KODPEKTHOTO MapoJisi Bbl HE MOXKeTe BOCIOJb30BAThCS 3aKPBITHIM
Kao4yoM. Elile ogHa BO3MOXKHOCTb KpUNTOTpauuyecKHX YCTPOHCTB — 3alpeTHUTb HCIOJb30BaHHUE
3aKPBITOTO KJIOUa, €CIM HEKOPPEKTHbIH Mapo/b (MUH-KOA) Obll MpenocTaB/eH OoJibllle, YeM I03-
BOJIEHHOE KOJIMYeCTBO pa3. IJTO IOBeleHHe TapaHTHpyeT, YTO eCJ/M M0J/b30BaTe/b MOTEps/ CBOe
YCTPOWCTBO, APYTOH 4eJIOBEK He CMOXKET ero HCI0Jb30BaTh.

Takrm 00pa3oMm, HCNOJb30BAHHE TOKEHOB MOBbIIIAET 3ALIUILEHHOCTb BHUPTYaJlbHOM CETH, MO-
CKOJIbKY 3aTPyAHSET MNOAKJ/IOYEHHEe K HeH HeyIOJHOMOYEHHOTO MOJb30BaTe/Isl.

O6paTtuTe BHUMaHHe, YTO U3-3a OLUMOKH B CUCTEMHbIX OHOJMOTEKaX BO3MOXKHBI NMPOOJeMbl TPH
paboTe C KJIIOUAMH Ha amnapaTHHIX TOKeHax B omepanuoHHbX cucteMax SUSE Linux, ROSA RED
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u AsbT, a B omepanuoHHOH cucteMe macOS pa6oTa ¢ TOKeHaMH BO3MOXKHA TOJIBKO TIPU 3alyckKe
nporpaMmbl 6e3 HCIo/ab30BaHUs onuuu —daemon.

6.4.10.2 Kougurypuposanue «OpenVPN-I'OCT» nas pa6otel ¢ TokeHamu PyTokeH

«MarlIpo Kpunrollaker» 4.0 mo3BosisieT XpaHUTb 3aKPBITHIH KJIOU He TOJIbKO B (paiije, HO U Ha
ycrpoiicte PyToken. CyiiecTByet aBa crniocoba xpaHeHus kJatouell Ha PyTokeHe: B (paiisioBo# cucteme
YCTPOHCTBA WM B HeH3BJIEKaeMOH MamMsTH (OTMETHM, YTO BTOPOH BapHaHT HOCTYIEH TOJBKO [JIs
ycrpoiictB Pytoken DUIT u Pytoken PKI).

Kniou B alisoBoll cucteme ycTpoicTBa A0JKeH ObITh co3iaH cpeactBamu camoro «Marllpo
Kpunrollaker» 4.0. {215 Ucronb30BaHUs TAKOTO KJOUa HEOOXOAUMO YCTAHOBUTh ApaiiBepbl YCTPOU-
CTBa W B (pakijie KOH(QUTYpallMK OTPENaKTHPOBATh napaMeTp key ciaenymum o6pasom:

key [[ENGINE]]cryptocom:RUTOKEN:ums_xonmeiinepa

Hma_roumelinepa BJSIeTCS YUCJIOM B JECATHUHON MM ILIECTHAALATEPUYHOH 3aMUCH U JOJAKHO
COBMNAMATh C UMEHEeM_KOHMmelHepa, UCTI0Ab30BAHHBIM MIPU T'eHepaLry Kua.

PyTokeH ¢ K/JIIOUOM B HEH3BJIEKAEMOW MaMATH OOBIYHO MPUXOAUT U3 YIOCTOBEPSIOIIEEr0 LEHTPa.
Takxe MOXHO CO31aTh TAKOW KJIFOU CaMOCTOSITEJIbHO C MOMOILbBIO YTHJIUT U3 KOMIJIEKTA MOCTABKH
Pyrokena uau cpenctsamu «Marllpo Kpunrollaker» 4.0.

st ucnosib30BaHuUs KJto4a B HeHM3BJeKaeMol naMsaTh ycTpoicTBa PyTokeH He06X0AMMO yCTaHo-
BUTb ApalBepbl ycTpoiicTBa U 6ubanoTeKy rtpkcsllecp, mpenocrasastomyio uHteppeiic PKCS#11,
nocJsie uero B (paije KOHPUTypalUHUH OTPeIaKTHPOBaTh MapameTp key cienyuum o6pasom:

key [[ENGINE]]cryptocom:PKCS11:uemra_xaroua

Ecau B HeusB/ieKaeMol naMaTH PyToOKeH colepKUTCS TOJNBKO OIUH KJI0U, MemKy_KAH04Q MOXKHO
He yKa3blBaThb.

O6patute BHUMaHHe, uTO ecTh PyTokeH samuiéH PIN-komom, To Ha OC Linux mpu 3amycke

6.4.10.3 KoudurypupoBanue «OpenVPN-I'OCT» nmns pa6orel ¢ TokeHamu JaCarta u npyrumu
TOKeHaMH, NpenocTaB/sioliuMu uHTepdeiic PKCS#11

«Marllpo Kpunrtollaker» 4.0 mo3BosisieT HCMOJb30BaTh 3aKPBITBIH KJIOU, PACMOJOXKEHHBIH B
Hen3BJeKaeMoH nmamstH yctporcrBa JaCarta, a TakxkKe MHBIX yCTPOHCTBO, MPENOCTABJASIOUINX HH-
trepdetic PKCS#11. CoBmectHo ¢ «Marllpo Kpuntollaker» 4.0 momyckaercst HCMOJMB30BATh TOJBKO
yCTpOHCTBa, uMemolre nekictByouui ceprudukar ®CH Poccun.

Jlns ucrnosib3oBaHUS TAaKUX KJued HeoOXONHMMO YCTAHOBHUTb JApadBepbl yCTPOHMCTBA, a TaKxkKe
6ubanoTeKy, npenocrapasoulyto uHTepdeiic PKCS#11 nnsa storo ycTpoicTBa, U BBICTABUTH Mepe-
MeHHY10 OKpyxeHHsi PKCS11l_LIBNAME, 3HaueHUeM KOTOPOH NOoJiKeH ObITh MyTb K 3TOH O6UOJHO-
TeKe.

B ¢aiine kKoHpUrypauuu Heo6XOAUMO OTPEeNAaKTHPOBATh MapaMeTp key cienyiium oO6pa3oM:

key [[ENGINE]]cryptocom:PKCS11:uemra_xaroua

Ecau B HeusBjekaeMoH MaMsaTH TOKEH COLEPXKHUTCS TOJBKO ONWH KJIOU, MEMKY_KAO4Q MOXKHO
He yKa3blBaThb.

O6patute BHHUMaHMe, uTO ecTb TokeH 3amuiuléH PIN-komom, To Ha OC Linux npu 3amycke

6.4.10.4 Koudurypupoanue «OpenVPN-I'OCT» nns pa6oThl ¢ TokeHamu Briora
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«OpenVPN-T'OCT» MoxKeT HCMOJb30BaTh 3aKPbIThle KJIOUH, 3alUCaHHble B (hailoBYyIO CHCTe-
My TOKeHOB Bbrora (mosiKHbl OBITh IOTMOJHHTENBHO YCTAHOBJIEHBI ApaiiBepa yctpoiictBa). laHHas
BO3MOXXHOCTb peajiu30BaHa TOJNBKO HJist 256-OUTHBIX KJOUeH.

Jlns vcnosnb3oBaHus Kiwodell ¢ Betoru napamerp key gatina xonpurypaunn «OpenVPN-I'OCT»

HYKHO 3a[aTb CJEYIOLHUM 00pa3oM:
key [[ENGINE]]cryptocom:VJUGA.X

6.4.11 MapupyTHusauus Bcero KJHeHTCKOro Tpaduka (Bk/arwovas Be6-Tpadpuk) yepes VPN

6.4.11.1 DBseneuue

[To ymonuanuto, korpa kiaueHT «OpenVPN-I'OCT» akTuBeH, TOJbKO ceTeBOH Tpaduk Ha cepBep
«OpenVPN-T'OCT» u ¢ Hero Oyzmer npoxonuTb depe3 VPN. O6umu#i mpocMoTp HMHTepHET-CAHTOB,
Harnpumep, OyIeT BBHIIIOJHEH yepe3 MpsiMble COeUHEeHUs], KOTopble He npoxoasiT yepe3 VPN.

B HeKOTOpHIX cjydasix 3TO MOBeldeHHE MOXKeT ObITb HeXKeJaTeJbHbIM — Bbl MOXKETe 3aXOTeTh,
utoObl VPN-K/MeHT TyHHesnupoBaJ/ Becb ceTeBod Tpaduk yepe3 VPN, Bkitouass oOLMH NpoCMOTp
UHTepHeT-calToB. X0Ts 3TOT TUN KoHpurypauud VPN 3acTaBUT K/aUeHT paboTaTb MelJieHHee, OH
naet aaMuHuactpatopy VPN GosbliMi KOHTPOJb HaA MOJUTHKAMH O€30MaCHOCTH, KOTAa KJHEHT
OHOBPEMEHHO coeluHeH U ¢ nybanuyHoi ceTblo MHTepHet, u ¢ VPN.

6.4.11.2 Peanusauus

Jlo6aBbTe cienyollyo IUPEKTUBY K CEPBEPHOMY KOH(MHUI'YpaLHOHHOMY haiay:
push "redirect-gateway defl"

Ecau Bama VPN HacTpoena B 6ecnpoBONHOW CeTH, Iie BCe KJUEHTbl U CepBep HaXoAsTCs B
OIIHOH M TOM Ke 6eCNpPOBOAHOH MOACETH, MocTaBbTe ¢uar local:

push "redirect-gateway local defl"

[Tepenaga omuuu redirect-gateway ksuentam 3actaBuT Bechb [P-ceTeBoil Tpaduk, MCXOXALINH
C KJMEeHTCKHUX MallMH, npoxoauTb depes cepBep «OpenVPN-TOCT» Cepsep HyxHO OyfeT Kak-To
CKOH(pUTYypHPOBaTh, UTOOBl OH MOT paboTaTh C 3TUM TPa(UKOM, HAPUMep, COEAUHUTb €ro C CeThIO
WurepHer yepes NAT uau mapuipytusupoBath yepes HTTP-npokeu cepsepa.

B Linux Bbl MOXeTe BOCIMOJb30BATbCS BOT TAKOH KOMAaHAOW, YTOObI MOAKJIOUHUTH KJHEHTCKHH
Tpapuk K cetu MHTepHet uepe3 NAT:

iptables -t nat -A POSTROUTING -s 10.9.1.0/24 -o eth0O -j MASQUERADE

dta KoMaHpaa mpenmnosaraet, uto noacetb VPN — 10.9.1.0/24 (B3sitass M3 OUPEKTHUBBHI server
B cepBepHoil KoH(purypauuu «OpenVPN-I'OCT»), u uto jokanbHbH HHTepdeic cetu Ethernet —
ethO.

Korna ucnone3yercs redirect-gateway, knuentsl «OpenVPN-I'OCT» O6ynyT mMapuipyTH3UpoOBaTh
sanpockl DNS uepes VPN, u cepepy VPN HyxHO Oymer ux oOpabaTeiBaTb. DTO MOXKET ObITb
IOCTUTHYTO Nepenaueil agpeca cepBepa DNS nopksoyarommMmcs KadeHTaM, KOTOPbIH 3aMeCTHUT KX
o6bryHble HacTporiku cepBepa DNS Ha Bpewmsi, noka VPN axkrtusHa. Hanpumep:

push "dhcp-option DNS 10.9.1.1"

CKOH(UTYpUpyeT KaueHTbl Windows (MJH Ipyrux ornepalroHHbIX CUCTEM C HEKOTOPbIMH JIO-
MONIHUTEbHBIMUA CKpPHUNTaMH) Hcmoab3oBath 10.9.1.1 B kayectBe ux DNS-cepsepa. Jlo6oi anpec,
KOTOPBIA BUJIEH C KJAUEHTOB, MOXKET ObITb MCMOJb30BaH Kak anpec cepepa DNS.
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6.4.11.3 IlpenynpexpueHus

[lepenanpaBsienue Bcero ceteBoro Tpaguka uepe3 VPN — He coBcem Gecnpo6/emMHOe MpemJo-
»keHHe. BOT HECKO/MBKO TUIHYHBIX MPOOJEM, KOTOPbIE CJeNyeT UMeTb B BUIY:

— Muorue MamuHbl-kaHeHTH «OpenVPN-T'OCT», coenunsiomuecs ¢ Mutepuerom, 6ynyT nepu-
ofMuecKH B3auMomelcTBoBaTh ¢ cepeepoM DHCP, uTo6b 06HOBUTH cBoO apeHny IP-ampecos.
Onuwus redirect-gateway MoxkeT He IaTh KJAHEHTY cBsidaThes ¢ jJokaabHeIM DHCPO-cepBepom
(motomy uyto coobiienns DHCP 6ynyTt mapupyrtusupoBatbes uepe3 VPN), uto 3actaBUT uX
notepsitTb cBoto apeHny IP-anpecos.

— CyuectBytoT npobJembl, cBsidaHHble ¢ nepenaueil DNS-anpecos Ha kiaueHTsl Windows.

— IIpocmoTp MHTepHeT-CaUTOB Ha KJHUeHTe OyfeT 3aMeTHO MeJJIeHHee.

6.4.12 Pa6ora cepsepa «OpenVPN-I'OCT» na nunamudeckom IP-anpece

B 1o Bpemsi kak kaueHTbl «OpenVPN-I'OCT» moryT sierko nocturaTh cepBepa dyepe3 NHHAMH-
yeckuil [P-agpec 6e3 kakoro-nu6o crenuasbHOTO KOH(UTYPUPOBAHHS, BO3HUKAIOT OMNpeleJieHHbIe
npo6seMBbl, Korga cam cepBep nMmeeT nuHamuueckud agpec. Xotsi «OpenVPN-TOCT» 6e3 npobaem
CIpaBJIieTCsl C CUTyalueld Ha JMHAMHUUYECKOM cepBepe, HEOOXOAMMO HEKOTOpPOe [ONOJNHHUTEJbHOEe
KOH(PUTypHUPOBaHHeE.

[lepBbi#i war — nosnyuyuth AnHamudeckuit DNS-anpec, KoTopelii MoxkeT ObITh CKOH(HUTYPUPOBAH
TakK, UTOObl «CJIefIoBaTh» 3a CepBEpPOM KaxKIblil pa3, kak MeHsercs [P-anpec cepBepa. CyuiecTByoT
HeCKOJIbKO JOCTYIIHBIX MpoBaiaepoB AnHamuuecknx DNS-yeayr, nanpumep, dyndns.org.

Cuienyrolyi war — HaCTPOUTb MeXaHH3M, uToObl Kaxkabll pas, Korna [P-anpec cepBepa meHs-
etrcs, uMsa nruHamudeckoro DNS 6bicTpo mosyyaso 6bl HOBbIH [P-anpec, mo3Bosisisi KaveHTaM HaWTH
cepBep 1o ero HoBoMmy [P-anpecy. EcTb nBa 0CHOBHBIX crocofa 3TO clesaTh:

— Hcnonb3oBats o6opynoBanue mapuipytusartopa NAT ¢ nonnepxkoit nuHamuueckoro DNS (Ha-
npumep, Linksys BEFSR41). Bo/blIMHCTBO HEIOPOTHX U LIMPOKOAOCTYMHBIX MapLIpyTH3aTO-
poB NAT o6/sanaoT BO3MOXKHOCTbIO OOHOBJISITE AMHaMudeckoe uMs DNS kaxablii pas, kak
HoBast apenna DHCP noayuena ¢ ISP. 9ta HacTpoiika uneasnbHa, Korna cepBep «OpenVPN-
[OCT» sB/asieTcss KOMIBIOTEPOM C OMHHUM CETEeBBIM aflaliTePOM BHYTPH OpaHIMay3pa.

— Hcnosb3oBaTh JTHUHaMHU4YecKoe NIPUJIOKEHHe DNS-kmauenra, Hanpumep, ddclient
(http://sourcelorge.net/apps/trac/ddclient) nas o6noBsenus muHamudeckoro DNS-ampeca,
KaK ToJbKo mnomeHsieTcs IP-ampec cepBepa. dTa HacTpoiika ujeanbHa, Korjga MalllkMHa, Ha
koTopoi pabotaer «OpenVPN-I'OCT», uMeeT HeCKONbKO CeTeBBIX ananTepoB U padoTaer
Kak OpaHamaysp/redT. UToObl peann3oBaTh 3Ty HACTPOHKY, BaM HeOOXOAHUMO HACTPOHUTb
CKPHIIT, KOTOPBIK OyAeT BHIMOJHATHCS BallUM MporpaMMHbIM mnpuioxennem DHCP-knuenrta
KaXK/Ibli pa3, Kak MpoucxXonut cMeHa [P-anpeca. DToT ckpunt noskeH a) BeimoHATh ddclient,
uyToOBl YBENIOMHTb Ball mNpoBaigep nuHamudeckoro DNS o Bamem HoBoM IP-ampece u 6)
nepesanyckatb cepBepHblil 1eMoH «OpenVPN-I'OCT».

Knuent «OpenVPN-TOCT» no ymosuaHuio mouyBCTByeT, Koraa cMmenutcs [P-anpec cepsepa,
ec/Id KJMeHTCKas KOH(PUIYypalHUs HCIOJb3yeT NUPEKTHBY remote, KOTOpasi COOTHOCHUTCS C HMeHEM
nuHamudeckoro DNS. O6bluHasi 1enb coobiTHil TakoBa: a) KaueHTy «OpenVPN-I'OCT» He ynaercs
MOJIYYUTb CBOEBPEMEHHbIe MO IepKUBaOIINe coo0lIeH s co ctaporo [P-anpeca cepsepa, 4yto 3amyc-
KaeT mepesarpysky, U 0) mepesarpyska sactapJjser nepecmoTpetb uMsi DNS B nupekTuBe remote,
M03BOJISIST KIHEHTY MepernofKII0YUThCs K cepBepy 1o ero HoBomy [P-ampecy.
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6.4.13 Tlopkuaouenue K cepBepy «OpenVPN-T'OCT» uepes HTTP-npokcu

«OpenVPN-T'OCT» nonnepxuaet coenunenusi yepe3 HTTP-npokcu, co caenyomumu Moaes-
MU ayTeHTH(HKALHUH:

— Her ayTenTu(UKaUK Ha NPOKCH
— Basic ayTeHTHduKalLUsa HA TPOKCH
— NTLM ayreHTU(pUKaLNUS HA NPOKCU

Jlo6aBbTe nupekTHBY http-proxy B KJIMeHTCKHH KOH(UIYypaLMOHHBIH (aiI.

Hanpuwmep, npeanosoxum, yto y Bac HTTP-npokcu cepBep Ha KJ/JMEHTCKOH JIOKAaJbHOW CeTH
Ha 192.168.4.1, kotopelil caymiaer coenvHeHusi Ha nopty 1080. [{o6aBbTe cienyiollyl0 CTPOKY K
KJUEHTCKOW KOH(UTypaALUHU:

http-proxy 192.168.4.1 1080

[Ipennonoxum, yro HTTP-npokcu Tpebyer ayTeHTH(pUKauuu Basic:
http-proxy 192.168.4.1 1080 stdin basic

[Tpennonoxum, utro HTTP-npoken tpebyer ayrentudrkauuu NTLM:
http-proxy 192.168.4.1 1080 stdin ntlm

JBa BbllllenpHBeNeHHBIX ayTeHTU(PUKaHOHHBIX npuMepa 3actaBsaT «OpenVPN-T'OCT» 3zamnpo-
CUTb JIOTMH W [apoJb CO CTaHAAPTHOIO BBOAA. Ec/M Bbl BMECTO 3TOro NpeilodyHuTaeTe NMOMECTUTb
JIOTHH U TapoJb B (a1, 3amenute stdin umMeHeM (haliya ¥ oMecTHTe JIOTHH B MEPBYIO CTPOKY 3TOTO
(haiinia, a maposib BO BTOPYIO.

6.4.14 CoenuHeHMe C COBMECTHO HCIMOJb3yeMbIM pecypcoMm Samba depe3 «OpenVPN-I'OCT»

DTOT MpUMep MpenHa3HAUeH JJs1 TOTO, YTOOBI MOKa3aTh, Kak KaueHThl «OpenVPN-IT'OCT» moryT
COEIMHATBCS C COBMECTHO HCIOJIb3yeMBIM pecypcoM Samba yepe3 MapLIpyTH3UPOBAHHBIH TYHHEJb
dev tun. Ecau BBl ucnosnbsyere «OpenVPN-I'OCT» Tuna «moct» (dev tap), BaM, BeposiTHO, He
HY?>KHO CJIefIoBaTb 3TUM HMHCTPYKLUHAM, MocKo/abKy KianeHTbl «OpenVPN-I'OCT» nosxHBEl BHIETb
MallliHbl CEPBEPHON CTOPOHBI B CBOEM CETEBOM OKPYKEHHH.

s aTOro mpumepa MpearnookKUM, UTO:

CepBepHasi JioKaJbHasi ceTh HcnoJbayeT noacets 10.66.0.0/24,

HMuanazon IP-agpecoB VPN wucnosnbsyer 10.9.1.0/24 (xak ykaszaHO B OUpPEKTHBe Server B
cepBepHOM KoH(purypaunonHom gaine «OpenVPN-TOCT».)

CepBep Samba umeer [P-anpec 10.66.0.4 u

Cepsep Samba yxke Obl71 CKOH(UIYPUPOBAH U AOCTYTEH U3 MECTHOH JIOKAJbHOH CETH.

Ecau cepepnl Samba u «OpenVPN-IT'OCT» pabGotatoT Ha pa3jHUHBIX MalllMHAaX, YAOCTOBEPbh-
TeChb, YTO Bbl BBIMOJHUAN yKa3aHusi pasnesna «Pacuumpenne obnactu aedcteus VPN ¢ Bk/oueHHEM
JIOTIOJIHUTEJIbHBIX MAlllMH B KJIHEHTCKYIO MJIM CEPBEPHYIO MOACETH.

Jlanee oTpenakTupyiTe KoHQUTypalMoHHbIH (hailn cepBepa Samba (smb.conf). ¥nocroBepbrecs,
uto aupekTtuBa hosts allow nossosut kauentam «OpenVPN-I'OCT», npuxonsiium M3 MOACETH
10.9.1.0/24, ycranaBauBaTh coequHenne. Hampumep:

hosts allow = 10.66.0.0/24 10.9.1.0/24 127.0.0.1

Ecnu cepBepnl Samba u «OpenVPN-TOCT» pa6oTatoT Ha ogHO# U TOM »Ke MalluHe, Bbl, BO3MOX-
HO, 3aXOTHTe OTPENaKTHPOBaTh AUPeKTHBY interfaces B datine smb.conf tak, 4ToOb Takxke caylaTh
Ha nozacetd 10.9.1.0/24 untepdeiica TUN:

interfaces = 10.66.0.0/24 10.9.1.0/24
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Ecnu cepepol Samba u «OpenVPN-I'OCT» pa6oTatoT Ha OfHOH U TOH Ke MallHHe, MOAKJIIOYH-
Tech ¢ KaneHTta «OpenVPN-I'OCT» k coBMecTHO Hcnosnb3yeMoMy pecypcy Samba ¢ Ucrosb30BaHHEM
MMEHH KaTaJora:

\\10.9.1.1\\sharename

Ecau cepepnl Samba u «OpenVPN-I'OCT» pa6oraioT Ha pa3HbIX MalllMHAX, UCTOJb3YHTe HMS
KaTaJjora:

\\10.66.0.4\sharename
Hanpumep, U3 oKHa KOMaHAHOH CTPOKH:
net use z: \\10.66.0.4\sharename /USER:myusername

6.4.15 Peanuzauus koH(Urypauuu 6aJaHCHUPOBKH HArpy3KH/BOCCTaHOBJIEHUS MOCJe COHOS

6.4.15.1 Kuuenr

Knuenrtckas konpurypauus «OpenVPN-I'OCT» mMoxeT yKasplBaTh Ha HECKOJBbKO CEPBEPOB MJIS
6a/saHCHPOBKH Harpy3kd M BOCCTaHOBJEHUS Mocje oTkasa. Hampumep:

remote serverl.mydomain
remote server2.mydomain
remote server3.mydomain

npukaxet kaueHTy «OpenVPN-I'OCT» neitatbes ycTaHaB/AMBATh COeIMHEHHe ¢ serverl, server2
u serverd B 3ToM nopszake. Ecau cyuiecTBytolee coequHeHue pasopBaHo, kaueHT OpenVPN no-
MbITAeTCS BOCCTAHOBUTb COEIHMHEHHE C TOCJEeIHUM CepBepoM, C KOTOPbIM COoequHEeHHe OblLIO ycTa-
HOBJIEHO, a €CJIM 3TO He y[acTcsl, MepelfleT Ha CJelyIOIIUH cepBep B crucKe. Bbl Takke MoxeTte
ykasatb kaueHTy «OpenVPN-I'OCT» panmomMu3oBaTb CBOH CIHCOK CEpPBEPOB MPH 3arpyske, UTOObI
KJIMEHTCKasl Harpy3Ka Oblia BepPOSITHOCTHO pacrpefesieHa Mo QHaNa3oHy CepBEPOB.

remote—-random

Ecau BBl Takxke XOTUTe, 4T0OBl Heynauu paspeiieHuss DNS 3actaBasnu kauneHT «OpenVPN-
[OCT» nepexonuTb Ha CJAEAYIOMIUHA CepBep B CIUCKe, N00aBbTe CJAEAYIOIIEe:

resolv-retry 60

[Tapametp 60 Besnut knueHty «OpenVPN-I'OCT» nbiTaThcsi paspellinTh KaxKaoe yaajdeHHOe HMs
DNS B Teuenue 60 cekyHJ, npexae ueM MepexoIuTh Ha CJEeNYIOLIUN cepBep B CITHCKE.

CHHCOK cepBEepOB MOXKET TaK»Ke yKa3blBaTb Ha HECKOJbKO cepBepHbIX neMoHOB «OpenVPN-
[OCT», paboratouuix Ha OMHOH U TOH Ke MalllMHe, KaXKAblH M3 KOTOPBIX CJIyLIaeT COeNUHEHHs Ha
COOCTBEHHOM MOPTY, HaNpUMep:

remote smp-serverl.mydomain 8000
remote smp-serverl.mydomain 8001
remote smp-server2.mydomain 8000
remote smp-server2.mydomain 8001

6.4.15.2 Cnucok cepBepos

Ecau Bawm cepBepa — MHOTOIPOLIECCOPHBIE MAILUHMHBI, 3aMyCK HeCKOJNbKHUX AeMOHOB «OpenVPN-

[OCT» Ha KaxXIOM cepBepe MOXKET UMeTh MPEeUMYILIeCTBa ¢ TOUKH 3PEeHHsS CKOPOCTH BBIIIOJHEHHUS.
«OpenVPN-T'OCT» Takke mopiep»KHMBaeT AMPEKTHBY remote, ykasbiBaioulyto Ha umsi DNS,

KOTOpOoe 00/1afiaeT HECKOJIbKHUMH 3aUCAMH A B 30HHOH KOH(UTIypaLuH AJs noMeHa. B aToMm cayuae

kaueHT «OpenVPN-I'OCT» 6yzner cayualiHbiM 06pa3oM BeIOMPATh ONHY M3 3amuced A KaxKIbld pas,

KaK JIOMeH paspellaeTcs.
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6.4.15.3 Cepsep

CaMblii IPOCTOH mMoaXon K KOoH(urypauuu 6ajaHCUPOBKH Harpy3KW M BOCCTAHOBJIEHHS TOCJIe
0TKa3a Ha cepBepe — UCIOJb30BaTh IKBUBAJIEHTHBIE KOH(PHUTYPALMOHHBIE (PAHUJ/bl HA KaXKI0M CEpBepe
B KJlacTepe, 3a UCKJIIOUEHHEM HCIOJb30BAHUS PA3JIMUHBIX THANA30HOB BUPTYyanbHbIX [P-anpecos mis
Kaxkaoro cepsepa. Hanpumep:

serverl

server 10.9.0.0 255.255.255.0

server2

server 10.9.1.0 255.255.255.0

server3

server 10.9.2.0 255.255.255.0

6.4.16 Koudurypupoanue padotsl no IPv6

«OpenVPN-T'OCT» moxeT Kak co3haBaTh 3alllMlIeHHOe COequHeHHe, ucnogab3ysi [Pvb B kaue-
CTBe TPAHCIOPTa, TaK U nepenaBatb [Pv6-Tpaduk BHYTPU 3aLIUILEHHOTO COeIUHEHHUS.

Jnst Toro utobbl co3naTh 3allluileHHOe coenuHeHHe noBepX [Pv6, Hy»XHO 3aMeHHUTb mapameTp
proto tcp Ha proto tcp6. [lpu 3TOM Ha CTOpOHe KJMeHTa ajpec cepBepa MOXKHO YKa3blBaTh Kak B
[Pv6-hopmate, Tak ¥ (npu Haauuuu pabotatourero DNSv6-cepBepa) B hopmaTe TOMEHHOTO UMEHH.

Jns Toro uto6bl BKIWOYUTL Nepenady [Pvb BHYTpPH 3alIUIIeHHOTO COeTUHEHHs, HY>KHO YKa3aTh
cepBepy napametp server-ipv6. O6patrte BHUMaHHe, YTO NapaMeTp server, 3afaiolini aapec [Pv4,
TOXKEe NOJIXKEH TPUCYTCTBOBaTh, T.e. pure IPv6 VPN cosnath HEBO3MOXKHO.

6.4.17 Ycunenue 6e3onacHoct «OpenVPN-TOCT»

OnHa U3 4acTo MOBTOPSIEMbIX MaKCHUM ceTeBOH 6e30MacHOCTH COCTOMUT B TOM, UTO HHUKOT[A He
cJefyeT LeJMKOM M0JaraTbCsl Ha OfAWH KOMIIOHEHT 3allWThl, IOTOMY 4YTO €ro OTKa3 BbI3blBaeT Kara-
crpoduueckuii mposas B 6e3onacHocTH. «OpenVPN-I'OCT» npenocras/isieT HeCKOIbKO MEXaHHU3MOB,
NPefOCTABJSIOLIMX BO3MOKHOCTb 100aBUTh JOMOJNHHUTE/bHbIE CJIOW 3ALIUThI, YTOObI OTTOPOAUTHCS OT
Nog0OHOr0 UCXOAA.

6.4.17.1 tls-auth

HupekTuBa tls-auth no6asasier nononuutebHyto noanuce HMAC kKo BceM makeTaMm XeHlIeHKa
SSL/TLS nas npoBepku LesoctHocT. dta noanucb HMAC npenoctaBisieT HOMOJHUTEbHbIH CJI0H
3alllMThl Hald U 3a TeM, uto npenoctapJjsercss SSL/TLS. Ona MoxeT 3alUTHTD OT:

— DoS-arak

— Ys3BUMOCTel nepenosHeHus: 6ydepa B peanusanuu SSL/TLS

— Muunuaumii xsummeika SSL/TLS ¢ HeaBTOpH30BaHHBIX MalllMH (XOTS TaKHe XIHMIIIEHKHU B
KOHIIE KOHIIOB He OyayT ayTeHTH(ULHpOBaHbI, tls-auth MoxkeT HX OTCeub HAMHOTO paHbliie)

Hcnonb3oBanue tls-auth Tpebyer, uToOB BBl CreHepUPOBAJIH 3AKPLITHIH KJIOU 00I1ero MoJb30Ba-
HHUsI, KOTOPBIH HCIIOJb3yeTCsl NOMOJHUTEIbHO K cepTudukatam/kaouam [OCT:
openvpn --genkey --secret ta.key

dta KomaHza creHepupyet cratndeckui Kiaou «OpenVPN-TOCT» u 3anuwer ero B aia ta.key.

ITOT KJIOU CJIefyeT CKONHPOBATh yepe3 yxKe CYIIeCTBYIOIMH 6e30MacHbBI KaHa  Ha cepBep U BCe
KJHeHTCKUe MalirHbl. OH MOKeT ObITh MOMeIlleH B TOT ke KartaJor, 4to U ¢aiael [OCT .key u .crt.

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
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B cepBepHOil KOH(pUTypaluu 100aBbTe:
tls—-auth ta.key O

B knneHTCKOH KoH(Urypauuu no6asbre:
tls-auth ta.key 1

Buumanme! AsroputMel magma-mac, kuznyechik-mac u gost-mac He MoOryT ObITH HCIIOJIB30-
BaHbl JJis1 BbIpaOOTKHM MUMHTOBCTABKH MaKeTOB KOHTPOJIBHOTO KaHaja, M03TOMY €CJHU Bbl XOTHUTe

MCII0JIb30BaTh omuuio --tls-auth, B mapamerpe --auth HeoGxommmo ykasate md_gostl2_256 wugau
md_gost12_512.

6.4.17.2 user/group (kpome OC Windows)

«OpenVPN-T'OCT» 6bls1a 04eHb TILATeJNbHO CO3[aHa TaK, UTOOBI TO3BOJNUTb OTKA3aThCsl OT MPaB
TPUBUJIETUPOBAHHOIO I10/b30BATE/Sl MOC/e WHULHAIU3ALUHU, U 3Ty BO3MOXKHOCTb CJElyeT BCeraa
ucnosb3oBath B Linux/BSD/Solaris. Be3 npaB npuBHerdpoBaHHOr0 MOJb30BaTe s, paboTarOIIMi
cepBepHblll 1eMoH «OpenVPN-I'OCT» npencraB/sier co60il 3HAUWTENbHO MeHee MPUBJIEKATENbHYIO
Lesb AJIS aTaKyIOLIero.

YT0o6bl OTKIIOUUTH [IPaBa MPUBUJIETHPOBAHHOTO MOJ1b30BATE/IS N10CAe HHULHAIN3ALUY, 100aBbTe
B CepBepHYI0 KOH(MUTYPALHIO AUPEKTHBBI:

user nobody
group nogroup

6.4.17.3 chroot (kpome OC Windows)

HupektuBa chroot nossossier Bam 3anepets geMoH «OpenVPN-I'OCT» B Tak Ha3biBaeMylo TIOPb-
My chroot, rme memMoH He cMoXxeT paboTaThb HHU ¢ KaKMMH 4acTsiMU (PalJOBOH CHCTEMbl B Orepalu-
OHHOM CHCTeMe, 32 UCKJ/IOUYeHHeM CIelHalbHOro KaTajora, yKasaHHOro KaK napamerp K AUPeKTHBe.
Hanpuwmep

chroot jail

sactaBuT neMoH «OpenVPN-I'OCT» nepeiitu B momkaraJjor jail nmpu vMHHUIMAMU3aLUH, a 3aTEM
TlepeopUeHTHPYeT ero KOpPHeBYIO (PailJIoBYI0 CHCTEMY B 3TOT KaTaJjor, TaK 4TO 3aTeM IeMOHY OyneT
HEeBO3MOXKHO YBHUIETb HUKAaKUX (pall/JioB CHapy»KM Kartajora jail u ero mopkaranoroB. To BaxKHO C
TOYKH 3peHHs1 6e30MacHOCTH, MOTOMY UTO AaXKe eC/IM aTaKYIOLUHH CMOXKeT CKOMIPOMETHPOBATDb Cep-
BEp C MOMOIIbI0 BPEIOHOCHOTO KOJ&, ITOT KO OyAeT 3amepT OT GOoJblIed JyacTH (PaijoBOH CUCTEMBI
cepBepa.

[Ipenynpexknenus: mockosnbky chroot mepeopueHTHpyeT (hal/JoOByIO cHCTeMY (TOJBKO C TOUKH
3peHHs IeMOHa), He0OXOOUMO TOMECTHTh BCe (haiJjibl, KOTOpble MOryT noTpeboBaThesi «OpenVPN-
[OCT» nocse wHMIMaIM3alMK, B Kartajor jail, Hanpumep, daiin crl-verify unm karasnor client-
config-dir.

6.4.17.4 XpaneHue KopHeBoro kJjrwoua (ca.key) Ha oTmesnbHON MalMHe 6e3 CETEBOTO COENMHEHHS

OnHo 13 nmpenmytecTB ucnosb3oBanus PKI mo cranpapry X.509 ¢ Touku 3peHusi 6€301MacHOCTH
COCTOHT B TOM, 4YTO KOPHEBOH KJI0Y YIOCTOBepsitollero LeHTpa (ca.key) He mo/KeH MPUCYTCTBOBATh
Ha cepBepHoil MamnHe «OpenVPN-I'OCT». B cpene BbicoKoli 6e30MacHOCTH Bbl MOXKETe 3aXOTeTb
CrelManbHO BBIAEJUTb MALLKMHY JJs LeJeld MOAMUCAHUS KJOUeHd, 1epKaTh 3Ty MALIMHY (DU3UUECKH
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XOpOLLO 3aLIMIIEHHON M OTKJIUMUTb ee OT Bcex ceTed. [y mepeHoca KJ/O4Yed MOXKHO HCIOJb30-
BaThb CheMHble THUCKHU. Takue Mepbl [eJalT KpaxKy KOPHEBOTO KJ4a UCKJUHWTENbHO TPYAHOH AJS
aTaKyoILero, ecjJy TONbKO OH He yKpalneT (PU3MYeCKH MALIMHY AJS NOANMUCBIBAHUS KJIOYeH.

6.4.18 Tect Ha HauaJbHYIO0 MOAKJIIOYAEMOCTb

6.4.18.1 3amyck cepsepa

CHauasia o6ecnieute, yto cepBep «OpenVPN-I'OCT» Gynmer mocTymneH KJueHTam, AJsi 3TOTO OT-
kpoiite TCP-nopt 1194 Ha 6pannmayape (uau mo6oi apyroir TCP-nopt, KOTOpbI# Bbl CKOH(UTYPH-
poBaJI VpN-cepBep) WM YCTAHOBUTE MpaBuUJso (OpPBapAMHTa MOpTa, YTOOB MPOU3BECTH (POPBAPAMHT
TCP-nopta 1194 ¢ 6pannmayaspa/reiita Ha MawuHy, rae padoraet cepBep «OpenVPN-T'OCT».

Hanee, y6enutech, uto untepdeiic TUN/TAP He 3a Gpanamayspom.

Yrobbl yNPOCTUTHb MOWCK OLIHMOOK, Jiyullle cHauaja 3anycTutb cepBep «OpenVPN-TOCT» us
KOMaH/IHOH CTPOKH (MJIM IIeNKHYThb NPaBOd KjaBuliled mo ¢auay .ovpn B Windows), a He 3amycKaTtb
ee KaK JIeMOH HJIM CepBHUC:

openvpn-gost cepBepHHMN Qanyl_KoHQUI ypaluu

6.4.18.2 3anyck kaueHTa

Kak u B ciyuae cepBepHOil KoH(urypauuu, Jjyuuie 3anyctutb KjaueHT «OpenVPN-TOCT» us
KOMaHAHOU cTPokH (uau B Windows IIeJKHYTb NMpaBod KJaBHILEeH MblK no daiay client.ovpn), a
He 3aMycKaTb ee KaK 1eMOH HJIH CepBUC:

openvpn-gost KJIMEHTCKHUH_Qans_KoHQUrypalnuu

HopmasnbHoe Havyano pa6oTel KaueHTa Ha Windows OyzneT moxoxke Ha cepBepHBIH BBIBOJ, NpHBe-
JIEHHBIN BBILIE, U OJ/KEH 3aKOHUUThCsl coobiieHueM Initialization Sequence Completed.

Tenepr nmomnpoOyiiTe otnpaBuTh curHana ping udepes VPN oT knuenta. Ecin BBl Hcnosnbsyere
MapuipyTisaurio (T.e. dev tun B cepBepHOM KOH(HUTYpaLHOHHOM (akJe), monpodyure:

ping 10.9.1.0

Eciau BBl uenosibayete VPN Ttuna «moct» (T.e. dev tap B cepBepHOM KOH(UTYypaLHOHHOM (haiie),
MONbITAUTECh OTIPABUTh CUTHAJ ping Ha [P-agpec mamuHbl Ha MoaceTH cepBepHoit ceTu Ethernet.
Ecau curHafn npoxoaut ycrneuiHo, nosapasasem! ¥ Bac tenepb aedictytomas VPN.

6.4.18.3 Tlouck omnboK

Ecnu curHan ping He mpouten unn uHuuuanusauus kaveHta «OpenVPN-I'OCT» He 3akoHuu-
JIaCb, BOT CMHUCOK OOBIYHBIX CHMIITOMOB WU HX pelIeHHH:

1. Ber monyuaere curnan owmnbku: TLS Error: TLS key negotiation failed to occur within 60
seconds (check your network connectivity). DTa omubka ykasbiBaeT, YTO KJHEHT He CyMeJ
YCTAHOBUTb CETEBYIO CBSI3b C CEPBEPOM.

Pewenus:

— Yb6enutech, YTO KJHEHT HCIOJb3yeT KOppeKTHBIH hostname/IP-anpec u Homep mopTa,
KOTOPBIH MO3BOJMUT eMy coefnHUThbCs ¢ cepBepoM «OpenVPN-TOCT».

— Eciu mammna cepeepa «OpenVPN-TOCT» sBasieTcss KOMIBIOTEPOM C OJHUM CETEBBIM
anantepoM BHYTpHW 3amuieHHod LAN, ybGenutech, uTO Bbl MOJb3yeTeCh KOPPEKTHBIM
npaBuJ/IOM (opBapAMHra nopra Ha OpaHamaysp cepBepa. Hanpuwmep, npeamnosoxum, uto
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Bail cepBep «OpenVPN-I'OCT» Haxonutcs Ha 192.168.4.4 BHyTpu Gpanamayapa, caylias
KiaueHTcKue noak/aodeHuss Ha TCP-nopty 1194. Teiit NAT, obcayXuBarouuii noacetb
192.168.4.x moJskeH UMeTb MpaBUJO (POPBapAMHTa MOPTa, KOTOPOE TOBOPHUT «Iepeaipeco-
Bath TCP-mopt 1194 ¢ moero ny6auunoro [P-anpeca Ha 192.168.4.4.»
— OrkpoiiTe 6paHaMaysp cepBepa, YToObl pa3pellinTh BXoasiliue coenrHeHus Ha TCP-mopt
1194 (unu so6oit TCP-nopt, KOTOPBIH BBl CKOH(UTIYPUPOBAJIH B CEPBEPHOM KOH(HUTYypa-

IMOHHOM (haiiJie).

2. Bbl mosyuaere coobuienue o6 omubke: Initialization Sequence Completed with errors — sra
omun6ka MoxKeT nmporsoHTH Ha Windows, ec/iM a) y Bac HeT 3aNylleHHOr0 JOCTYITHOTO CepBHca
DHCP unu 6) BH HcroJsib3yeTe MepcoHa bHbIE OpanaMayap, oTanuHblid o Windows Defender.
Pemienue: sanycrurte cepsep miasi kaveHta DHCP, ecau mpo6nema BrI3BaHa GpaHaMaydpoM,
oOpaTHTeCh 32 KOHCYJbTalleH K ero MpOU3BOAUTEIO.

3. Bel mosyuaete coobuienue Initialization Sequence Completed, Ho curnan ping He MpoXomUT
— 3T0 0OBIYHO CBSI3aHO C MOJHUTHKOH HACTPOHKH OpaHAMaydpa Ha CepBepHOH WJIH KIHEHTCKOH

CTOpOHE.

PelieHne: paspellnTe MOCBHIJIKY 3X0-OTBETOB uUepe3 paclIMpeHHble HAaCTPOWKH OpaHamayspa
U 00bsBUTe ceTb VPN uyacTHO! 1 BbIK/IIOUUTE OpaHAMAydp [Jisi UACTHBIX CETeH.

[TopsinkoBbi#i Ne M3MeHeHUsI

HOILI'II/ICI) JIMlla, OTBETCTBEHHOI'O 3a
H3MEHEHNEe

I[aTa BHECEHHA M3MEHEHHSA
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7 Kondgurypupoanne «OpenVPN-I'OCT» pss aBTOMaTUuecKoro
3amycKa MpH CTapTe CUCTEMBI

BceanienctBre HemocTaTKa CTaHAAPTOB B 3TOH 00JaCTH GOJBLIMHCTBO ONMEPALMOHHBIX CUCTEM HMe-
eT CoOCTBEHHBIH CMOCO6 KOH(PUTYPUPOBAaHUS JTE€MOHOB/CEPBHUCOB MJisl 3aMycKa MPH CTapTe CHUCTEMBI,
B NaHHOM pasfeJse ONHCcaHbl HauboJee pacnpoOCTPAHEHHblE BapUAHTHI, €CJW B BalleM CJaydyae 3TH
peKOMeHIalUHWH He cpaboTaloT, BaM cJeldyeT 0OpaTHUTbCS K PYKOBOACTBY 10 HAacCTpOHKe Balled orme-
PALMOHHOH CHUCTEMBI.

7.1 Windows

Wucrannarop Windows ycTaHOBUT CepBHUCHYIO 000JI0UKY, HO OCTABUT €€ OTKJIIOUEHHOH M0 yMOJ-
yanuto. Yrobbl akTuBupoBaTh ee, uaute B Control Panel / Administrative Tools / Services, BbiGe-
pute cepBuc «OpenVPN-I'OCT», menkHuTe npaBoi KJaaBUlleH HA CBOHCTBAx M yctaHoBuTe Startup
Type B Automatic. D10 cKOHGHUTYpHpPYeT CepBHC AJsI aBTOMATHUECKOTO CTapTa TpHU Cleayollei
nepesarpyske.

[Ipu  3anycke  cepBucHasi  ob6osouka  «OpenVPN-I'OCT»  npockanupyer  KartaJjor
C:\Cryptopack4\config B mouckax KoH(UIypaUHOHHBIX (aAHNOB .OVPN U 3aAMYCTHUT OTHAEJNbHBIH
npouecc «OpenVPN-TOCT» nns kaxnoro caiina.

7.2 Linux

[Tpu ycranoske «OpenVPN-I'OCT» na OC Linux u3 nakera craBstcs (haitiel, HeOOXOAUMBIE 715
ero 3amycka 4yepe3 systemd, ogHako aBTOMaTH4yecKHH 3amyCcK MPU CTApTe CUCTEMbl He HACTPAHBaET-
csi. las toro utobel «OpenVPN-I'OCT» aBTOMaTHUecKH 3amycKaJcs MpU CTapTe CUCTEMBbl, HYKHO
BBIMIOJIHUTh KOMaHY
sudo systemctl enable openvpn-gost
Hast Toro 9to6sl «OpenVPN-I'OCT» aBTOMaTH4YeCKH 3amycKaJjcs MNPy CTapTe CUCTEMBI ¢ HeyMoJ4a-
TeJIbHBIM (paljIoM KOH(PUIYpPALUH, BHIIOJHUTE KOMAHLY
sudo systemctl enable openvpn-gostQRums-xroHdura-tes-pacmupeHust

7.3 FreeBSD

[Ipu ycranoBke «OpenVPN-I'OCT» na OC FreeBSD u3 nakera craBsatcs ¢aidjibl, He0OX0OUMbIe
LIS ero 3amycka uepe3 service, OfHAKO aBTOMATHUECKHH 3alycK MPH CTapTe CUCTEMbl He HacTpa-
uBaetcs. as toro yto6sl «OpenVPN-I'OCT» aBTOMaTHuecKH 3amyckKaJjcs MpU CTapTe CHUCTEMBI,
nob6asbTe B (haila /etc/rc.conf cTpoku
openvpngost_enable="YES"
openvpngost_env="HOME=/root"

(ecsqiu moMalIHMU KaTaJsor y MOJib30BaTeJisi root APYro, YKaXKUTe NMpPaBUIbHOE 3HAUEHHE).

[To ymomuanuto «OpenVPN-I'OCT» 3amyckaercs aiisom KoHdurypauuu /etc/openvpn-
gost/openvpngost.conf. [lasi Toro 4ToOBl U3MEHHUTHb 3TO MOBeleHHe, N06aBbTe B (ain /etc/rc.conf
CTPOKY
openvpngost_configfile="nonHHN-NYyTb-K-Qanny-xoudurypauuun"

Ecsi HyKHO 3amycKaTh HECKOJIBKO VPN-MPOLECCOB € Pa3HBIMU KOH(HTYpPALMOHHBIMH (hailamy,
BBITIOJIHUTE CJle/lyIoline NeHCTBUS:

— cospaiiTe B Katasore /etc/openvpn-gost/ HeoOGxXonuMble (aiibl KOHPHUTYpPALUN
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— I Ka)KJOro JOMOJHUTEJbHOIO Mpoliecca co3iaite B KataJjore /etc/rc.d/ cuminHK Ha dain
/ete/rc.d/openvpngost

— I/ KaXKJO0ro CO3[aHHOTO CHMJMHKA n06aBbTe B (haia /etc/rc.conf cTpoku Buaa
cumnuuk_configfile="/etc/openvpn-gost/umsa_dainna_ xoudurypauuum.conf"
CHUMJIMHK_enable="YES"
CUMJIMHK _env="HOME=/root"
(ecsqiu mOMaIIHMU KaTaJsor y MOJib30BaTesisi root IPYro, YKaxKuTe MpaBU/IbHOE 3HAUEHHE).

[Ipumep:

I[JIH TOI'0 4YTOOBI [IpHU CTapTe CHUCTEMbl aBTOMATHYECKHU 3allyCKaJIMUCb TPHU 3K3eMIlJIdpa vpn C

¢aiinam KoHpurypauun openvpngost.conf, clientl.conf u client2.coni, nyxHo:

— monoXuTh (aiael openvpngost.conf, clientl.conf u client2.conf B katasor /etc/openvpn-gost
— CO03/aTh CUMJIMHKH

sudo 1ln -s /etc/rc.d/openvpngost /etc/rc.d/openvpngost clil
sudo 1ln -s /etc/rc.d/openvpngost /etc/rc.d/openvpngost cli2
— no6aButh B Qaua /etc/rc.conf cTpoku
openvpngost_enable="YES"
openvpngost_env="HOME=/root"
openvpngost clil configfile="/etc/openvpn-gost/clientl.conf"
openvpngost clil enable="YES"
openvpngost_clil env="HOME=/root"
openvpngost_cli2 configfile="/etc/openvpn-gost/client2.conf"
openvpngost cli2 enable="YES"
openvpngost_cli2 env="HOME=/root"

7.4 Solaris

Has toro utob6er «OpenVPN-ITOCT» aBTOMaTHUeCKH 3amycKaJjcs MPH CTapTe CHUCTEMBI, HYXKHO
co3naThb JMHK Ha CKpUIT 3amycka /etc/init.d/openvpn-gost B kartasnore /etc/rc?.d, cooTBeTCTBYIO-
memM Tomy runlevel, ¢ KOTOpeIM cTapTyeT cucTeMa. B TumuuyHOM ciydae (3arpy3ka B MHOTOIMOJIb-
3oBaTesibckoM pexxume 6e3 GUI) ato runlevel 3, cooTBeTCTBEHHO /151 HACTOHKHM aBTOMAaTHYeCKOTO

3anycka Hy»KHO BBITIOJHUTb KOMaHIy
sudo 1ln /etc/init.d/openvpn-gost /etc/rc3.d/S50o0penvpn-gost

7.5 OpenWRT

s toro utobsl «OpenVPN-I'OCT» aBToMaTHuecku 3amyckaJjcsi IpU CTapTe CUCTEMbl, HYXKHO

BBINIOJIHUTb KOMaHIAY

/etc/init.d/openvpn-gost enable

[TopsinkoBbi#i Ne M3MeHeHUsI
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8 3anyck «OpenVPN-I'OCT»

B nanHoMm pasnesie onucaHbl pekoMeHgoBaHHBIe criocobsl 3amycka «OpenVPN-I'OCT» Ha pasHbix
OMepPaLMOHHBIX CHUCTEMAaX, OAHAKO Bbl MOXET MCIOJIb30BaTh JIOOOH APYrod cnocoO, AOCTYMHBIH B
Baweir OC.

[Ton nwo60it OC «OpenVPN-I'OCT» Mo0kHO 3amyckaTb W3 KOMaHIHOH CTPOKH, Mepekas B KaTa-
JIOT, colepKalluil mporpaMMy, ¥ 1aB KOMaHLy
openvpn-gost —--config umsa_damnia_kKoHPUrypaliuu
OnHako 3TOT croco6 ynoGeH TOJBKO B Mpollecce HadasJbHOW HACTPOWKH W MPH BO3HMKHOBEHHUH
npo6JsieM, Tak Kak M03BOJISIeT Jierye AMarHOCTHPOBATh OLIMOKH, a JJis €XKeIHEBHOTO MCIO/JIb30BaAHHS
Mbl €r0 PeKOMeH0BaTb He MOXKeM.

8.1 3anyck Ha OC cemerictBa Windows

[locsie Toro, kak Bbl BeimosiHUTe ycTaHOBKY, «OpenVPN-I'OCT» rotoBa K HCMO/Jb30BaHUIO H
aCCOLMMUPOBAHA C (palNaMM C paclIMpeHHeM .OVpa.
Urobsl 3anyctuth «OpenVPN-I'OCT», Bbl MoxeTe:

— [lenkHyTbh mpaBod KJaBulleld Ha KoHdurypanuoHHom daisne «OpenVPN-TOCT» (.ovpn) u
BeiOpaTh Start OpenVPN-GOST ¢ stum KoHpurypanuoHusM daitsom. UTo6bl BEIHTH, MOXKHO
BOCIO/Ib30BaThCs KaaBulleid F4.

— 3anyctutb «OpenVPN-I'OCT» us komanaHo# crpoku Windows Takoll KOMaHIOH, Kak:
openvpn-gost ¢Qamnn_xoHPUrypauuu
3anyuieHHyo u3 okHa KoMaHAHOH cTpoku «OpenVPN-I'OCT» M0XHO OTKJIOYUTh KJABHUIIeN
F4.

— 3anyctuth «OpenVPN-I'OCT» kak cepBuC, MOMECTHB OOUH WM 0O0Jblle KOH(PUTYPALIHOH-
HbIX (paisoB .ovpn B Katasor C:\Cryptopack4\config u 3anyctus cepsuc «OpenVPN-I'OCT»,
KOTOpHIH MoXKeT ympaBasTbes U3 Start Menu -> Control Panel -> Administrative Tools ->
Services.

8.2 3anyck Ha OC Linux

3anyck «OpenVPN-I'OCT» na OC Linux BbimosHsieTcst yepes systemd komanmo#
sudo -H systemctl start openvpn-gost

[To sTOl KOMaHze MporpamMMa CTapTyeT ¢ yMoa4aTeNbHbIM (hailjioM KoHpurypauuu /etc/openvpn-
got/openvpn-gost.conf, mas 3amycka ¢ apyrum QaisoM KOH(UIypalM¥ MOXKHO HCIOJb30BaTh KO-
MaHAy
sudo -H systemctl start openvpn-gost@uumsa-xoHdura-6e3-pacmupeHus

Ecau ucnonb3yroTes KJAOUM Ha TokeHe, TpebytouieMm BBoga PIN-kona, a Takke ec/u HUCMONb3Y-

nocJse 3anycka OpenVPN-I'OCT Heo6xonuMo 1aThb KOMaHLY
sudo systemd-tty-ask-password-agent --query
U 1o 3anpocy nporpammbsl BBecth PIN-kox unin napoJis.

8.3 3amyck Ha macOS

Hnsa 3anycka «OpenVPN-I'OCT» va macOC ucnonb3yiite KOMaHay
sudo -H /opt/openvpn-gost/sbin/start_stop start

HOpH[LKOBbII;'I Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe




KpunTo CENY.00009-05 32 09 41

Ecsu ucnosbayeTest K04, 3allMIIEHHBIA MaposeM, TO B KOMaH[e 3amycka Heo6XOoUMO HOTOoJ-
HUTEJbHO yKa3aThb OMIHI0 --askpass:
sudo -H /opt/openvpn-gost/sbin/start stop start --askpass
¥ 110 3aMpocCy MPOrpaMMbl BBECTH MapPOJb.

Ecau ke K/04M y Bac XpaHsiTcs Ha TokeHe, To ajs 3anycka «OpenVPN-I'OCT» neo6xomnumo
MCII0JIb30BaTh KOMaHIY
sudo -H /opt/openvpn-gost/sbin/start_stop_ token start
[Ipu 3TOM OKHO KOMaHIHOH CTPOKH, B KOTOPM 3amyllleHa MporpaMma, Hesb3s 3aKpblBaTh 10 OKOH-
yaHus e€ paboThl.

8.4 3anyck Ha OC FreeBSD

HIratHbiM criocoboMm 3amycka cepBucoB Ha FreeBSD sBasietcs yTuaura service, 1jsi TOro 4Toosbl
CTa/10 BO3MOXKHO HCIOJb30BaTh 3Ty YTUAUTY AJs 3anycka «OpenVPN-I'OCT», no6asbre B haila
/ete/re.conf cTpoky
openvpngost_env="HOME=/root"

(ecsiu mOMAIIHUE KaTaJsor y MOJb30BaTe sl root APYyroi, yKaXKuTe npaBUIbHOE 3HAUEHHE).
[Tocae storo s 3anycka «OpenVPN-IT'OCT» Ha ucnonbsyiiTe KoMaHLy
sudo -H service openvpngost onestart
[To ymomuanuio «OpenVPN-I'OCT» 3anyckaercs aiisom KoHpurypauuu /etc/openvpn-
gost/openvpngost.conf. [lasi Toro 4To6Bl U3MEHHUTHb 3TO MOBeleHHe, No6aBbTe B (abn /etc/rc.conf
CTPOKY
openvpngost_configfile="nonHHN-NyTb—-K-Panny—-KoHPUrypauu"
Ecsiv HY>KHO 3amycKaThb HECKOJIbKO VPN-NPOLECCOB ¢ Pa3HbBIMHU KOH(DUTYpPALMOHHBIMU (Daiinamu,
BBIMIOJIHUTE CJIENYIOIIHe JNeHCTBUS:
— cosnaiite B KaraJore /etc/openvpn-gost/ Heo6xomuMble (aisibl KOHPUTYpPALHH
— IS Ka)JOro AOMOJHUTEJbHOrO Mpoliecca co3naiite B Kartajore /etc/rc.d/ cuMJaMHK Ha daia
/etc/rc.d/openvpngost

— JI KaXKJO0TO CO3[aHHOTO CHMJMHKA no6aBbTe B (haia /etc/rc.conf cTpoku Bunga
cumniuHk_configfile="/etc/openvpn-gost/umsa_@darna_ xoHdurypauuu.conf"
CUMIIMHK_env="HOME=/root"
(ecsu mOMaIIHUE KaTasor y MOJb30BaTe sl root APyroi, yKaxKuTe MpaBUIbHOE 3HAUEHHE).

Hanpumep, ecan HyxHO, uTOoObl MCNOJB30BaTh TpH (halaa KoHpUrypauuu: openvpngost.conf,
clientl.conf u client2.conf, to:

— mosoxute ¢aiasl openvpngost.conf, clientl.conf u client2.conf B karasor /etc/openvpn-gost

— CO3[alTe CUMJIMHKH

sudo 1ln -s /etc/rc.d/openvpngost /etc/rc.d/openvpngost clil
sudo 1ln -s /etc/rc.d/openvpngost /etc/rc.d/openvpngost cli2

— no6asbTe B daia /etc/re.conf cTpokn

openvpngost_env="HOME=/root"

openvpngost_clil configfile="/etc/openvpn-gost/clientl.conf"
openvpngost_clil env="HOME=/root"

openvpngost_cli2 configfile="/etc/openvpn-gost/client2.conf"
openvpngost_cli2 env="HOME=/root"

3amyck npotecca ¢ paiaom KoHpurypauuu client2.conf B aTom caydyae ocyriectBisieTcss KOMaH-
Ji(o)’}
sudo -H service openvpngost_cli2 onestart
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8.5 3amyck Ha OC Solaris

Hansa 3anycka «OpenVPN-IT'OCT» na OC Solaris ncnosb3yiite KoMaHIy
sudo -H /etc/init.d/openvpn-gost start

8.6 3anyck Ha OC OpenWRT

Hans sanycka «OpenVPN-I'OCT» na OC OpenWRT ucnonbsyiite KoMmanmy
/etc/init.d/openvpn-gost start

[TopsinkoBbi#i Ne M3MeHeHUsI

HOILI'II/ICI) JIMlla, OTBETCTBEHHOI'O 3a
H3MEHEHNEe

I[aTa BHECEHHA M3MEHEHHSA
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9 YnpaBsenue 3anyuieHHbIM npoieccoM «OpenVPN-I'OCT»

9.1 Pab6ora na Linux/BSD/Unix

«OpenVPN-T'OCT» npuHHMaeT HeCKONbKO CUTHAJOB:

SIGUSR1 — ycJ/oBHBIH mnepesanyck, NpelHa3HaueHHBbIH /s Mepe3anycka 0e3 MNpPUBUJETHN
CYIepIoJb30BaTe NS
SIGHUP — »xecTkuii mepesamnyck

SIGUSR2 — craTucTHKa UCXOISLIET0 COeNUHEHUs B (halJ KypHaia UKW CUCTEMHBIH XKypHaJ
SIGTERM, SIGINT — Brixon

Hcnonbayiite nupektuBy writepid, uto6el 3anucars PID nemona «OpenVPN-I'OCT» B caii,
uyToObl BBl 3HAJM, Kyda OTNPaBUTh CHTHaJ (ecJH BBl 3alycKaeTe openvpn ¢ momollb initscript,
CKPHIT MOXKET y»Ke TepeaaBaTh NHUPeKTHBY —writepid B KOMaHAHYO CTPOKY openvpn).

9.2 Pat6ora B Windows

9.2.1 Pa6ora B Windows B rpajuueckom uHTepderice

Xotst «OpenVPN-TOCT» moxeT ObITh 3amylileHa KaK IeMOH, CEPBUC UJH U3 KOMAHAHOH CTPOKH,
Bo3M0OXXHO ymnpaB/sitb «OpenVPN-I'OCT» yepes rpacduyeckuil uHTepdeiic.

9.2.2 Pab6ora B okHe KOMaHAHOH cTpokH Windows

B Windows Bbl MoxeTe 3anycTuTb «OpenVPN-I'OCT», Kn1MKHYB npaBoil KjaBuIleld MBILIM Ha
KoH(purypauuonHom daitie «OpenVPN-TOCT» (daiin .ovpn) u BeibpaB Start OpenVPN on this
config file.

Ecan «OpenVPN-I'OCT» 3anyiieHa TakuM o6pa3oM, JOCTYMHbBl HECKOJIbKO KJIaBUILIHBIX KOMaH/!

F1 — ycsoBHbIN nepe3anyck (He 3akpbiBaeT/mepeoTkpbiBaeT anantep TAP)
F2 — nokasaTb CTaTUCTHKY COeHMHEHUS

F3 — xecTkuil nepesamyck

F4 — Brixon

9.2.3 Pab6ora B kauectBe cepruca Windows

Korpa «OpenVPN-I'OCT» sanyieHa B KauecTBe cepBuca Ha Windows, ynpaBasTh el MOMXKHO
TOJIbKO:

— Uepes menenxkep ynpasJgenusi cepsucamu (Control Panel / Administrative Tools / Services),
KOTOPHIH JlaeT BO3MOXHOCTb 3aMyCKaTh ¥ BBHIKJIOUATh CEPBHUC;
— Uepes untepdeiic ynpasienus (cum. pasnen 9.5)

Teaaas

9.3 Mopudukauns KoHPUTrypaluuu 3amylleHHOTO cepBepa

XoTs GOJIBIIMHCTBO M3MeHEHHWH KOH(HUTypauuu TpebOyOT Mepe3amycka cepBepa, eCcTb [Be IH-
PEKTHBBI, CBSI3aHHbIe C (paljiaMH, KOTOpble MOTYT ObITb JHHAMHYECKH H3MeHEHBI B XOle paboTHl, U
KOTOpBle HEMeJJIeHHO MOBJIUSIOT Ha cepBep 6e3 HeOOXOAUMOCTH Mepe3anycKaThb Mpoliecc.

client-config-dir — 3Ta AUpeKkTHBa ycTaHABIMBAET KAaTaJOT KJIHEHTCKONW KOH(PUTYPALHH, KOTOPYIO
«OpenVPN-T'OCT» 6yner ckaHWpoBaTb MPH KaxKIOM BXOASILIEM COeAUHEHWHU B MOUCKAX KJHEHT-
criequpUIHOr0 KOHPUTypaLHOHHOrO (arina. Dalabl B TOM Kartajore MOryT ObITh H3MeHEHbl B XOJ€e
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paboTel, 6e3 mepesanycka cepBepa. O6paTuTe BHUMaHHe, YTO MU3MEHEHHUS] B 3TOM KaTaJsore MOBJIM-
SI0T TOJIBKO Ha HOBble COeIMHEHHs, He Ha CYLIeCTBYyMOLIHMe coequHeHHs. Ecau Bbl XoTuTe, 4TOOBI
U3MEHEHHEe KJIMEHT-CHeU(PUYHOr0 KOH(PUTYypPaLHOHHOrO (pai/ja HeMeLJIeHHO MOAEHCTBOBAJIO Ha yXkKe
COeIMHUBIIErOCs KJAUeHTa (MJIKM Ha KJIHEHTa, KOTOPBIH Y>Ke OTKJIIOUMJICS, HO CepBep ellle He YHUUTO-
XKHJI €r0 3K3eMIIsIP), YHHUTOXKbTE IK3EMIJISIP KJHEHTa, BOCIOJb30BABLIMCH HHTeP(hEHCOM yTpaB-
nenusi (cM. paspmen 9.5). DTo 3acTaBUT KJMEHTA MEPENOLKIIOUHTHCS U HCII0/Ib30BATh HOBbIH (hai
client-config-dir.

crl-verify — ata gupekTHBa UMEHYeT CIMCOK OT3bIBA CEPTU(HUKATOB, ONTMCAHHBIN HUXKe B pa3jiese
«OT13pIB cepTU(dUKaTOB». Dalin crnucka OT3blBa CEPTU(PHUKATOB MOXKHO MEHSITh B XOHe PabOTHl, U
U3MeHEHHS] HeMeNJIEHHO MOBJIMSIOT Ha HOBble COEeNHMHEHHMSs, WM Ha CYILLeCTBYIOLIHe COeIHHEeHHS,
KOoTopble 00HOBJSAIOT cBOH KaHaa SSL/TLS (mo ymosuanuio 3To mpoucxomut pa3 B uac). Eciiu Bbl
XOTUTE YHUUTOXKHUTb TMOJAKJ/JIOUYEHHOrO KJHWEeHTa, Yed cepTU(HUKAT TOJBKO 4YTO MO0OABUJIHM B CIIHCOK

9.4 ®aiia craryca

YMmomyaTenbHbIH (paiia server.conf uMeeT CTpPoKy

status openvpn-status.log

KoTopast 6yJeT BbIBOIUTb CIIMCOK TEKYIIMX KJIHEHTCKUX COoefHHeHWH B ¢ala openvpn-status.log
pas B MUHYTY.

9.5 MHcnosnb3oBanue nHTep(elica ynpas/eHus

Unrepdeiic ynpaBaenus «OpenVPN-IT'OCT» mno3BossieT aAMHHHUCTPATHBHO  YIIPaBJSATb
«OpenVPN-I'OCT» u3 BHewHe# nporpamMmmMbl gepes TCP-coker.

HHurepdeiic Ol criennanbHo pazpaboTaH AJs pa3paboTUYMKOB rpauyeckoro HHTepdeica u A
TeX, KTO X0TeJs Obl MPOrpaMMHO WX yhajeHHo ynpaasTh geMoHoM «OpenVPN-T'OCT».

Wurepdeiic ynpaBjeHus peasM30BaH C HUCIOJb30BaHHEM KJueHT-cepBepHoro TCP-coennHenus,
rie «OpenVPN-I'OCT» 6yner caywatb Ha npepoctaBieHHoM [P-anpece u moprty BXopsiiue yrpas-
JISIOIMe KJIUeHTCKHe COeUHEHHUSI.

[TpoTokos ynpasJseHus cefiuac TeKCTOBbIH 6e3 coxKHOro 3amuTHoro ciaosl. [To atoit npuuune pe-
KOMeHZyeTcsl, uToObl HHTepdelic ynpaBiaeHus cayman uiau Ha localhost (127.0.0.1) nau Ha soKasnb-
HoM anpece VPN. BoamoxxHo ynaneHHoe coequHeHHe ¢ UHTepdelicoM yNpaBjeHUs] MOBePX CaMOH
VPN, X0Ts1 HEKOTOpble BO3MOXKHOCTH B 3TOM pexKHuMe OyayT OrpaHHYyeHbl, TaKhe, KaK COCOOHOCTb
NPefOCTABJATb NAPOJH OT 3aKPBITBIX KJ/IOYew.

Hurepgeiic ynpasnenus Bkiaouaercss B KoHpUrypauuonHom ¢paine «OpenVPN-I'OCT» ¢ nomo-
b0 CJIEAYIOLIX AWPEKTUB:

—management

—management-query-passwords

—-management-log-cache

Kornpa «OpenVPN-I'OCT» 3anyuieHa ¢ MOAKJ/JIOUEHHBIM CJOeM YIIpaBJeHMs, Bbl MOXeTe MO[-
KJIIOUNThCS uepe3 telnet kK mopTy ynpaBseHusi (006s3aTeIbHO MCIOMB3YHTe KJaUEHT telnet, KoTopblii
MIOHUMaET «I'PyOBIH» PeKUM).

[Tonk/MI0YMBILKCH K TOPTY yINpaBJeHUs, Bbl MOXKeTe HCIOoJb30BaTh KoMaHAy help nss BeiBoma
CTMCKA BCeX KOMaHI.
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9.5.1 Komaunpga echo

DTa KOMaH[a UCTOMb3yeTcs, YTOOb 1aTh BO3MOXKHOCTb MJIH BIHCATh B KOH(UTYPALIMOHHBIN (hai
«OpenVPN-T'OCT», unu nepenatb Ha KjaueHT «OpenVPN-I'OCT» c cepBepa mapameTpsl, crelu-
(bruHble N rpauueckoro HHTepdeiica.

[Iprmepsl KOMaHAbL:

echo on — BkJ04aeT HoTH(UKaHIO co0OImeHNnH echo B peasbHOM BpeMeHH

echo all — BeIBOZMT TekyMi ciHCcOK HcTopuH echo

echo off — oTkstouaeT HoTH(UKaLHIO coobileHHE echo B peasbHOM BpeMeHH

echo on all — aTomHO BKJ/IOUaeT HOTH(UKALMIO B PeasbHOM BPEMEHH, MJIOC MOKa3bIBAeT BCe
coob1ieHus: B Oydepe UCTOPUU

Hanpuwmep, mnpennosoxum, uto Bbl pasdpabdarbiBaeTe rpaduueckuil unHtepdeiic «OpenVPN-
[OCT» u xorute natb cepsepy «OpenVPN-I'OCT» cnoco6HOCTb MpOCUTh UHTepdelic 3a0bITh BCe
COXpaHEeHHble MapoJIH.

B cepBepHom koHpurypaunonHom daitie «OpenVPN-I'OCT» no6asbre:

push "echo forget-passwords"

Korna kauent «OpenVPN-I'OCT» mosyuaet cBoii CIMCOK ITUPEKTHUB C CepBepa, AUPeKTHBA echo
forget-passwords Gyner B cmucKe W 3acTaBUT HHTep(elC ympaBJeHHs COXPaHUTb CTPoky forget-
passwords B cBoeM crucKe nmapameTpos echo.

KnueHT ymnpaB/eHHs MOXKeT HCMOJb30BaTh echo all mns BeIBoma MosMHOrO chucka mapaMmeTpoB
echo, echo on nis BKIoueHHst HOTH(UKALKHK 3TUX 1apaMeTPOB B PeajlbHOM BpeMeHH depe3 npeuKC
>ECHO:, nau echo off mnsi otk/oyenrs HoTH(HUKAIUKM B peasbHOM BPEMEHH.

Korna rpaduueckuil unrepgeiic nopkiaouyaercs K cokery ynpasnaeHus «OpenVPN-I'OCT», on
MOXKeT OTAaTh KoMmaHay echo all, kotopast mact BbIBOA THMA:

1101519562, forget-passwords

END

[To cytu komanna echo mosposuia Ham nepenath napamerpsl ¢ cepeepa «OpenVPN-IT'OCT» Ha
KJIHEHT, a 3aTeM Ha KJHEHT yrmpaBJeHus (Takod Kak rpaduyeckuit uHtepdeiic). Bosblinoe memnoe
YHCJI0O — FOHUKCOBAsl farta/Bpemsi, KOTAa Obla moJiydeH napametp echo.

Ecnu kaneHT ympaBjeHHs oTHa] KOMaHAy echo on, oHa BKJOUHAT HOTH(HUKALMIO MapaMeTpoOB
echo B peanbHOM BpemeHH. B aTom cayuae Haule coobuieHue forget-passwords 6yneT UMeTb BbIBOJ
TUNA:

>ECHO0:1101519562, forget-passwords

Kak u KOMaHIoa lOg, KOMadHI4a echo MOXeT aTOMHO TOKa3biBaTh HCTOPHIO, ONHOBPEMEHHO aKTH-
BUPYyHA O0OHOBJIEHUS B peaJjJbHOM BPEMEHH:

echo on all

Pasmep Oydepa echo B HacTosiiee Bpemsi kecTko orpaHuueH 100 coobiieHUsIMU.

9.5.2 Kowmanpa exit, quit

3akpblBaeT ceaHC yNpaBJeHHUs W BOCCTAHABJ/IMBAET CJyILAHWe COeAWHEHHH OT APYTUX KJHEHTOB
Ha nopty ymnpaJenus. B Hactosiiee Bpems neMoH «OpenVPN-I'OCT» moxeT nognepKruBaTh camoe
6oJsiblilee OOWH KJIMEHT YIpaBJeHHUs B JIOOOH MOMEHT BPEMEHH.

9.5.3 Kowmanna help

BruiBogut KpaTKI/Iﬁ CIIMCOK KOMaHI.
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9.5.4 Komanna hold

Komanza hold moxet 6bITb HcMoMb30BaHa A5 MaHUNyAsAUUH ¢ (aaroM hold unn ocBoboxkneHns
«OpenVPN-T'OCT» u3 cocrositus hold.

Ecau ¢aar hold ycranoBseH npu mepBoHauasbHOM 3amycke HJu mnepesarpyske, «OpenVPN-
[OCT» Gynmer HaxomUTbCs B 3aMeplIeM COCTOSIHHM Tepejl MHUIHMANU3aliell TYHHeJs, T0Ka UHTep-
(efic ynpaBseHus He nmoaydut komanay hold release.

HupextuBa «OpenVPN-TOCT» -management-hold moxeT 6bITh KMcHONB30BaHA, UYTOOBI 3amy-
ctutbh «OpenVPN-IT'OCT» ¢ ycranoBsieHHBIM psiarom hold.

YcranoBka ¢aara hold mocrosiHHa ¥ He OyzeT mepekJ/roueHa Mepe3arpy3kaMu.

«OpenVPN-TOCT» ykaxert, 4To oHa B cocTosiHUH hold, oTrnpaBUB HOTH(HKALKIO B peasbHOM
BpPeMeHH KJHMEHTY YIIpaBJleHHUSs:

>HOLD:Waiting for hold release

[Iprmepsl KOMaHMbL:

hold — mokasate Tekymui ¢aar hold, O=oTkmao4deH, 1=BKJjI0YeH.

hold on — BkutounTh Gaar hold, ytobel Gynyiue nepe3arpy3ku NpUBOAUJN B cocTosiHUe hold.

hold off — orkuaounts Qaar hold, yrobel Gynyiive nepesarpy3ku He MPUBOAUJIU B COCTOSIHHE
hold.

hold release — BowifiTu u3 coctosinus hold u 3amyctute «OpenVPN-TOCT», HO He HM3MEHUTbH
TeKyllee coctossHUe ara hold.

9.5.5 Komaupa kill

B pexnme cepBepa yHUUYTOXKHTb KOHKPETHBIH 3K3EMIJIsAP KJHEHTA.

[Iprmepsl KOMaHABL:

kill Test-Client — yHuutoxxuth sk3emmnsip kaveHta ¢ Common Name «Test-Client».

kill 1.2.3.4.4000 — yHHUTOXXWUTb 3K3eMILISIP KJIHEHTa C HMCXOASIIMM aApecoM U TOPTOM
1.2.3.4.4000.

Hcnoap3yiite komaHay «status», 4yToObl MOCMOTPeTb, KaKHe KJIMEHTHl MMOJAKJ/II0YEHbI.

9.5.6 Komanna log

[TokaswiBaetr daila xkxypHana «OpenVPN-I'OCT». Uurtepdelicom ynpaBieHHs KIMWHUPYIOTCSA TOJb-
KO TocJeflHMe n CTPoK (paiisna xypHana, rae n ynpasiasercs «OpenVPN-I'OCT» — nupexktupoii
management-log-cache.

[Iprmepsl KOMaHAbL:

log on — BxkutounTh BBEIBOJ, KYpPHAJbHBIX COOOIIEHHH B peajbHOM BpeMeHH

log all — TlokazaTh Tekylly K3MHUPOBAHHYIO UCTOPHUIO (paksa KypHaJa

log on all — AtomHO MoKa3aTh BCIO TEKYILYIO K3LIMPOBAHHYIO UCTOPHIO (paiisa KypHasa, TOTOM
BKJIIOUHTB BBIBOJ »KYPHAJIbHbIX COOOILIEHHUH B peasbHOM BpeMeHH

log off — OTkn0UNTh HOTH(UKALMIO COOOIIEHHH XKypHaa B peajbHOM BpeMeHH

log 20 — nokasarte nocaenaue 20 cTPOK UCTOPUH (halaa KypHasa

dopmMaTt HOTUPUKALKK B PeaJbHOM BPEMEHH:

CoobleHns XKypHaia B peaJbHOM BpeMeHH HauuHaoTcs ¢ npedukca >LOG:, 3a KOTOpeIM cile-
AYIOT pasjie/ieHHble 3ansTOH MoJs:

1. roHHKCOBOe 1LieJioe naTta/BpeMs
2. HOJMb WM OoJibllle (hJaroB cooOLIeHUH B OQHOH CTpOKe:
I — nHpopmanroHHOE
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F — ¢aranpHasa omubka
N — He ¢paranbHas omunbka
W — npenynpexaeHue
D — otnanka, u
3. TEKCT COOOLIEHHS.

9.5.7 Komauma mute

Mensier napamerp «OpenVPN-I'OCT» —mute. dtoT mapamerp ncnosb3yercs, 4ToObl He BBIBO-
IWUTb MOBTOPSIIOLIHECS COOOLIEHHMS] OfHOH M TOW K€ KaTeropuu COOOIIEHHH.

[Tpumepsl KOMaH/IHI:

mute 40 — ycraHoBuTh napametp mute B 40

mute — mokasarb TeKyllee 3HayeHue mute

9.5.8 KomaHnna net

(Tombko nns Windows) [laer skBuBaseHT BbiBoga AHPeKTHBH «OpenVPN-I'OCT» —show-net.
BeiBon Bkstoyaet B3rsig «OpenVPN-IT'OCT» Ha cnucoK CUCTEMHBIX CETEBBbIX aarTepoB U TAOJIHILY
MaplLIpyTH3alKH, OCHOBaHHBIH Ha MH(MopManuu, Bo3BpameHHo# Windows IP helper API.

9.5.9 Komanpna password u username

Komanna password ucnosb3yercs, utobsl nepenaBath naposu B «OpenVPN-TOCT».

Ecan «OpenVPN-I'OCT» 3anyiieHa ¢ nupekTHBoM —management-query-passwords, oHa 6ynet
3anpamuBaTh y MHTepdelica yrnpaBJaeHHsl MapoJd 3aKPBITHIX KJUed W maposb/moruH —auth-user-
pass.

Korna «OpenVPN-I'OCT» nyxnaetcs B mapoJie ¢ uHTepdeiica ynpaBJ/eHus, OHa BBIBOOUT CO00-
meHrue >PASSWORD: B peasbHOM BpeMeHH.

[Ipumep 1:
>PASSWORD:Need ’'Private Key’ password

«OpenVPN-T'OCT» ykasbiBaeT, UTO OHa HYXKIAeTCs B MapoJie THUIMA «3aKPbITHIH KJ0U».

KnueHT ynpaB/ieHHs DOJ/KEH OTBeUaTh Ha 3TOT 3arpoc Tak:

password "Private Key" foo
[Tpumep 2:
>PASSWORD:Need ’'Auth’ username/password
«OpenVPN-T'OCT» nyxnaercs B mapose —auth-user-pass. KnneHt ynpassenust nosxeH oTBe-
TUTh:
username "Auth" foo
password "Auth" bar

CaMmu JIOTHH U NapoJsib MOTYT ObITb B KaBblUKax, U CIellMajJbHble CUMBOJbI, TaKHe KaK JABOHHbBIE
KaBbIUKHM HJIM 0OpaTHBIH CJ3ILI, NOJXKHBI OBITh 10] escape-rnoc/e0BaTe/bHOCTbIO, HallpUMep:
password "Private Key" "foo\"bar"

[IpaBuna cocraBseHMs escape-TIOCTeNOBATENbHOCTEH TakHUe e, KaK I/ KOH(PUIYypaLHOHHOTO
(hana.

Tun coobuennit PASSWORD B peasibHOM BpeMeHH MOXeT TaKKe HUCIOJb30BaThCs, YTOOB! yKa-
3aTb HEKOPPEKTHOCTb MapoJisi UM HEBBITIOJHEHHE IPYTUX BUAOB ayTeHTH(UKAUH:

[Ipumep 3: maposb 3akpbiToro kjawoda HekoppekTeH U «OpenVPN-I'OCT» 3aBepuiaer padory:

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe




KpUnTO CENY.00009-05 32 09 48

>PASSWORD:Verification Failed: ’'Private Key’

[Tpumep 4: norun/naposns —auth-user-pass nekoppekten, U «OpenVPN-I'OCT» 3aBepiaer pa-
60TYy:

>PASSWORD:Verification Failed: ’Auth’

9.5.10 Komanga signal

Komanpna signal moceinaer curnan gemony «OpenVPN-I'OCT». Curnan moxet ObITb OMHHUM H3
SIGHUP, SIGTERM, SIGUSRI nan SIGUSR2.

[Iprmep KoMaHAbI:

signal SIGUSRI1 — noceinaer nemony curtan SIGUSR1

9.5.11 Komaupga state

[TokaswiBaer Tekyiiee coctosiHue «OpenVPN-T'OCT», mokasbiBaeT HCTOPHUIO COCTOSTHHH HJIH
BKJIFOYAeT HOTH(UKAIMIO TePEMEH COCTOSIHUSI B peajibHOM BPeMeHH.
CyuectBytoT coctossHUsl «OpenVPN-T'OCT»:

— CONNECTING — ucxonnoe cocrosinue «OpenVPN-I'OCT»

— WAIT — (TosbKO KJMEHT) KJAET MEePBOro OTBETA OT CepBepa

— AUTH — (ToJIbKO KJHMEHT) ayTeHTU(PHUIUPYETCS Ha cepBepe

— GET_CONFIG — (To/bKO KJIHEHT) 3arpyzkaeT KOH(UT'ypalHOHHbIE OMLKH C CepBepa.
— ASSIGN_IP — npucsauBaer IP-anpec BUpTYyasbHOMY ceTeBOMYy HHTepdercy.

— ADD_ROUTES — no6aBsisieT K cHCTeMe MaplipyTH3ALHUI0

— CONNECTED — unuunanusanuoHHas nocjefioBaTeNbHOCTb 3aBeplIeHa.

— RECONNECTING — mnpowusorna nepesarpyska

— EXITING — B mpoliecce aKKypaTHOT'0 BBIXOJA.

[Tpumepsl KOMaH/BI:

state — BriBecTu Tekyiuee coctossHue «OpenVPN-T'OCT».

state on — BKJIIOUUTb HOTU(PHKALUIO U3MEHEHHUH COCTOSIHHS B pPeajibHOM BpeMeHH

state off — BBIK/MIOUNTH HOTH(DHKALMIO U3MEHEHUH COCTOSIHHS B peajbHOM BpeMEeHH

state all — BeIBeCTH TeKyILYIO UCTOPUIO COCTOSIHHUS

state 3 — BbIBeCcTH 3 NOC/IENHUX NEpPeXOofa COCTOSTHHUH

state on all — aromHO MoKasaTb UCTOPHUIO COCTOSIHUH U B TO K€ BPeMs BKJIOUUTb HOTH(PUKALHIO
OyoYyLIMX MEepexol0B COCTOSSHUH B peasibHOM BpeMeHH.

dopmaT BEIBOZA COCTOUT M3 4 pas3fesieHHbIX 3aMSITBIMH MapaMeTpOB:

1. umesoe HHUKCOBOE naTa/BpeMs

2. HavMeHOBaHHe COCTOSIHHUS

3. onuHoHaJsbHasi onucaTesnpHasi cTpoka (ucnosb3yercss B ocHoBHOM npy RECONNECTING wniu

EXITING, uto6bl MokazaTh NMPUUHHY paspbiBa CBSI3H)

4. onuuoHasnbHbelil  jokasnbHbeld  [P-agpec  TUN/TAP (mokaseiBaetcss pasi ASSIGN_IP wu
CONNECTED).

CooO0leHHsT 0 COCTOSIHUSIX B peasibHOM BpeMeHU OynyT umeTb npedukc >STATE:.

9.5.12 Komanpa status

[lokasbiBaeT Tekylly0 HHQOPMALHIO O CTaTyce IEMOHA, B TOM ke (popMaTe, KAKOH UCMOJb3yeTcs
nupektuBoil «OpenVPN-I'OCT» —status.
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[Tpumepsl KOMaHHI:

status — mokaszaTb HH(OpPMALHKIO O CTaTyce, UCMOJb3ysl yMOM4YaTebHYIO BepcHio hopmara cra-
Tyca.

status 2 — noxasaTb HH(pOPMALHIO O CTAaTyCe, UCNOJAb3Ys BepcHio opmara craryca 2.

9.5.13 KomaHnpa username

9.5.14 KomaHnpa verb

Wsmensier napamerp «OpenVPN-I'OCT» -verb. Ilapamerp verb koHTposupyeT moppo6HOCTb
BbIBOZIAa U MOXeT BapbupoBaThbcsi oT O (HeT BbiBoga) a0 15 (MakcHMaJbHbIH BbIBOM).

[Iprmepsl KOMaHMBL:

verb 4 — usmensier napametp verb B 4

verb — mokaszaTh TEKYILYI YCTaHOBKY MapameTpa verb

9.5.15 Komaupa version

[TokaseiBaer Tekymune Bepcun «OpenVPN-I'OCT» u unrtepdeiica ynpas/ieHus.

9.5.16 Komanpa auth-retry

YcranaBauBaet napametp auth-retry, kontpoaupyromunii, kak «OpenVPN-I'OCT» orBevaer Ha
ayTeHTU(UKALHOHHbIE OIIHUOKH JIOTHHA/MapoJIsi.

[Iprmepsl KOMaHMbL:

auth-retry interact — He 3aBepmaTb paboTy, eciy BBeldeHbl HEKOPPEKTHBIE JIOTHMH U MapoJb.
3anpocuTb HOBbIH BBOJA U IOBTOPUTH MOINBITKY.

9.5.17 ®opmart coobuIeHH# B peaJbHOM BpeMeHH

Hurepgeiic ynpasnenus «OpenVPN-I'OCT» npoussBoaut ABa BUIA BbIBOAA:

1. oTBeT Ha KOMaHLY
2. aCUHXPOHHBI BBIBOA B peasjibHOM BpeMeHH, KOTOPbIH MOKET OBITb CTeHepHUpPOBaH B Ji000e
BpeMs.

CooO11eHHsl B peasbHOM BpeMeHH HA4MHAIOTCS ¢ CHMBOJIA > B INEPBOH KOJIOHKE, 32 KOTOPBIM
HeMe[IeHHO CJlefyeT KJ/IUeBoe CJI0BO, yKasbiBawllee THI coobleHus. Ceiiuac onpeneseHsl cieny-
IL[He THIIBL:

ECHO — coo6uienust echo, nogo6Hble KOHTPOJIUPYEMbIM KOMaHI0H echo

FATAL — daranbHas owmubka, cooblileHHe BBIBOIUTCS B KypHaJ Cpa3y Tepel 3aBeplleHHeM
pa6otel «OpenVPN-T'OCT».

HOLD — ucnonbsyercs s ykaszanwusi, uto «OpenVPN-TOCT» naxomutcsi B 3amepiieM COCTO-
SIHAW ¥ He HayHeT paboTaTh, MOKa He MosayduT KomaHay hold release.

INFO — nHpopmauroHHbBIe cOOOLIEHUS, TaKHe, KaK NPUBETCTBEHHOE COOOLIeHHe.

LOG — BBIBOA KYypHAJbHOIO COOOLILEHHUS], MOAOOHBIH KOHTPOJNHPYeMbIM KOMaHA0H log

PASSWORD — wucnosib3yetcsi, 4ToObl COOOMINUTL KAHeHTY ynpaBjaeHus, yto «OpenVPN-I'OCT»
HYKJAeTcsl B MapoJie, a TakxKe 4TOOBl COOOLIUTh O Heynaue MPOBEPKH MapoJis.
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STATE — noxkaseiBaer Tekyiiee coctossiue «OpenVPN-I'OCT», nomo6HOe KOHTPOJIUPYEMOMY
KOMaHIOH state.

9.5.18 Pasz6op kKomaH[

«OpenVPN-T'OCT» ucnosb3yeTr TOT e JIeKCMUECKUH aHa/JUM3aTOp KOMaHAHBIX CTPOK, UTO HC-
noJib3yeTcsi napcepoM KoHdurypauuoHHoro gaina «OpenVPN-TOCT».

[lapameTpsl pasnesnsitorcst npodesom.

J{BoiliHble KaBbIUKKA (™" ) MOXKHO HCIMOJb30BaTh, UTOObI OrPAaHUYUThL MapaMeTphbl, COAepxKallue
npobe.

HcnonbayloTest escape-nocsenoBaTesbHOCTH, OCHOBaHHble Ha 0OpaTHOM CJI3lle, CO CJedylollel
CHMBOJIMKOH:

\\ — o3HayaeT onuH cuMBoOJ oOpaTHoro casia (\) \" — mepenaet OGyKBaJbHbIH CUMBOJ 1BOM-
HbIX KaBblueK ("), He WHTepIpeTHPYys €ro Kak orpaHuueHue napamerpa \[SPACE] — mnepenaert
OyKBaJ/JbHBIA CUMBOJ Npolesa UAXd TaOyNsLHH, HE UHTEPNPETHPYS ero Kak pasjiesnuTes]b MapaMeT-
poOB.

9.6 ¥Ymnpasnenue npoueccom <«OpenVPN-IT'OCT» ¢ nomoubio uHTepdeiica
yTpaBJieHHsI

Hurepgeiic ynpasaenus «OpenVPN-TOCT» naet 6osblivie BOSMOXHOCTH YNpaBJ/leHHs Mpoliec-
com «OpenVPN-T'OCT». Bol MmoxeTe ncnosnb30BaTh HHTepGENC yIpaBieHHs HENOCPeICTBEHHO, O/
KJarouasch yepes telnet k mopTy MHTepdelica ynpaB/eHHs, UIH KOCBEHHO, UCIOJb3ys IpadruecKuil
uHTepdeiic «OpenVPN-TOCT», KoTopbl#l cam moakJ/aroUaeTcss K HHTep(eHcy yrnpaBjeHus.

Uro6bl BKIOYUTL HHTEP(Delic yrnpaBaeHus Ha cepBepe uiu KaueHTe «OpenVPN-I'OCT», no6aBsb-
Te K KOH(UTYPALLUOHHOMY (haH/ay CJeqyIOLLYyI0 CTPOKY:

management localhost 7505

dta crpoka npukaxer «OpenVPN-I'OCT» caymarb Ha TCP-nopty 7505 K/MeHTH HHTepdeiica
ynpaJjeHus (mopt 7505 — Mpou3BOJIbHBINA BEIGOP, Bbl MOXKETe BBIOPATh JI0O0H CBOOGOMHBIH MOPT)

Korna «OpenVPN-T'OCT» 3anyiieH, Bbl MoxeTe MOAKJIIOYUTBCS K HHTepdeHcy ynpaBjeHUs,
BOCIOJIb30BaBIIUCh KaueHTOM telnet. Hanmpumep:

ai:~ # telnet localhost 7505

Trying 127.0.0.1...

Connected to localhost.

Escape character is ""]'.

>INFO:0penVPN Management Interface Version 1 -- type ’"help’ for more info
help

Management Interface for OpenVPN 2.4.11 i686-pc-linux-gnu [SSL (OpenSSL)]
[EPOLL] [MH] [IPv6] built on Jan 16 2017

Commands:

auth-retry t : Auth failure retry mode (none,interact,nointeract).
bytecount n : Show bytes in/out, update every n secs (0=off).
echo [on|off] [N|]all] : Like log, but only show messages in echo buffer.
exit|quit : Close management session.

forget-passwords : Forget passwords entered so far.

help : Print this message.
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hold [on|off|release] : Set/show hold flag to on/off state, or
release current hold and start tunnel.
kill cn : Kill the client instance(s) having common name cn.
kill IP:port : Kill the client instance connecting from IP:port.
load-stats : Show global server load stats.
log [on]off] [N|all] : Turn on/off realtime log display
+ show last N lines or ’'all’ for entire history.
mute [n] : Set log mute level to n, or show level
if n is absent.
needok type action : Enter confirmation for NEED-OK request of ’'type’,
where action = ok’ or ’'cancel’.
needstr type action : Enter confirmation for NEED-STR request of ’type’,
where action is reply string.
net : (Windows only) Show network info and routing table.
password type p : Enter password p for a queried OpenVPN password.
remote type [host port] : Override remote directive, type=ACCEPT|MOD|SKIP.
proxy type [host port flags] : Enter dynamic proxy server info.
pid : Show process ID of the current OpenVPN process.
client-auth CID KID : Authenticate client-id/key-id CID/KID (MULTILINE)
client-auth-nt CID KID : Authenticate client-id/key-id CID/KID
client-deny CID KID R [CR] : Deny auth client-id/key-id CID/KID with

log reason text R and optional client
reason text CR

client-kill CID [M] : Kill client instance CID with message M
(def=RESTART)
env-filter [level] : Set env-var filter level
client-pf CID : Define packet filter for client CID (MULTILINE)
rsa-sig : Enter an RSA signature in response to >RSA SIGN
challenge
Enter signature base64 on subsequent lines followed
signal s : Send signal s to daemon,

s = SIGHUP|SIGTERM|SIGUSR1|SIGUSR2.
state [on]|off] [N|all] : Like log, but show state history.

status [n] : Show current daemon status info using format #n.
test n : Produce n lines of output for testing/debugging.
username type u : Enter username u for a queried OpenVPN username.
verb [n] : Set log verbosity level to n,

or show if n is absent.
version : Show current version number.
END
exit
Connection closed by foreign host.
ai:~ #
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10 Tlpusoxxenue. Cnucok onuuid KoMaHabl openvpn-gost

10.1 O6uiue onuuu

«OpenVPN-T'OCT» nosBosisieT nomeuniathb J0OYI0 ONLKI0 B KOMAHIHYIO CTPOKY UJH B KOH(UTY-
pauroHHBIN (aia. XoTs BCe OMUMU KOMaHAHOH CTPOKH HMMeloT mpeduKC B BHAe NBOHHOrO aeduca,
3TOT NpedUuKC MOXKeT ObITh OMYILEeH, KOra ONUHI0 MOMELIAal0T B KOH(UTYPALIUOHHBIH (ail.

--help

[Tokasatb onuuu

--config file

3arpysuthb JOMOJHUTENbHbIE KOH(DUTYPALIMOHHbBIE OMUWH U3 (ai-
aa file, rme Kaxpas cTpoka COOTBETCTBYET OLHOH OMUMU KOMaH[-
HOW CTPOKH, HO C OMYLIEHHBIM ABOHUHBIM A€(PUCOM.
Ecau --config file — enuHCcTBeHHas omuusi B KOMaHAe openvpn-
gost, --config MOXHO omycTHTP W 3amucaTh KOMaHAY Kak
openvpn-gost file
3ameTbTe, YTO KOH(UTypaLHOHHBIE (halyibl MOTYT ObITb BJIOXKEH-
HBIMU [0 OCMBICJIEHHOH TJ1yOHHBI.
MoXHO HCMO0/1b30BaTh ABOHHBIE WU ONHWHAPHblE KAaBbIUKH /15
OrpaHWYeHUs TMapaMeTpoB, BKJ/MOUAKIIKUX Npobes, # Wad ; CUM-
BOJIbl B MEPBOH KOJIOHKE MOXKHO HCIOJb30BaTh AJ51 0003HAYeHHUS
KOMMeHTapHeB.
3amerbTe, 4YTo <«OpenVPN-I'OCT» o6pabaTbiBaer escape-
NoCJIeI0BaTeIbHOCTH Ha OCHOBE 0OPATHOM KOCOH 4epThl [Jisi CHUM-
BOJIOB, He 3aKJIIOUEHHBIX B OJUHAPHbIe KaBbIUKH, TaK UTO CJEAyeT
UMeTb B BUAY CJeaylollhe 0003HAUEHHS:
\\ O6o3HayaeT ogHy 0OpaTHYI Kocyio 4epty (\)
\" [lepenaer OykBa/sbHO ABOHHBIE KaBBIUKH, He WHTEPHPETUDPYS
UX KaK OrpaHHYeHHe MapameTpa
\ [SPACE] nepenaet 6yKBajbHO Mpobes Uau Taby/aslui0, He UH-
TepIpeTUpys UX Kak paszfeseHre NapaMeTpoB
Hanpuwmep, B Windows wucnosb3yiiTe nBOiHHbIE 0OpaTHbIE KOCble
4yepThl IJi NpeACTaBJeHUs NyTed K Qainam:

secret "c:\\cryptopack4\\config\\secret.key"

10.2 TyHHesbHBIE OMIKUH

--mode m YcranaBauBaer pexuMm paboTel «OpenVPN-T'OCT». Ilo ymous-
yanuto «OpenVPN-T'OCT» pab6oTaer B peXuMe TOYKa-B-TOUKY
(p2p). B «OpenVPN-I'OCT» npucyTCTByeT pexKHM «CepBep», pe-
AJIM3YIOLIMHA MHOTOKJIMEHTHYIO CIIOCOOHOCTb CepBepa.

--local host Uwmsa unu IP-agpec sokanbHOro XocTa AJis CBsi3biBaHHS. Eciu

ykasaH, «OpenVPN-I'OCT» 6yneT cBsi3bIBATbCS TOJBKO C 3THM
anpecoM. Ecau He ykasaH, «OpenVPN-I'OCT» 6ynet cBs3bIBaTh-
Csl CO BCeMH HMHTepdelcamu.

[TopsinkoBbi#i Ne M3MeHeHUsI
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--remote host [port] [proto]

Wwmsa nnu [P-agpec ynanenHoro xocrta. [P-agpec moxer ObITh Kak
B ¢opmate [Pv4, tak u B popmarte IPv6.

Ha knuenTe 3amaér agpec cepepa U moprt, K KOTopoMy TpebyeTtcs
nonkJ/aounThes. Ecnn 3Hauenune napamerpa -- DNS-umMs, koTopoe
paspeuiaercsi B HecKosbko [P-anpeco, onuH M3 HUX OyleT Bbl-
OpaH cJaydalHO, MPeLoCTaBJsis CBOEro poia BO3MOXKHOCTb ypaB-
HOBEILMBAHHUS Harpy3KH.

Jlns HageKHOCTH MOTYT ObITb yKa3aHbl HECKOJNbKO OMIUH --
remote, Kaxkiasi OTHOCUTCA K oTaesbHOMY cepBepy «OpenVPN-
[OCT». KnueHt OyneT nbITaTbCsl COEAMHUTBLCS C CepBEPAMH B I10-
psiiKe, YKAa3aHHOM B CIHCKe onuui --remote. KineHT nepeiaer K
CIeLYIOLIEMY XOCTY B CIIHCKe, €CJU COeIUHEeHHe C MpPebIAYILINM
yCcTaHOBUTh He ypactcsi. O6paTtuTe BHHMaHHe, 4TO B JI0OOH MO-
MeHT BpeMeHH KaueHT «OpenVPN-T'OCT» Moxet ObITh coeluHeH
TOJIBKO C OJHHUM CEPBEPOM.

YKa3zaHue HeCKOJbKUX ONIMUH --remote -— oTaebHBIN caydail 6o-
Jiee 00I1ed PyHKIIMOHANBHOCTH Npodus coefrHeHUs:. CM. HUXKe
onucaHue <connection>.

[proto] o6o3HayaeT MPOTOKOJ, KOTOPLIH OyAeT HCIOJIb30BaH MPU
COoelMHeHUU ¢ cepBepoM. MokeT HMeTb 3HaueHue “tcp” HJH
“udp ”. Hnsa npunynutesbHoro nopkiwouenus no [Pv4 uau IPv6
ucnosb3yite cydpduke 4/6 B konue “tep”/“udp”. K mnpumepy,
udp4/udp6/tcp4/tep6. Knuent nepeiizer K ciaenyioriemMy B CIIUC-
Ke XOCTy IO yBeIOMJeHHI0 00 owmubke coepnHeHusi. O6paTute
BHUMaHHe, 4To B J1000# MoMeHT BpeMeHH, «OpenVPN-T'OCT»
KJIMEeHT OyleT MOoAKJUeH He OoJjee yeM K OLHOMY CepBepy.
Yutute, uto nockoabky UPD He TpebyeT ycTaHOBJIEHUs COeNu-
HeHHsl, OIMOKa MOAKJIOUEHHS OMpefe/sieTcsl ¢ MOMOILbI0 --ping
U --ping-restart onuui.

Ecin xoct — DNS-ums, koropoe paspemiaer Heckosbko IP-
anpecoB, «OpenVPN-I'OCT» Oynmer npo6oBaTb MNOAKJJIIOUYUTH-
ci K HHUM B TOpsiiKe, B KOTOPOM MX TIpPeNOCTaBUT CHUCTeMa
getaddrinfo(). I[Tostomy npuoputnzauus u panmomusanuss DNS
BBINIOJIHSIETCS € IOMOLLUBIO CHUCTeMHOH Oubsanoteku. Ecau [P-
BepCHsl He yKa3aHa B creluduKanuu npotokosa (cydpduxc 4/6),
«OpenVPN-T'OCT» nepebeper o6a IPv4 u IPv6 anpeca B Tom
nopsinke, B kKakoi getaddrinfo() BepHeT ux.

O6patuTe BHHMaHHe Ha CJENYIOUIMH TpenesbHbId ciaydait. Ec-
JU Bbl MCIOJb3yeTe OMNLHU --remote W OTKa3blBaeTeCb OT IIpaB
TNPUBUJIETUPOBAHHOTO 0JIb30BATesl C MMOMOILbBIO --USer W/UMHU --
group, 1 KJaueHT padoraeT He B Windows, ecyi KJIHEHTY HYKHO
MepenofKMUNThCS K APYTOMY CepBepy, U 3TOT CepBep NepenaeT
pazauunble HacTpouk TUN/TAP unu mapuipyTusauuu, KJIUeHTY
MOXKeT He XBaTHUTb HEOOXOAMMBIX IpPaB, UTOOBI 3aKPBITh U CHOBA
oTKpbITh UHTepdeiic TUN/TAP. D10 MoxeT NPHUBECTH K MpeKpa-
IEHHIO Pa0OTHI KJHMEeHTa C (paTajJbHOU OLIMOKOH.

[TopsinkoBbi#i Ne M3MeHeHUsI
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Korna ucnosabsyercssi TCP pexxum, Ha cepBepe --remote OGymer
pabotaTh Kak (pUABTP, OTBeprasi CoOelIMHeHUs CO BCeX XOCTOB, He
COOTBETCTBYIOLIMX 3HAUEHHIO MapaMeTpa.

Ecnu onuus --remote He ykasaHa, cepBep OyneT cJayllaTh Make-
Thl ¢ Jioboro [P-anpeca, Ho He OyneT o6pabaTbiBaTh 3TH MaKETHI,
ecJ/I1 OHU He TMPOUAYT BCce ayTeHTHU(PUKALUOHHBIE TECTBI. DTO Tpe-
O00BaHHe K ayTeHTHU(PHUKALHUHU OTHOCUTCS KO BCEM MOTEHIUAIbHBIM
napTHepaM, AaxKe NPUXOASLIUM C U3BECTHBIX U MPEeAToI0KHUTEb-
HO noBepeHHbIX [P-ampecoB (o4eHb JIeTKO TOAAENATh HUCXOAHBIN
[P-anpec B UDP nakere).

--remote-random-hostname

Jlo6aBaisier caydyaiHyioo cTpoky (6 6aiit, 12 mecTHaguaTHpuy-
HBIX CHMBOJIOB) K HMeHH XOCTa, 4ToObl mpenoTBpatuth DNS
kawmnposanue. K npumepy, "foo.bar.gov"6yner npeo6pasoBaHo B

A\l

<random-chars >.foo.bar.gov ".

[TopsinkoBbi#i Ne M3MeHeHUsI
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<connection>

Onpenensier mnpodusib KJIHeHTCKoro coenuHeHus. [Ipoduiu
KJHEHTCKOTO coenMHeHus — rpynmel  onuud  «OpenVPN-
[OCT», onucoiBarllye, KaK CBA3aThCsl ¢ KOHKPETHBIM CEPBEPOM
«OpenVPN-TOCT». Ilpodpuau KJIHEHTCKOrO COeIUHEHHs YyKa-
3biBaloTCsl B KoH(purypauuoHHoMm ¢aise «OpenVPN-I'OCT», u
KaXX[bli Npousabp HaUWHaeTcsl ¢ <connection> U 3aKaHYMBaeTCs
</connection>.

Knuent «OpenVPN-TOCT» 6yner npo6oBaTh KaxKablil MpoQHIb
COeIMHEHHUS TI0C/IE0BATENbHO, MTOKA He JOCTHUTHET YCIELIHOTO COo-
eIMHEeHHUS.

Onuus --remote-random MOMKeT UCIOJAb30BATHCH LIS TOTO, UYTOOLI
C CaMOro Hayajia «CMellaTb» CIHUCOK COeIHHEHUH.

Bot npumep ucnosnb3oBaHusl npoguedl coeinHeHUN:

client
dev tun

<connection>
remote 198.19.34.56 1194 udp
</connection>

<connection>
remote 198.19.34.56 443 tcp
</connection>

<connection>
remote 198.19.34.56 443 tcp
http-proxy 192.168.0.8 8080
</connection>

<connection>
remote 198.19.36.99 443 tcp
http-proxy 192.168.0.8 8080
</connection>

persist-key
persist-tun

pkcsl2 client.pl2
remote-cert-type server
verb 3

CHauajia Mbl TBITa€MCSI  COEMHHUTbCS C  CEepBEPOM  Ha
198.19.34.56:1194, wucnoassyss UDP. Ecau 3To He ynaercs,
MBI TbITaeMcsi coequHuThes ¢ 198.19.34.56:443, ucnonbsys TCP,
¥ Jajiee 1o MopsiaKy.

[TopsinkoBbi#i Ne M3MeHeHUsI
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BHyTpu 6sioka <connection> MOryT ObITH CJedyIOLIMe OMNUHH
«OpenVPN-T'OCT»:

bind, connect-retry, connect-retry-max, connect-timeout,
explicit-exit-notify, float, http-proxy, http-proxy-option, link-
mtu, local, Iport, mssfix, mtu-disc, nobind, port, proto, remote,
rport, socks-proxy, tun-mtu and tun-mtu-extra.

CyliecTByeT MeXaHHU3M YMOJUAHUS AJIs1 YKA3aHUS OMUHKH, IpUMe-
HUMBIX KO BceM mpoduasam <connection>. Ecnau mobasi U3 BbI-
IIeyKa3aHHBIX OMUHMHU (32 UCK/OUeHHeM remote) MosiBJsieTCs BHe
6Joka <connection>, HO B KOH(UIrypaLHOHHOM (paie, copepxKa-
1eM XoTsl O6bl ofuH 6J10K <connection>, ata onuus 6yaeT UCMOJb-
30BaHa MO yMOJIUaHUIO AJs1 BceX OJIOKOB <connection>, KoTopele
CJAeNYIOT 32 Hel B KOH(PUrypaUHOHHOM (ai.e.

Hanpuwmep, npenmnosoxxum, yto onuus nobind nomerieHa B Hauamo
TPUBENEHHOT0 BbIllle KOH(MUTYpallMOHHOTO (haiiya, mepes mepBbiM
6sokoM <connection>. dddekT OymeT TakoH Ke, KaK ecJad Obl
nobind 6pina 06bsiBJIEHAa BO BcexX Osokax <connection> mon He.

--proto-force p

[Ipu nepebope mnpodused MOAKJIOUEHHS] YUHTHIBAIOTCS TOJBKO
npodud, ucnosbaytoiide npotokosa p (‘tep’|'udp ).

--remote-random

Korna ykasaHbl HECKOJIBKO apecoB/MOPTOB remote, UK eCJH HC-
NOJIb3YIOTCS MPO(PUIN COeNMHEHHS, NAHHAs OINLUMS H3HAdyaJbHO
pPaHIOMHU3HPYeT IMOPSNOK CIIMCKAa B KayecTBe CBOEro poaa Ipo-
CTedlleld Mepbl PABHOMEPHOIO paclpeleseHUsl Harpy3KH.

[TopsinkoBbi#i Ne M3MeHeHUsI
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--proto p

Hcnonb3oBaTh MPOTOKO P AJs CBSI3W C YAAJE€HHBIM XOCTOM. P
MoxeT ObITb udp, tpe, tep-client unn tep-server.

B xauecTBe mpoToKoJa 10 yMOJMYaHUIO HcIoJb3yeTcs: udp, Koraa
--proto He 3a1aH.

Yro6bl coefrHeHHe ObLIO YCIELIHbIM, COeJUHAIoLINecs Y3Jbl
JIOJI?KHBI UCII0JIb30BATh COBMECTHMBbIE TPOTOKOJIBI, TO €CTb HeJb3s
yKa3blBaTh Ha OHOM KOHILe --proto udp, a Ha npyrom --proto tcp.
Crabusabnas padora mo nmpotokosy UDP rapantupyercs TobKO
npu ucnonb3oBanuu TLS Bepcuu 1.3 ¥ anroputTMoB MIKH(POBAHUS
magma-mgm u kuznyechik-mgm.

3HaueHus tcp-server u tcp-clent mo3BosisitOT yKasatb, UTO y3ed
Oy#eT y3JioM, NMPUHUMAIOIIUM COeIMHEHHUs, U Y3JOM, YCTaHaB-
JMBAIOIUM COeIMHEHHs], COOTBeTCTBeHHO. [lapTHep, HauaBLIMH
c tcp-server, OyneT GECKOHEUHO KAaTh BXOASILLETO COEAUHEHUS.
[TaptHep, HauaBwKi ¢ tcp-client, mombiTaeTcss MOAKIIOYUTBCS, U
ecsii He ypnactcsi, OyneT craTh O CeKyHH (3TO BpeMs MOXKHO W3-
MEHHTb C TOMOIIbI0 OMIHUK --connect-retry) u OymeT omnsiTh TMbl-
TaTbCsl MOAKJ/IOUUTHCS GeCKOHEeYHOe KOJHYecTBO pa3 uau 1o N
MOBTOPEHUH (KOJMUYECTBO TOBTOPEHHUH MOXKHO M3MEHHTBH C MOMO-
b0 omuuM --connect-retry-max). M xaueHt, u cepep Oyayt
cumynupoBath curHaa pecrapra SIGUSRI, ecau kakas-nu6o u3
CTOPOH OyIeT repecoequHsIThCS.

--connect-retry n [max]

Hns --proto tcp-client, :xnaTh n ceKyHA MeXy MOMBITKAMH Tie-
penpucoeinHUThes (Mo ymosuaHuio 5). [ToBTopsitolrecs: MOMbIT-
KU TIepernpUCcOeIUHEHHs 3aMeJJISIFOTCSl MOC/e D MOMBITOK Ha KaX-
IblH yoaJeHHbIE y3eJ, yaBauBas BpeMsi OXKHAaHHUS MOC/e KaxKa0H
HeylnayHOH monblTKU. ONIMOHAMbHBIA apryMeHT Mmax omnpeneJis-
eT MaKCHMaJslbHOe 3HaueHWe BpeMeHU OXKHAaHHUS B ceKyHuaax (Imo
ymosuanuo = 300).

--connect-retry-max n

Ilnsi --proto tcp-client, mbiTaThesi mepenonkaOUUTBCS N pa3 (Gec-
KOHeYHOe KOJIUYeCTBO pa3 M0 yMOJNYaHHIO).

n orpefessieT KOJHUYECTBO TMOMBITOK BBbI30BOB --remote HJIH
<connection> (6eckoHeYHOe KOJMYECTBO Pa3 MO YMOJUAHHIO).
Ecau ycraHoBuTh n = 1, TO 3TO MO3BOJMUT MONPOOOBATH BHINOJ-
HUTb KaXKIbIH BBI30B POBHO OIMH pa3. YCIelIHOe CoefnHeHHe 00-
HYJSIeT CUeTUYHK.

--show-proxy-settings

[Tokazate o6HapyxkeHHble HacTporku HTTP uan SOCKS-npokcu.
Ha paHHBIH MOMEHT TOJIBKO KiaueHTb Windows moanep:KUBarOT
3TY OINUHUIO.

[TopsinkoBbi#i Ne M3MeHeHUsI
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--http-proxy server port
[authfile|’auto’| "auto-
nct’][auth-method]

CoenuHuTbes ¢ ynaneHHbIM xoctoMm uepes HTTP-npokcu ¢ an-
pecom server u mnoptom port. Ecau tpebyercs HTTP Proxy-
Autenticate, authfile — ¢aiii, conepxxaiuii Jorud U napoJib Ha 2
CTpoKax, uau «stdin» nns 3ampoca ¢ koHconu. Ero conepxkumoe
MOXKHO TakK K€ yKa3aTb B KOH(UTypaLHOHHOM (haiijie ¢ OMOLLbIO
onuuu --http-proxy-user-pass.

auth-method nosxked OGbITL «none», «basic» uam «ntlmo.
HTTP-paiinxkect-ayTeHTUPUKALKS TaKKe MOANEPKHUBAETCS, HO
TOJBKO Yepe3 psaru auto uau auto-nct (cMm. HUXKe).

®aar auto 3acraaser «OpenVPN-I'OCT» aBTomMartnyecku omnpe-
nensth auth-method u 3anpamnBaTh co cTaHIAPTHOTO BXOAA HJIHU
UHTep(elica ynpaBJ/eHUs JIOTHH U NapoJib, ecad TpebyroTcs.
®nar auto-nct (no clear-text auth) Benut «OpenVPN-TOCT» aB-
TOMaTHYeCKH OINpeNesiiTh MeTOl ayTeHTU(UKALKMH, HO OTBepraTh
cnabble ayTeHTH(UKalLlMOHHble NPOTOKOJBI, TakMe Kak HTTP-
ayTeHTU(HKauus Basic.

--http-proxy-option
type[parm]

YcraHoBuTh pacluupeHHble onuud HTTP-npokcn. Moxho yka-
3bIBaTh 3TOT MapaMeTp HEeCKJbKO pa3 miJs, 4TOOBl YCTaHOBUTH
HECKOJIBKO OINLHUH.

[Tonnep:xrBaemble OMIUHU:

VERSION version — ycranosuts Homep Bepcur HTTP B version
(mo ymomyanwuio 1.0);

AGENT user-agent — ycranoButs HTTP-ctpoky "User-Agent"s
user-agent;

CUSTOM-HEADER name content — no6aButh HacTpanBaeMblil
3aroJIoBOK C MMeHeM name M ¢ content B KauecTBe COAEPAKHUMOTO
HactpauBaemoro HTTP-3arosnoBska.

--socks-proxy server [port]
[authfile]

[TonknouuTbCSA K yoaieHHOMY XOCTY yepe3 Socks-NpoKcH ¢ ajpe-
coMm server u noptom port (mo ymosuanuto 1080). authfile (onuuo-
HaJIbHBIH) — 3TO (pakiJl, comepKaIlui UM TT0Jb30BaTeNs U MapoJib
B IBe CTPOYKH, b0 “stdin” msis 3ampoca ¢ KOHCOJH.

--resolv-retry n

Ecnu paspelieHre HMeHH XocTa JJs --remote OKa3blBaeTCsl OLLHU-
OOUHBIM, TIOMBITATbCS Pa3pelllMTb B TeUYeHHEe N CEeKyHHI Mepen
OLIMOKOH.

YcranoBuTh n B infinite, 4To6B MBITATBCS pa3pelIUTh OECKOHEUHO.
[To ymosnuanuio ycraHoBJsieHa --resolve-retry infinite. MokHo ot-
KJIIOYUTb 3Ty OMIUI0, ycTaHOBUB n=0.

[TopsinkoBbi#i Ne M3MeHeHUsI
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--float

[To3BoIMTb yHajieHHOMY MapTHepy MeHsiTb cBod IP-ampec u/uin
HOMep mopta, Hanpumep, ud-3a DHCP (3to ymosuanue, ecau --
remote He ucnosb3yetcs.) --float, ykaszaHHbIll BMecTe ¢ --remote,
nossoJisieT ceancy «OpenVPN-TOCT» usHayaibHO MOAKIIOYATH-
Csl K MapTHepYy C U3BECTHBHIM aJpecoM, OfIHAKO eCJM MaKeThl NpH-
XOISIT C HOBOTO ajipeca U NMPOXOAsT ayTeHTH(HKALMOHHbIE TECTBHI,
HOBBIM azpec MpUMeET yMpaBJeHHe CeaHCOM. JTO TO0Je3HO, KOraa
BBl COEIMHSIETECh C TAPTHEPOM C TUHAMUYECKHUM apPECOM, HATIPH-
Mep, noJb3oBateseM ¢ TejedoHa uiau kavearom DHCP.

B cymnoctu, --float Benutr «OpenVPN-I'OCT» npuHumars
ayTeHTU(ULHUPOBAHHBIE MaKeThl ¢ JIOOOro ajgpeca, a He TOJIbKO
C TOro, KOTOPHIH yKa3aH B OMIHU --remote.

--ipchange cmd

BrinmonHuTe KOMaHLy 000J04KH cmd, Korna Haul yhaajeHHBIH ip-
aJipec C camMoro HauaJja ayTeHTHU(PHUIHUPOBAH HJIU U3MEHSETCS.
cmd comepKUT MyTb K CKPUNTY (MJIKM UCIOJNHSEMOH TPOrpaMme),
OMIIMOHANBHO HCIMOJb3YyeTcsl ¢ aprymeHTamu. [lyTb u aprymes-
TBl MOT'YT ObITb 3aKJ/I0YeHbl B OIMHAPHble /U IBOHHBIE KaBbIUKH
U/WJIH OTHEeNIeHbl 00paTHOM KOCOH UepToi, a TaKxKe JOJKHbI ObITh
paszeJsieHbl pobesaMu.

BrimonHATb Kak:

cmd ip_address port_number

He ucnonesyiite -ipchange B pexxume --mode server. Bmecto 3To-
TO BOCIOJIb3yHTECh CKPUNTOM --client-connect.

Cwm. B paspmene «IlepemeHHBIE cpenbl» HUXKe HOMOJHUTEbHbIE Ta-
paMeTphl, MepeiaBaeMble KaK MepeMeHHbIe CPEJibl.

O6patute BHUMaHHe, 4TO cmd MOXeT ObITh KOMaHIOH 060/J0YKH
C HECKOJbKMMH apryMeHTaMH, B 3TOM cCJydae BCe apryMeHTBl,
reneprupoBaHHble «OpenVPN-I'OCT», 6ynyT no6aBjeHbl B KOHell
cTpoku cmd, 4ToOBl CO3MaTh KOMAHAHYI CTPOKY, KOTopasi Gymet
nepenaHa B CKPHUIIT.

Ecsu BH paboTaere B cpesie ¢ nepemeHHbIM [P-anpecom, rae IP-
ajipeca KaxkJIoro napTHepa MOI'yT MeHATbCSl 0e3 mpeaynpexpe-
HHSI, Bbl MOXeTe MCII0Jb30BaTh 3TOT CKPHUIT, HarpHMmep, 4TOObI
penaktTupoBaTh ¢aia /etc/hosts ¢ Tekyumnm amgpecom mnapTHe-
pa. Cxkpunt OyneT BBIMOJHATHCS KaxKAbIH pas, Korna ynajeHHbIN
napTHep MeHsieT cBoi [P-anpec.

[Topo6HbiM ke obpasom, ecau Hawut [P-ampec MeHsieTcsi M3-3a
DHCP, Ham caenyeT CKOH(UTypHpOBaTh Halll CKPHUIIT IepeMe-
Hbl [P-anpeca Ttak, uto6sl «OpenVPN-ITOCT» nosyuana curuan
SIGHUP wuau SIGUSRIL. «OpenVPN-I'OCT» 3aTem nepeycraHo-
BUT COeIUWHEHHE CO CBOWM MOCJEeIHUM ayTeHTH(UIHUPOBAHHBIM
napTHepoM Ha ero HoBoM [P-ampece.

[TopsinkoBbi#i Ne M3MeHeHUsI
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--port port Homep TCP/UDP-noprta ass JIOKaJbHOTO U YAaJI€HHOTO XOCTOB
(ycranaBsauBaeT obe omnuuu --lport u --rport njst 3agaHHOro Mop-
ta). Texymui Homep no ymosnyanuio 1194 npencrasisier oduH-
anbHoe HasHadeHue mopta [ANA nis OpenVPN.

--lport port Homep TCP/UDP-nopra nns cBsasbiBanus. He moxkeT ObITb HC-
0JIb30BaH BMeCTe ¢ --nobind onuued.

-rport port Homep TCP/UDP-nopra nas ypaneHHoro xocta. [lopt moxer

ObITh TaKXKe YCTAHOBJIEH HENOCPEACTBEHHO C IMOMOUIbLIO --remote
OIILHH.

--bind [ipv6only]

CBsi3aTbCsl C JIOKaJbHBIM aJpPECOM U MOPTOM. IDTO yMOJ4YaHHe,
ec/JM He HCIOJb3yITCs Kakue-aub60 U3 omuui -proto tcp-client,
--http-proxy uam --socks-proxy.

--nobind

He cBs3biBaTbCsl ¢ JIOKaJbHBIM aapecoM W mopToM. IP-cTek Ha-
3HAYUT NMHAMHUYECKHH MOPT AJs BO3Bpallaoluxcs naketos. [lo-
CKOJIbKY 3HaueHHe AWHAMHUYECKOro MopTa MapTHepy HeU3BECTHO
3apaHee, 3Ta ONLHUS MOAXOAUT TOJBKO MAJisl NMAPTHEPOB, KOTOpbIE
OyLyT UHULHUHUPOBATh COEJMHEHHE, UCTOMNb3Ys ONLHUIO --remote.

--dev tunX|tapX|null

BuptyanbHoe ceteBoe yctpoiictBo TUN/TAP (n/1s nuHamuuecko-
ro ycrpoiicTBa X MOXKHO OMYCTHTD.)

Bel 10/12KHBI HUCTO/b30BaTh Ha 000MX KOHLAX COeJUHEHHs JUOO
yctpoicTBa tun, 6o tap. Bel He MoxeTe yKasblBaTb Ha OJHOM
KOoHIle tap, a Ha Apyrom tun, MOCKOJIbKY OHU MPEACTABJSIOT pa3-
JIUYHbIE CJIOU CeTH.

Yerpoiicta tun unkancynupyot [Pv4 nan [Pv6 (cioit 3 OSI), a
yctpoicTBa tap unkancynupytor Ethernet 802.3 (cuoit 2 OSI).

--dev-type device-type

Kakoiéi Tunm yctpo#icTBa Mbl Hcnosb3dyeMm? device-type moskeH
uMeTh 3HadeHue tun (cmout 3 OSI) unu tap (coo#t 2 OSI). Hc-
MoJib3yHTe 3Ty OMLHMIO TOJNBKO B TOM CJydae, €Cjii YCTPOHUCTBO
TUN/TAP, ucnonb3oBaHHOe B ONIKH --dev, He HauWHaeTcs ¢ tun
uiu tap.

[TopsinkoBbi#i Ne M3MeHeHUsI
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--topology mode

CKOH(HUTypHpOBaTh BUPTYaJNbHYIO alpeCcHYI0 TOIMOJIOTHIO, paboTas
B pexxuMe --dev tun. dta TUPEKTHBA He UMeeT 3HAUEHHS B PEXKH-
Me --dev tap, KOTOpBIH BCera UCMOJb3yeT TOMOJOTHI0 subnet.
Ecsnu BBl HacTpauBaeTe 3Ty NUPEKTHBY Ha CepBepe, NUPEKTHBBI
--server W --server-bridge aBToMaTHUeCcKH MepenanyT BblOpaHHbIE
BaMH HACTPOMKH TOMNOJNOTMM KJHEHTaM. DTy NHUPEKTUBY TaKxKe
MOXKHO TepeaTh KaneHTaM Bpy4Hyto. Kak u nupektuBa --dev, ata
IMPEKTHBA MOJKHA BCETAa OBITh COBMECTHMOH MEXAY KJIHEHTOM
¥ CEpPBEPOM.

mode MOXKeT UMeTb 3HaueHHUe:

net30 - Hcnosb30BaTh TOMOJOTHIO TOYKA-B-TOUKY, Ha3Hauasi OAHY
nonacetb /30 KaxkaoMy KJHEHTY. DTO MpefHa3HauyeHo MAJis TOTo,
4TOOBl Pa3pelinTh CEMAaHTHKY TOUKAa-B-TOUKY, KOTAA HECKOJBKO
UJIM BCe MOAKJoUYarlrecss KaueHTol MoryT 6uiTb OC Windows.
ITO yMoJUaHUe.

p2p - HCHOJb30BaTh TOMOJIOTHIO TOUYKA-B-TOUKY, Tle yhajeHHas
KOHeuHasi ToukKa hHTepdeiica tun K/MeHTa Bcerga ykasblBaeT Ha
JIOKaJIbHYI0 KOHEUHYI0 TOUKy HHTep(eiica tun cepepa. dToT pe-
KUM HasHadaeT ofuH [P-anpec n/s KaKA0Oro coeauHSIOLIErocs
KyaueHTa. Mcnonb3yiiTe TonbKo Torna, Korna HU OAMH U3 MOAKJIIO-
yaroluxcsl KaueHtoB He sBiasercs OC Windows.

subnet - ucrosp3yiiTe MoACeTh BMECTO TOMOJOTHH TOYKA-B-TOUKY,
CKOH(uUrypuposaB uHTepdeiic tun ¢ goxkanbHbeiM [P-agpecom u
MacKOU TIOJICETH, TMOAOOHBIM TOMOJOTHH, HCIOJIb3yeMOH B --dev
tap u pexume «moct» Ethernet. dtoT pekum HasHauaeT onuH
[P-anpec kaxkaomy coequHsiIoLleMycsi KJHEHTYy W paboTaeT B
Windows u B Unix-nomo6Heix cuctemax. [Ipu ucrnosnb3oBaHuu B
Windows tpebyet Bepcuto npaiiBepa TAP-WIN32 8.2 usu Bbiwe.
[Ipu ucnonb3oBanuu B Unix-nofpo6HbIX cUCTeMaX, TpedyeT, YTOOb
npaiiBep tun mopmepxkuBasn Komannay ifconfig, kotopasi ycranas-
JIMBaeT TMOJACETb BMECTO yaajeHHOro KoHeuHoro [P-anpeca.
[Ipumeuanue: Hcnosab3oBanue --topology subnet meHsieTr uH-
TeprpeTaluio aprymeHToB onuuu --ifconfig, osnauas “address
netmask”, a He “local remote”.
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--tun-ipv6

[IocTpouts tun-cBs3b, cnocobHyl0 nepenaBaTh TpaduK MO MPOTO-
koay IPv6. CrenyeT ncnosb3oBaTh COBMeCTHO ¢ --dev tun usu
--dev tunX. Ecau HuKakod creuunanbHod mnopaepxku IPv6 B
TUN nna Bawe# onepanMOHHOH CHUCTeMbl He CKOMIIHMJIMPOBAHO
B «OpenVPN-T'OCT», 6ynet BBIBOIUTBCS MpeaypexaeHue.
flBHO ycTaHaBNMBaeT y3es YCTPOHCTBA BMECTO HCIOJb30BAHHUS
/dev/net/tun, /dev/tun, /dev/tap u T.nm. Ecaum «OpenVPN-
[OCT» He moxeT onpenesuth sBJsietcs au yerpoiictBo TUN niu
TAP Ha ocHOBaHMHM HMEHHM, TO HYXKHO Takxke 3anaTb --dev-type
tun uam --dev-type tap.

B onepauunontoii cuctreme Mac OS X 3Ta onuusi MoKeT ObITh HC-
MoJIb30BaHa, 4To0 3aaTh 3HaYeHHe MO yMOJYaHHUI0 Ajs tun pe-
anu3auuu. Mcnonb3oBanue --dev-node utun BbIHYkKI2eT HUCMOJb-
30BaTh MCXONHYI TomaepxkKy sizpa Darwin tun. Hcnonbsyfite
--dev-node utunN, 4To6 BeIOpaTh KOHKpeTHbIH utun. Urtob wuc-
nonb3oBaTh tun.kext (/dev/tunX) ucnosbsyiite --dev-node tun.
Ecnu He 3apath onuuio --dev-node, «OpenVPN-T'OCT» nomnpo-
OyeT OTKPBITH Utun B MepBYIO odepenb, a €CAU He MONYyUUTCs, TO
BepHeTcs K tun.kext.

B Windows BbiGepere TAP-Win32 apmantep ¢ uMmeHeM y3sa B
[Tlanenu YnpaBnenus CereBbMH [loAK/JIIOYEHHUSIMH HJH HCXO-
Heii GUID apanrtepa, 3akiawodyeHHBIH B ckoOKu. Onuus --show-
adapters B Windows Takxe MoxkeT ObITb HCIIOJb30BaHA AJIs Tepe-
yucaeHus Bcex poctynubix TAP-Win32 amantepoB u aust oTo6pa-
YKEHHs] 1 UMEeHH MaHeJsH YIpPaBJeHHUs] CETeBbIMHU MOAKJIOUEHUSIMH,
u GUID nnsa kaxnoro uz TAP-Win32 apanrtepos.
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-dev-node node

dBHBIM 00pa3oM YCTAHOBUTH y3es YCTPOHCTBA, a He HUCIOJb30-
BaTh /dev/net/tun, /dev/tun, /dev/tap u T.1. Eciu «OpenVPN-
[OCT» He MoxkeT onpenenuTh, iBASeTCS JU node yCTPOHCTBOM
TUN wuau TAP, Ha 0CHOBAaHUMU 3TOr0 UMEHH, BBl JOJXKHBI TaKXKe
yKasatb --dev type tun uau --dev type tap.

B onepauunonnoii cucreme Mac OS X 3Ta onuus MoKeT ObITb
MCII0JIb30BaHA, UTO0 3aJaTh 3HAUeHHWe MO yMOJuYaHH Iis tun
peanusanuu. McnosnbsoBanue --dev-node utun mpeamnuceiBaer uc-
MoJIb30BaTh UCXOMHYI0 MOAAepKKY sinpa Darwin tun. Mcnosb3ayi-
Te --dev-node utunN, uTo6sl BEIGpaTh KOHKpeTHBIH utun. Yrob uc-
nosnb3oBaTh tun.kext (/dev/tunX), ucnosbsyite --dev-node tun.
Ecnu He 3apath onuuto --dev-node, «OpenVPN-I'OCT» cHauasa
MONBITAeTCS MCIONb30BaTh utun, sarem tun.kext.

B cucremax Windows Bui6epute amantep TAP-Win3d2, kotopblii
HasbiBaetcd node, B Network Connections Control Panel uawu
GUID apantepa B ckob6kax. B Windows Mo0xkKHO Tak»ke HCIOJIb-
30BaTh oMM --show-adapters, 4yToObl MpPoOHyMepoBaTh BCe [0O-
crynHble agantepel TAP-Win32, sta onuus mokaxeT Ha3BaHUe
KOHTpPOJIbHOH NaHesu ceTeBblX coequHeHud U QUID nns kaxno-
ro aganrepa TAP-Win32.

--1laddr address

Ykasatb anpec cjos cBsisu, 6osee usBecTHh kak MAC-aznpec.
[IpumensieTcst ToabKO K ycrpoiictBam TAP.

iproute cmd

YCTaHOBUTH a/bTEPHATUBHYIO KOMAaHIY AJs BBIMOJHEHHS BMECTO
yMoJsi4aTesbHOH KoMaH[bl iproute2. MoxeT ObITb HCIOJb30BaHa,
utoObl BEIMOJMHATE «OpenVPN-TOCT» B HenprBH/ernpoBaHHOH
cpene.
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-ifconfig | rn

YcranoButh napametpsl amantepa TUN/TAP. | — IP-anpec Jo-
Ka/abHOH KoHeuHoH Touku VPN. Jlns ycrpoiicte TUN B pexume
TO4YKa-Touka, rn — [P-anpec ynaneHHod koHeyHoH Touku VPN.
Ins yerpoiicts TAP unu TUN ycTpolicTB, HCTOMB3yeMBIX C --
topology subnet, rn — mMacka mopceTH BHPTYaJbHOTO CErMeHTa,
KOTOPBIH CO37aeTCsl UM C KOTOPBIM CBSI3bIBAIOTCSI.

Hna yerpoiicte TUN, koTopble ympouiaroT BHpTyadbHble [P-
COeIMHEHHs] TOYKa-B-TOUKY (Korma HcCroJsb3yercss B --topology
net30 uau p2p pexume), MpaBUIbHOE HCMoOJb30BaHUe --ifconfig
— HCIoJb30BaThb ABa 4acTHbIX [P-ampeca, kotopble He siBAsIOTCS
4yjieHaMU KaKoH-1100 UCToJb3yeMOH cyliecTBYolLel noaceTu. [P-
ajzipeca MOTYT UATH MOAPSI, U UX MOPSIOK Y YAAJEHHOTO MapTHepa
noJixkeH ObiThb o6paTHbIM. [locse Toro, kak VPN ycraHoBsieHa, Bbl
OyneTe OTIPaBJATb CUrHaJ/ ping Ha rn yepe3 VPN.

s yerpoiicts TAP, koTopble mpenocTaB/SloT BO3MOXKHOCTb CO-
3naBaTb BUpTyasbHble cerMeHThl Ethernet, unu TUN ycerpoiicTs B
pexume --topology subnet (KoTopbiii co3naet BUPTyasbHYIO “MHO-
rotoyeuHymo cetb’), --ifconfig ucmosb3yercsi, uTOOBH HACTPOUTH
[P-anpec u Macky MojiceTH Tak ke, Kak OblJ Obl MOIOOHBIM 0Opa-
30M CKOH(UTypupoBaH (usudeckuil agantep Ethernet. Ecou BbI
nblTaeTeChb COefAMHUTbCS ¢ yaaseHHbIM Ethernet-«moctom», IP-
aJipec U MOACeThb CJeyeT YCTAHOBUTh B BEJIMYUHBI, KOTOPble ObLIN
Obl neficTBUTEbHBI B cermMeHTe Ethernet, ¢ koTopeiM BBl coennHs-
eTech (0O6paTHTe TaKKe BHUMaHHUe, YTO JJISI STOH Ke LeJH MOXKHO
ucnoab3oBats DHCP).

DTa omnuus, M3Ha4YasJbHO MPOKCH AJsi Komaunel ifconfig, mpen-
Has3HaueHa, 4YTOObl YMPOCTUTb TYHHEJNBHYI0 KOH(UTYpaLHio
TUN/TAP, npenocraBJisii cCTaHIapTHBIA HHTepheHC pasJHIHbIM
peanusanusm ifconfig Ha pasnuynbIx niardopmax.

[Tapamerpnl --ifconfig, koTopeie siBasitoTcs IP-ampecamu, Takike
MOTYT ObITb YKa3aHbl Kak uMs, paspeiinmoe B DNS unu B daia
/etc/hosts.

Hnsa yerpoiict TAP, --ifconfig He cienyeT ucmosnb3oBaTh, ec/u
unteppeiic TAP 6ynmer nonyuate apenny IP-anmpeca c cepsepa
DHCP.

--ifconfig-noexec

He BoimonusaTb komanael ifconfig/netsh, BMecto sToro nepenasartb
napametpsl -ifconfig B cKpunThI, HCMOJB3Yys MepeMeHHble CPEJIbI.
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--ifconfig-nowarn

He BbIBOIUTBb MpenynpexueHue o MpoBepke KOPPEKTHOCTH OMIIHH,
ecau onuus --ifconfig Ha 3To# cTOpOHEe coenUHEHUsS] HE COOTBET-
CTBYeT yHaJIeHHOH CTOpOHe. DTO MOJE3HO, KOraa Bbl XOTHUTE CO-
XpaHUTb OOLIHe MPeuMyIllecTBa MPOBEPKH KOPPEKTHOCTH OMIHH
(cM. Takxke omuuio --disable-occ), oTKJIOYast TOJbKO KOMIIOHEHT
nposepkH ifconfig.

Hanpumep, ecsiut y Bac ecTb KOH(HUTypalus, Tie JOKaJbHBIH X0OCT
ucnosbayet -ifconfig, HO ynaneHHBIH XOCT ee He UCTIOMNb3YeT, TPH-
MeHHTe --ifconfig-nowarn Ha J0KasbHOM XOCTe.

DTa ONUHUS TakxXKe OTKJUWT TpefynpexaeHHs O MOTeHIHaJb-
HbIX KOH(JIMKTaX agpecoB, KOTOpble MHOTAA pa3ipaxKaiT OoJee
OTBITHBIX MOJIb30BaTeJel BKJIOUEHHEM «JIOKHBIX IOJIOKUTE/b-
HBIX» MPefyNpexXIeHUH.

--route network/IP
[netmask] [gateway]
[metric]

Jo6aBuTb MaplIpyT B TabJHLy MapLIPyTOB MOCJ€e TOrO, KaK ycTa-
HOBJIEHO coequHeHHe. MOXHO yKas3aTb HECKOJbKO MaplLIpyTOB.
MapuipyTsl 6ynyT aBTOMATHUECKH OTKJIIOUEHBI B 0OPAaTHOM IMO-
psinke mepen oTk/aodeHueM yctpoiictBa TUN/TAP.

DTa onuus NpefHasHayeHa KakK IMPOKCH /s YA0OCTBA MOJb30-
BaHUSl KOMaHOOH 000/04KH route, B TO ke BpeMsl MPELOCTaB-
JIIsl CEMaHTHKY, NEPEHOCHUMYIO uepe3 MPOCTPAHCTBO MJAT(HOPMBI
«OpenVPN-T'OCT».

netmask no ymosuanuio — 255.255.255.255

gateway no ymosuaHuio — Gepercsl U3 --route-gateway u/u BTO-
poro mapametpa --ifconfig, xorna ykasan --dev tun.

metric mo ymo/suaHuio — 6epetcs U3 --route-metric, B 0CTa/bHbBIX
caydasx 0.

YMosuaHWe MOXKHO yKa3aTb, OCTaBUB OMNLMIO MYCTOH UM yKa3aB
3HaueHHe «default».

[Tapametpel network u gateway moryT Takke ObITb yKa3aHbl Kak
uMsi, paspemtaemoe B DNS wnnu ¢aiin /etc/hosts, unm kak oxHo
M3 TPeX ClelHabHbIX KJIIOUEBbIX CJIOB.

vpn_gateway — anpec ynasneHHOH KoHeuHoil Touku VPN (6epercs
und U3 --route-gateway uam u3 BToporo napamertpa --ifconfig,
ecJM yKasaHa omuusi --dev tun)

net_gateway — paHee CyLIeCTBOBABIUMHU T'eUT C yMOJYATEJbHBIM
[P, unraercss u3 TabMUIBl MapLUIPyTU3aUUH (MOALEPKHUBAETCS He
Bo Bcex OC)

remote_host — anpec --remote, ecan «OpenVPN-I'OCT» pa6ora-
eT B KJMEHTCKOM pexKMMe U He OIpefiesieHa B CEPBEPHOM pexKUMe.

--route-gateway gw|'dhcp’

YKasaTb yMmoJuaTe IbHbIH FedT gw IJIs1 UCIOJb30BaHHUS C --route.
Ecniu B kKauecTBe mapamerpa ykazaHo dhcp, ampec reita Gymet
B3sT U3 B3aumonerctBusi DHCP ¢ cepBepHOU JI0Ka/JbHOH CETHIO
«OpenVPN-T'OCT».

--route-metric m

YKaszaTb yMoJ4aTeJbHYI0O METPUKY m [Jis HCIOJb30BaHHUS C --
route.
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--route-delay [n] [w]

[Tomoxknath n cekyHn (nmo ymosauanuio 0) mocje yCTaHOBKH CO-
elMHeHUs, npexae yeM n00aBasTb MapmipyTel. Ecau n paBHo O,
MapupyThl OyAyT AoOaBjieHbl HEMEAJEHHO IOCJ€e yCTAaHOBJEHUS
coenuHenus. Ecau onnuus --route-delay onymena, mapupyTs! 6y-
nyT nobaBjeHbl cpady nocje oTKpbiTust ycrporctBa TUN/TAP u
BBITIOHEHHSI CKPUIITA --Up, Nepefl OTKJ/JII0YeHHEeM JII0OBIX MpaB MpH-
BUJIETMPOBAHHOTO MOJIb30BATE/SI AUPEKTUBAMH --USer UJIH --group
(nsi BBITIONHEHHS --chroot).

dta onuus noJse3Ha B clieHapusx, rae ucnogabdyercs DHCP nas
YCTaHOBKM ajpecoB anantepa tap. 3ajep:kka HacT XeHMIIeH-
Ky DHCP Bpems 3aBepuintbes, npexjae yeM OynyT noOaBJeHbBI
MapIIpYyTHL.

B Windows onuus --route-delay nbitaercst 6bITh 60Jiee HHTEJIEK-
TYyaJbHOH, 0kuaasgs w cekyHz (rmo ymosnuanuio w=30) BK/IOYeHHUS
anantepa TAP-Win32 nepen mo6aB/jieHreM MapiipyTOB.

--route-up cmd

BeimosHuTh KoMaHAy o6os0uku cmd mocse TOro, Kak MapuipyThl
no6aBJieHbl B COOTBETCTBUHU C omnuueld --route-delay.

cmd COCTOMT M3 MyTH O CKpUITa (MJH HCIOJHSIEMOH Mporpam-
MbI) H OMILHOHA/JbHO HUCIOJb3yeTcs ¢ aprymeHTamu. [1yTb U apry-
MEHTBl MOT'YT OBbIThb 3aKJIIOUE€Hbl B OJWHApHble WJM [BOWHbIE Ka-
BBIUKH H/UJIM OTAEJeHbl 00paTHOH KOCOH 4epTOH, a TakKe 00si3a-
TeJIbHO pasliesieHbl OMHUM WK GoJiee MPoOesoM.

Cwm. B paspenie «[lepemMeHHble cpelbl» HUXKE JOTOJHUTENbHbBIE Ta-
pameTphl, KOTOpPble MePefanTcs KaK MepeMeHHble CPelbl.

--route-pre-down cmd

BeimosiHuTE KoMaHay cmd 1o Toro, Kak MapmpyThl OyayT yaase-
Hbl B Mpollecce OTKJIOYEHHUS.

cmd ComepXKUT MyTb K CKPUMNTY (MJIK UCIOJNHSIEMOH TPOrpaMme),
OMLHOHAJIBHO HCIOJb3yeTcs ¢ aprymMeHTaMmd. [lyTb U aprymeH-
Thl MOTYT ObITb 3aKJIIOUeHbl B OJMHAPHbIE WJIM [BOHHBbIE KABBIUKU
U/WJIKH OTHEeNIeHbl 00paTHOM KOCOH uepToil, a TakxKe J0JKHbI ObITh
paszeJsieHbl pobesaMu.

Cwm. B paspene «[lepemeHHble cpenbl» HUXKE AOMNOJHUTENbHbIE Na-
pameTpbl, KOTOpble MepenalTcs Kak NnepeMeHHble Cpeibl.

--route-noexec

He no6aB/siTh 1 He yiansTh MaplIpyTOB aBTOMaTHYecKH. BmecTo
3TOr0 MepefaBaTb MapLIPyThl B CKPHUNT --route-up ¢ TOMOLIBIO
nepeMeHHBIX CpeJbl.
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--route-nopull

[Ipu wucnosb3oBanuu c --client wau --pull, npuHaTh onuwuu, me-
penansble cepBepoM, KPOME wmapuipytoB. Biokupyer BHeliHue
dns u dhcp onuuu, Takue kak DNS cepsepa.

[Ipy ncnosb3oBaHUM Ha KJAUeHTe 3Ta onuus 3((PeKTHBHO 3armpe-
11aeT cepBepy A00aBJATb MapLIPyThl B TaOJIUIy MaplIpyTH3aLHUH
KJIMeHTa, OHaKo oOpaTHTe BHUMaHHe, YTO 3Ta OMIUS BCe XKe M03-
BOsieT cepBepy ycTaHaBauBaThb cBoicTBa TCP/IP Ha K/neHTCKOM
unreppeiice TUN/TAP.

--allow-pull-fqdn

[TosBossier knueHty 6patb DNS-umena ¢ cepBepa (BMecTo TO-
ro, 4yto6el orpaHuuuthbes [P-ampecom) mas --ifconfig, --route u
--route-gateway.

--client-nat snat|dnat
network netmask alias

DTa TepenaBaeMasi KJHEHTCKAs ONLHS YCTAaHABJIHBAET MPaBUJIO
NAT “omuH-K-omHOMY” 6€3 COXpaHEHHUS] COCTOSIHHMSI Ha MaKeTHBIX
ajpecax (He mMopTax) W oueHb MoJie3Ho, Koraa route uau ifconfig,
nepefaBaeMble KJWEHTY, CO3AAI0T KOH(MAUKT HyMepauuu IP.
network/netmask (k nmpumepy, 192.168.0.0/255.255.0.0) ompe-
feJisieT JIOKaJbHOE TIpelCcTaBJeHHe pecypca C TOYKH 3pe-
HUsS KJHEeHTa, B TO BpeMsi Kak alias/netmask (x npumepy,
10.64.0.0/255.255.0.0) ompenessier ynajneHHOe INpecTaBJeHHe C
TOUKH 3pEHHs cepBepa.

Hcnonbayiite snat (ucxonueiét NAT) nnis pecypcos, npuHaaexa-
mux KaueHty u dnat (koneunniit NAT) /st ynasieHHBIX pecypCcoB.
YcranoBute --verb 6 njs 1715 0T/1aq0UHOM HH(OPMALIMH, MOKA3bI-
Batollell TpaHcdopmaluio src/dest agpecoB B makerax.
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--redirect-gateway flags...

(OxcnepuMeHTanbHass) ABTOMATHUECKH BBIMOJHSIET KOMaHMIbI
MapLIpyTH3aLWH, 9TOOB 3aCTABUTh BECh UCXOASIINN TPaPUK MpPo-
xonuThb uepe3 VPN.

DTa ONLHUS BLINOJNHSET TP IIaAra:

1) Cosnaer craTHuecKUi MapLIpyT AJis agpeca --remote, KOTOPBIA
(opBapoUTCSA Ha paHee CYILIECTBOBABLUMHA yMOJYaTeJbHbIH TeHT.
ITO Hesaetcs AJs TOTO, UTOOBI TPETHUH LIAar He CO3[aJj MapLipy-
THU3aLMOHHOU MeTJ/IH.

2) Ynanser MapipyT yMosn4aTeJqbHOr0 redTa.

3) YcraHaBJIMBaeT HOBBIH YMOJIYAaTeNbHBIH TEHT B KauecTBe KO-
HeuHo# Touku VPN (6Gepercsi mubo us --route-gateway, nu6o u3
BTOpOTro mapametpa --ifconfig, ecnu ykazana onuus --dev tun).
Korna TyHHesb paspelBaeTcsi, BCe BBILIEU3J/I0KEHHBbIE IIAaTH Bbl-
MOJHSAIOTCS B 06pPaTHOM MOPSiiKe, YTOOBl BOCCTAHOBUTb MCXOAHBIN
yMOJT4aTeNbHbIA MapIpyT.

®dniaru onuuu:

local - no6aBbTe ¢aar local, ecnin oba cepBepa «OpenVPN-
[OCT» npsimo coenrHeHBl Yepe3 0OIIYI0 MOACETh, HaNpUMep, Gec-
npoBoaHyto. ®Pnar local 3acTaBUT OMyCTHUTH BBILLIEONUCAHHBIN 1IAT
1.

autolocal - mbITaeTcsi aBTOMaTHUECKH OMNpeNesUThb, CHeAyeT JH
BKJIIOUHTB JIOKAJbHBIH (pJ1ar BBHILLIE.

defl - ucmosbsyidiTe 3TOT hJar, 4TOOBl MEPEONPEenesUTb YMOJI-
yatenpHbld reit, ucmosab3ys 0.0.0.0/1 u 128.0.0.0/1 BMmecTO
0.0.0.0/0. D10 uUMeeT TO MPeMMYIIECTBO, UTO HWCXOAHBIH YMOJ-
yaTesbHBIH TeUT nepeonpenessieTcsi, HO He YHUUTOXKAETCH.
bypass-dhcp - no6aBasier npsimoit MmapuipyT K ceppepy DHCP (ec-
JIU OH He JIOKAJIbHBIH), KOTOPBIH 0OXOOHUT TYHHeJ b (IOCTYIHO Ha
kaueHTax Windows, MoxkeT ObITh HEOCTYITHO HA IPYTUX KJHEH-
Tax)

bypass-dns - mo6aBJsieT psiMOM MapuIpyT K cepBepy (cepBepam)
DNS (ecau oHU He JlOKaJIbHbBIE), KOTOPbIH OOXOAMUT TYHHEJb (M10-
CTymHO Ha KaueHTax Windows, MoxeT ObITh HEIOCTYIIHO Ha APY-
TUX KJIMEHTaXx).

block-local - 6/0KHpyeT DOCTYM K JIOKAJIbHOU CETH, KOTAA TyHHENb
AKTHBEH, 32 HWCKJIUEHHEeM CaMOro LIJI03a JIOKAJbHOHW ceTH. DTO
cleslaHO TyTeM MapIIpyTHU3aluu JIOKaJbHOU ceTH (KpoMme anpeca
IIJ1}032 JIOKAJIbHOH CeTH) B TYHHEIb.

ipv6 — mepeanpecyer mapupyTtusaunio [Pv6 B TyHHe b, D10 pa-
6otaet cxoxe ¢ defl ¢uarom, To ecth nobaBasoTCs Gosee KOH-
kpetHele [Pv6 mapuipyter (2000::/4, 3000::/4), nokpeiBatoiiye
BCe MPOCTPAHCTBO OJHOAApecHOH nepenaun [Pvo6.

lipv — He mepeanpecoBeiBaTh [Pv4 Tpadhduk — 06BIYO HUCIOJNB3Y-
eTcsi B mape ¢Jaros ipv6 !lipv4, uto6 mepeagpecoBbIBATH TOJBKO
[Pv6.
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--link-mtu n

YcTaHaBiMBaeT BepxHio rpaHuny pasmepa UDP nakeros, koto-
pele mepecbltaotes Mexnay ysnamu «OpenVPN-IT'OCT». Keana-
TeJbHO He yCTaHaBJMBAThb 3TOT MapaMeTp, €CJU Bbl He yBepeHbI
B TOM, UTO BBl JeJ1aeTe.

--redirect-private [flags]

Ananornuno ¢ --redirect-gateway, Ho 6e3 (aKTHUECKOro H3Me-
HeHHUsl refita mo ymoJauanuio. [losiesHo npu nepenave B 4acTHble
TIOJICETH.

--tun-mtu n

[Ipunsite MTU ycrpoiictBa TUN 32 n WU BBIUMCAUTL K3 HEro
MTU cBsizu (ymosnuyanue=1500). B GosblIMHCTBE CjydaeB BbI,
BEPOSITHO, 3aXOTHUTE OCTABUTb 3TOT MapaMeTp yCTaHOBJIEHHBIM B
yMoJl4aTesbHOe 3Ha4YeHHe.

MTU (Maximum Transmission Unit) — MakcuMaJsibHBIH pa3mep
naketa B 0aiiTax, KOTOPbIH MOXKeT ObITb OTHpaBJieH 0e3 parmMeH-
THUPOBaHUSA MO KOHKpeTHOMy nyTH B ceTh. «OpenVPN-TOCT»
TpebyeT, UTOObI MaKeThl MO KOHTPOJbHBIM KaHajJaM WK KaHaJjaM
JAHHBIX Tepechlyanuch 6e3 (pparMeHTHPOBAHMUS.

[Ipo6aembl ¢ MTU uvacTo nposiBASAIOTCS KaK COeIHHEHHUS, KOTOpble
0OpBIBAIOTCS BO BpeMsl NE€PHOLOB aKTHBHOIO MCIIOJb30BAHHS.
Jlyuire ucnosb3oBath onuuu --fragment u/unn --mssfix, uTo6sl
CrpaBUThCA ¢ npobaemamu pasmepos MTU.

--tun-mtu-extra n

[Ipennosoxuts, uto ycrpoiictBo TUN/TAP mMoxeT BepHyTh Nna-
KeT Ha n 06alToB OoJsbllle, 4yeM pa3Mep, YKasaHHBIA B --tun-mtu.
DTOT NnapameTp 10 yMOJYaHHIO ycTaHoBJeH B 0, uTo pocTaTod-
Ho st GosbiuHeTBa yetpoicTB TUN. Yerpoiictea TAP moryt
BBECTH JIONIOJIHUTEJIbHOE yBesnrnyeHue pazmepa MTU, nostomy Ko-
raa ucnosp3ytores: yerpoiictBa TAP, ucnosb3yercss ymosdaTesb-
HOoe 3HauyeHHe 32. DTOT MapaMeTp KOHTPOJHUPYeT TOJbKO pasMme-
pel BHyTpeHHero 6ydepa «OpenVPN-I'OCT», Tak uTo HHKaKoro
yBeJUYeHUs Mepefayu, CBS3aHHOrO C UCIOJNb30BaHHEM OO0Jbllel
BEJMUUHBI, He MPOUCXOIHT.

--mtu-disc type

Cnenyer nu Ham BoimosHsATe Path MTU discovery na TCP-
kaHaJse? [lognepxkuBaercss tonbko B Takux OC kak Linux, ko-
TOpble TOIAEP>KUBAIOT HEOOXOAWMBIH CHCTEMHbIH BBI30B AJs Ha-
CTPOUKH.

'no’ - Hukorma e noceuiath ¢peiimbl DF (Don’t Fragment)
‘maybe’ - UCrMosb30BaTh WHCTPYKIHH, CBSI3aHHbIE C MapUIPyTOM
'yes’ - Bcerna DF (Don’t Fragment)

[TopsinkoBbi#i Ne M3MeHeHUsI

[Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
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--mtu-test

Urob6bl sMmnupudecku 3ameputb MTU B Hauase coennHeHus:, 1o-
6aBbTe onuuio --mtu-test k Bame#d kKoHpurypauuu. «OpenVPN-
[OCT» oTnpaBUT NUHTOBBIE MAKETHl PA3HBIX Pa3MePOB yAaJeHHO-
My TIapTHepPY ¥ M3MEPUT caMble GOJIbIINE TaKeThl, KOTOPbIe ObLIN
ycnewiHo nosaydeHsl. [Iponecc --mtu-test o6e1uHO 3aHMMAaeT 0K0JI0
3 MHHYT.

--fragment max

BkJ/touaeT BHYTpPeHHIOIO (parMeHTalMI0 naTarpaMM, TakK 4TOOBI
He nocbl1anucb UDP-natarpammel pasmepom Gogsblie, yeM max
0anTOB.

[TapameTp max WHTeprpeTHpyeTCs Tak XKe, Kak mapametp --link-
mtu, T.e. Obl1 no6aBseH pazmep UDP-nakera nocse nnHkancys-
114, Ho 6e3 camoro UDP-3arosnoska.

Onuwusa fragment umeer CMBICA TONBKO B TOM CJy4ae, €CJH Bbl
nosibdyetech npotokosoMm UDP (--proto udp).

--fragment no6aBasier 4 6aiiTa K Ka)K10oi matarpamme.

CwM. B onmucaHuM onuuu mssfix BHU3Y onucaHue BaXKHOH OMIIUH,
CBsI3aHHO# ¢ --fragment.

CrenyeT Takyke UMeTb B BHUAY, YTO 3Ta OMLUSA He MpefHa3HaYeHa
aJs Toro, ytoosl 3ameHuTb UDP-¢pparmenrtauuio Ha ypoBHe IP-
creka. OHa BBeleHa Kak rnocJjenHee cpenctso, Korna path MTU
discovery HemoctynHo. Mcrnosnb3oBaHHe 3TOH ONUUM MeHee (-
(ekTHBHO, yeM BoccTaHoBJeHHe OTKpbiTUS MTU-nytu nas Ba-
wel [P-cBa3u u ucnonb3oBanusa codctBeHHOU [P-dhparmentauuu.
Ho 6niBaroT o6cTosITe/IbCTBA, KOTJAa HCIIOJb30BaHHE BO3MOXKHO-
creil «OpenVPN-IT'OCT» no BHyTpeHHel (parMeHTaLUHd MOTYT
OBbITh Ballel elMHCTBEHHOH BO3MOXHOCTBIO, HAallpUMep, Nepegaya
Mo TYHHeJsl0 MyJbTHKacToBoro notoka UDP, tpebGyrouiero ¢par-
MEeHTaLHH.

[TopsinkoBbi#i Ne M3MeHeHUsI

[Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
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--mssfix max

O6bsiBuTh ceancam TCP, paGorawomum yepe3 TyHHe/b, YTO UM
CJlleflyeT OrPaHUYUTh Pa3Mepbl OTIIPABJASEMbIX MAKETOB TakK, UTO-
6b1 mocse toro, kKak «OpenVPN-I'OCT» ux uHKancyauponaJa,
pasmep pesyabtupytomnx UDP-nakeros, koTopble «OpenVPN-
['OCT» nocelnaer cBoeMy napTHepy, He OyeT MPeBOCXOAUTh Max
6aiiToB. 3HaueHHe Mo ymosdyaHuio — 1450.

[lapameTp max HUHTepHpeTHpPYeTCs TaK ke, KaK napametp --link-
mtu, T.e. O6bl1 no6aBjeH pasmep UDP-makera mocse uHKamcy-
Jsiund, Ho 6e3 camoro UDP-3arosnoBka. PesynbTupyomui naker
Oynet He 6oJee yeM Ha 28 6aiT Oosblie nas [Pv4 u Ha 48 6aiiToB
6oabiie a5 IPv6 (20/40 Gait nas IP 3arosoBka u 8 GaiiT as
UDP 3arosioBka). 3HaueHue 1o ymosndanuio — 1450 — mosBosisieT
nepenasath [Pv4 nakersl no xanamy ¢ MTU 1473 nnu Boie 6e3
(parmeHTauuu Ha yposHe IP.

Onuwus -mssfix ©MeeT CMBICJ TOJBKO TOTJA, KOTJA Bbl UCIOJb3Y-
ete npotokos UPD, T.e. --proto udp.

--mssfix u --fragment B upnease cienyer UCHo/ab30BaTh BMeCTe,
rae --mssfix Oyner mpexjae Bcero meiTaTbCsl CAeNaTh Tak, YTOObI
TCP He Hyxnanoch B (pparMeHTaL MU NAaKeTOB, U ecyau OoJbllue
MakKeThbl BCE PAaBHO MPOXOAAT (C MPOTOKOJOB, OTAHUHBIX OT TCP),
--fragment ux ¢parmentupyer suytTpu VPN.

W --fragment, u --mssfix npenHasHaueHsl /s TOro, 4To66 06XO0-
outh caydau, korna Path MTU discovery HemocTynHO Ha certe-
BOM MyTH MexXJAy napTHepamH, obuaouumucs yepesd «OpenVPN-
[OCT».

OObluHBIE  CUMITOM MOAOOHOH MNpobGJeMbl —  COelHHEHHE
«OpenVPN-T'OCT», koTopoe ycreliHo HaunHaeTcsi, HO OTOM 3a-
MHpPaeT BO BPeMSI aKTHUBHOT'O HCIOJb30BaHHUS.

Ecnu onumu --fragment u --mssfix ucnosbsyrores BMmecTe, --
mssfix 6epeT ymMo/uaTeIbHOE 3HAUEHHE NMapaMeTpa max U3 OMIUU
--fragment max.

Takum 00pa3oM, MOKHO YMEHBIIWTb MAaKCHMaJbHBIA pasMep
UDP-nakera mo 1300 (xopoiast HayasbHasi MOMbITKA IJis1 pellie-
HUs TIpoOsieM coefrHeHus:, cBsizaHHbIX ¢ MTU) co caenyroiumMu
OMIUSIMH:

--tun-mtu 1500 --fragment 1300 --mssfix

--sndbuf size YcranaBnuBaer pasmep Oydepa ornpasienuss TCP/UDP-cokera.
3HaueHHe 110 YMOJYaHHUIO YCTaHABJMBAETCS B COOTBETCTBHU CO
3HaueHHeM 1o ymosdanuio B OC.

--revbuf size YcranaBnuBaer pasmep Oydepa mnosyuenus TCP/UDP-cokera.

3HayeHre MO YMOJYaHUIO YCTAHABJMWBAETCS B COOTBETCTBHH CO
3HayeHueM no ymoJgdanuio B OC.

[TopsinkoBbi#i Ne M3MeHeHUsI
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--mark value

[TometuTp oTmpaB/sieMble 3ald(pOBaHHbIE MAKeTbl 3HAYeHHEM
value. MeTKy value MOXeT COOTBETCTBOBAThb MOJUTHKE MapIIpy-
TU3aLUWW U TpaBUIaM (UAbTPALMHK MAKETOB. JTa OMNLUS MOAIEpP-
»KHMBaeTCsl TOMbKO B Linux W HUUero He fesaeT B APYTHX OmMepa-
LIMOHHBIX CHCTEMaX.

--socket-flags flags...

[IpumeHuTh naHHble (hsiaru K TpancnopTHoMy cokety «OpenVPN-
[OCT». B Hactosililee BpeMmsi MOAIEPKUBAETCS TOJNBKO hJiar
TCP_NODELAY.

®par TCP_NODELAY nonesen B pexume TCP wu 3acrabis-
eT SApO cpasdy e MochblIaTb TyHHeJbHble nakeTol yepe3 TCP-
coelMHEHHe, He MbITasCh I'PYNNHPOBATb HECKOJIbKO MaJsleHbKHX
MaKeToB B OAUH OOJBLIOH MakeT. DTO MOXKeT NPUBECTH K Cylle-
CTBEHHOMY YMEHbLIEHHUIO BPeMEeHH 3aIepKKH.

DTa OMuUHUs MOXKeT MepefaBaThCs C CepBepa Ha KJHMEHT, U sl
MaKCHMaJibHOTrO 3ppeKTa ee c/aenyeT UCMONb30BaTh U HA CepBepe,
U Ha KJIHUEeHTe.

--txqueuelen n

(Tombko mast Linux) YcraHoBUTH mjuHY odepend TX Ha HMHTep-
¢eiice TUN/TAP. B HacTosiiiee Bpems o ymosiuanuio pasHa 100.

[TopsinkoBbi#i Ne M3MeHeHUsI

[Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEHEHNEe




KpUnTo

CENY.00009-05 32 09 73

--shaper n

OrpaHW4yuBaeT IHPUHY TOJOCH MPOMYCKAHUS HCXOASIINX TYH-
HeJIbHBIX NaHHBIX B n 6a#T B cekynny Ha TCP/UDP nopty. Yutu-
Te, YTO 3TO CpabOTaeT, TONbKO B peKUMe TOUKa-Touka. Ec/u Bbl
XOTUTE OTPAHUUHUTH LIMPHUHY IOJOCH MPOMYyCKaHUsI B 00€e CTOpO-
HbI, UCMOJIb3YUTE 3Ty OMIHUI0 Y 000UX MapTHEPOB.
«OpenVPN-T'OCT» ucnosnb3yeT caeqyOLUKUN airopuT™ AJs pea-
JIU3allM¥ OTPAHHWYEeHUs TOJIOCHl MponycKaHus Tpaduka. [lpu Be-
JIMYMHE TO0JIOCHl MPOMyCKaHWs B N OaUT B CEKyHIy, MOCJe TOro,
KaK 3amluch gatarpamMbl B b 6aliToB mocTaBjeHa B o4yepelb Ha
TCP/UDP noprty, nomoxnatb MUHUMYM (b/n) cekyHm, mpexnie
YyeM CTaBUTb B Odepellb CJEYIOULYI0 3aIHUCh.

Cnenyer 3ameTtutb, uto <«OpenVPN-I'OCT» nonnep:xkuBaer
HECKOJIbKO TYHHeJieH MeXIy ONHUMHU M TeMH Ke JBYMs MapTHe-
paMu, T03BOJISIi BaM KOHCTPYHPOBAaTb ONHOBPEMEHHO MOJHOCKO-
POCTHbIE TYHHEJH U TYHHEJH C YMeHbLIEHHON MOJIOCOH MPOomycKa-
HUS, MapLIPYTHU3UPYs HU3KOMPHOPUTETHbIE AaHHbIE MO TyHHEJSIM
C YMeHbIIeHHOH MOJIOCOH MPOIMYyCKaHHs, a OCTa/lbHble NaHHbIE 110
TYHHEJIIO C MOJIHOH CKOPOCTBIO.

3amMeTbTe TakKe, YTO /Il TYHHeJeH ¢ HU3KOU MOoJIoCOoi npomnycka-
uus (menbie 1000 6aiiToB B CeKyHAY) BaM, BEPOSITHO, CJENyeT
UCI0/b30BaTh Oojee Hu3khe 3HaueHuss MTU (cm. Bhille), HHa-
ye BpeMsl 3a[ePKKH MAaKeTOB TaK BbIPACTET, YTO OyeT BbI3bIBATh
tarimayTel B ciaoe TLS u B TCP-coennnenusix, paboTammmx 1o
TYHHEJIO.

B «OpenVPN-T'OCT» n paspelueHo HaxoqUTbCSl B Mpejesax OT
100 6aiitT B cekyHnny mo 100 meraba#iT B ceKyHAY.

--inactive n [bytes]

3acraBasier «OpenVPN-I'OCT» oTk/ao4aTbCsi MOCTAe N CEKYHJ
HeakTuBHOCTH ycTpodctBa TUN/TAP. Bpewms GesneiicTBusi u3-
MepsieTCsl C MOCJIeJHETO BXOASIIEr0 TYHHEJbHOTO MaKeTa.

Ecau BKJIIOYEH ONMUMOHAJbHBIN MapaMeTp bytes, oTKJUeHHe Mo-
cle n ceKyHn Oe3nedcTBHUS Ha ycTpoHcTBe tun/tap mpousBo-
IUT KOMOWHHUPOBAHHBIH MojcueT 6aiiToB Tyna/o6paTHO, KOTOPbIH
MeHbllle, ueM bytes.

B no6om cayudae, BHyTpeHHue ping-nakeTsl «OpenVPN-TOCT»
(KOTOpBIE TPOCTO SIBJISIIOTCS TIPOBEPKOH aKTHBHOCTH) U YIIPABJISIIO-
e nakeTbl TLS He cYMTalOTCS «aKTUBHOCTBIO» M HE CUMTAIOTCS
TparKOM, MOCKOMBbKY Hcnogb3ytoTes BHYTpH «OpenVPN-TOCT»
U He SBJSIOTCS IOKasaTesneM (DaKTHUeCKOH aKTHBHOCTH TMOJb30-
BaTeJIsl.

[TopsinkoBbi#i Ne M3MeHeHUsI
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-ping n

OTnpaBJasieT curHaJg ping Ha yajseHHbIH XOCT yepe3 KOHTPOJbHbIN
TCP/UDP-kaHaJs, eciu HUKaKHX MaKeTOB He OBLIO OTIIPABJEHO
Mo KpaiHed Mepe n CekyHH (yKaxKute ping mjsi 000MX MapTHe-
pOB, UTOOBI MakeThl ping OTNPaBJAAJIUCH B 000MX HalpaBJeHUsX,
nockosbky mnaketol ping B «OpenVPN-T'OCT» He orpaxaiores,
Kak maketbl ping B IP). Ilpu ucrmosb3oBaHWM B ONHOM M3 3a-
muieHHbIX pexxuMoB «OpenVPN-I'OCT» (rme ykasaHsl --secret,
--tls-server nnu --tls-client) naker ping 6yznet Kpunrorpaduiecku
3alLHILEH.

DTa onuus fnpefHa3HaueHa /s ABYX BapUAHTOB MCIIOJb30BAHUS:
1) CoBMecTHMOCTb ¢ GpaHaMaydpaMH, pabOTaOIIMMK Ha CeaHCo-
BOM ypoBHe. [lepronuyeckuil curuan ping o6ecrneyur To, 4YTO Ta-
KoM 6pannmaysp, Kotopeiii no3sossier UDP-naketram npoxoauts,
He 000pBeT CeaHC Mo TahuMayTy.

2) IlpenocTaBUTb ynajJeHHOMY XOCTY OCHOBY JJIi TE€CTHPOBaHHUS
CYL1eCTBOBAHHUSl ero napTHepa C HCIOJb30BaHUEM ONUHH -ping-
exit.

--ping-exit n

3acrasasier «OpenVPN-I'OCT» 3aBepiuath paGoTy MocJje TOro,
KaK TPOUAYT N CeKyHA 0e3 MoJydeHUs MakeTa ping WJau APyroro
nakeTa OT yHdaJeHHOr0 XOCTa. DTa ONLHUS MOXKET HCIOJNb30BaTh-
csl COBMECTHO ¢ --inactive, --ping u --ping-exit, 4ToObl CO31aThb
IABYXSIDyCHOe 3aBeplieHHe pabGoThl B pe3y/bTaTe HEAKTHBHOCTH.
Hanpumep

openvpn-gost [options...] --inactive 3600 --ping 10 --ping-exit 60
UCMOJb30BaHHOE [/ 000MX mapTHepoB 3acTaBUT «OpenVPN-
[OCT» 3aBepuwiuTh pabotry B TeueHHe 60 ceKyHH, eCJd MapTHep
OTCOEeUHSETCs, U B TeueHHe Yaca, ecjqu He OyneT oOMeHa HHKa-
KHMH peasbHbIMU TYHHEJbHBIMH TaHHBIMH.

[TopsinkoBbi#i Ne M3MeHeHUsI
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--ping-restart n

[loxoxke Ha --ping-exit, HO HauWHaeT mnepe3amycK C CHTHAJOM
SIGUSRI mnocse Toro, Kak mpoayT n ceKyHA 0e3 MPUHATHSA Ta-
KeTa ping WM APYroro nakera oT yAaJeHHOIo XOCTa.

DTa omnuMs ToJe3Ha B TeX Cjydasix, KOraa yAajJeHHbIH MapTHep
umeetr nuHaMmuyeckuil [P-anpec, u nns caenoBanus 3a [P-agpecom
ucnosnbsyercsi DNS-ums ¢ auskum TTL ¢ npumeHeHuem cepBuca
tuna http://dyndns.org u nunamuueckoro DNS-kinenra, Takoro
kak ddclient.

Ecsy napTHepa HeBO3MOXKHO NOCTHYb, HAauHeTCs Mepe3anyck, 3a-
CTaBJISIIOLIME MMSsl XOCTa, UCIOJNb30BAHHOE C --remote, nepepas-
peluThes (eC/M Tak»Ke yKa3aHa Omius --resolv-retry).

B cepBepHOoM pexume, --ping-restart, --inactive nau nw60é apy-
rOil BUJ BHYTPEHHEr0 CHUTHaJa, Bceraa OyaeT MpUMeHSThCs K 00b-
€KTaM MHIUBHUAYaJbHbIX KJIHEHTCKHX K3EMIJISPOB, a He K LeJ0-
My cepBepy. Takxke o6paTHTe BHHMaHHE, UTO B CEpBEPHOM pe-
KrMe J10601 BHYTPEHHUH CHUTHaJ, KOTOPBIH B OOBIYHOM CJ/ydae
BBI30BET Tlepe3anyck, BMECTO 3TOTO BBI3OBET yjajeHHe 00beKTa
KJIMEHTCKOT0 9K3eMILIspa.

B k/MeHTCKOM pexuMe, napamerp --ping-restart no ymosnyaHuio
yctaHoBJieH B 120 cekyHa. Idto ymosyaHue OyneT NeHCTBOBATh,
TMOKa KJHWEHT He MOJYyUYUT APyroe 3HayeHHe ¢ cepBepa, OCHOBAHHOe
Ha HacTpokKe --keepalive B cepBepHo#i KoHbuUrypauuu. UtoOs! oT-
KJIIOUHTh 3TO yMoOJuUaTe/bHOe 3HaUeHHe, YCTAHOBUTE Ha KJHEeHTe
--ping-restart O.

CM. B pasjejie CUIHaJOB BHMU3Y JOMNOJHHUTEJbHYIO HUH(POPMALUIO
no SIGUSRI.

O6patute BHUMaHue, uto noBeneHue SIGUSRI moxer 6bITh U3-
MeHeHO OmuusMH --persist-tun, --persist-key, --persist-local-ip u
--persist-remote-ip.

Takxxe ob6paTuTe BHHMaHUe, 4TO --ping-exit u --ping-restart - B3a-
MMOHUCKJII0YAIOIINE OIMIHUH U HE MOTYT MPUMEHSThCSI COBMECTHO.

[TopsinkoBbi#i Ne M3MeHeHUsI
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--keepalive interval timeout

JlvpekTrBa, npenHa3HayeHHas [JI TOTO, 4TOObI YNPOCTUTH BBI-
paxkeHue --ping u --ping-restart B KOH(HUTypaUHUsIX CEPBEPHOTO
pexxuma.

ITa onuus MoxKeT ObITb UCMOJb30BAHA U HA CTOPOHE KJHMEHTa, U
Ha CTOPOHe cepBepa, HO JAOCTATOUHO HCIIOJb30BATb €€ TOJbKO Ha
CTOpPOHE cepBepa, MOCKOJIbKY OHa OTIPABUT COOTBETCTBYIOLIUH --
ping u --ping-restart knueHTy. Ecnn ucno/sb3oBaTth U Ha CTOpPOHE
cepsBepa, U Ha CTOPOHE KJIMEHTa, 3HAYeHWs, HalpaBJeHHbIE Cep-
BEPOM, NEPENUIIYT JIOKAJbHble 3HAYEHHUS KJIMEHTA.

Aprymenrt timeout Gyner B 1Ba pas3a IJMHHEe HA CTOPOHE CepBe-
pa. dto obecrneyuT TO, UTO TahM-ayT OymeT oOHApYy»KeH Ha CTO-
pOHe KJHMeHTa A0 TOro, Kak cepsep pasopBeT COeJHUHEHHE.
Hanpuwmep, --keepalive 10 60 pacmndpoBeiBaeTcsi Tak:

if mode server:

ping 10 #AprymenT: interval
ping-restart 120 #AprymenT: timeout*2
push "ping 10" #AprymenT: interval

push "ping-restart 60" #AprymeHT: timeout
else

ping 10 #AprymenT: interval
ping-restart 60 #AprymenT: timeout

--ping-timer-rem

3amnyckaTtb --ping-exit/--ping-restart TosbKO ec/iM y HacC ecThb yna-
JeHHbIH anpec. Mcrnosnbsy#iTe 3Ty ONLMIO, €CJM Bbl 3amycKaeTe
JIEMOH B CJyLIAONIEM peXuMe (T.e. 6e3 onpeneseHHOro napTHepa
--remote) U He XOTHTe HAYMHAThb IMOJABATh CHUTHAJbl TaliMayTOB,
M0Ka He COeMHUTCS yNaJeHHBbId MapTHep.

--persist-tun

He 3akpeiBathb u He mepeoTkpeiBaTh ycTpoiictBo TUN/TAP u
He 3amyckaTb CKpunThl npu nepe3anyckax SIGUSRI uam --ping-
restart.

SIGUSRI - curnan nepesanycka, 61uskuit kK SIGHUP, Ho npen-
Jaramimui 6osee TOHKUH KOHTPOJIb HaJ ONLHKSMH INepe3arnycka.

--persist-key

He nepeuutniBath kJjaroueBble ¢ainbl npu SIGUSRI wuau --ping-
restart.

ITY OIMIHUIO MOXKHO COBMECTHTD C --user nobody, 4ToObl MO3BOJATH
MHULMKpOBaTh nepesdanycku curHaisom SIGUSRI. Kak npasuio,
€CJId Bbl OTKa3bIBaeTech OT MPaB NMPHUBUJIETMPOBAHHOTO M0Jb30Ba-
tesisi B «OpenVPN-TOCT», nemoH He MoXKeT ObITh Mepe3amnylileH,
MIOTOMY 4TO OH Telepb He CMOXKET MepPeyrTaTh 3allUIleHHbIe KJII0-
yeBble (PaHJIbL.

DTa omuus pelaeT npodsaemy, 3alOMHHAsi MPOYUTAHHBIE KJIOUH
npu nepesdanyckax SIGUSRI, tak 4To MX He HYXKHO NepeYUTbl-
BaTh.

[TopsinkoBbi#i Ne M3MeHeHUsI
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--persist-local-ip

CoxpaHUTb M3HAuaJbHO pa3pelleHHBIH MecTHbIH [P-ampec u Ho-
Mep nopta npu nepesanyckax SIGUSRI unn --ping-restart.

--persist-remote-ip

CoxpaHUTb TOCJENHUH ayTeHTU(UIUPOBAHHBIN ynandeHHbIH [P-
anpec U HoMmep mopTa npu nepedanyckax SIGUSRI uau --ping-
restart.

--mlock

OTkJ/o4aer nedmKuHT, Bei3biBas ¢yHknuio mlockall nz POSIX.
Tpebyet, uto6bl «OpenVPN-I'OCT» nsHauasnbHO Oblja 3amylie-
Ha TI0Jl MPUBUJIETHPOBAHHBIM T0JIb30BaTE M (XOTs TIOTOM MOXKHO
0TKa3aThbCsl OT MPaB MPUBUJIETHPOBAHHOrO M0Jb30BATEJSI C TOMO-
IIIbIO OMLUM --USEr).

Hcnonb3oBanue 3Tol omuuu obecrneydBaeT TO, UTO KJIOYEBblE U
TYHHeJIbHble JaHHble HHUKOTJA He 3aMHChIBAIOTCS Ha JMUCK H3-3a
olepauuid MeUaKUHra BUPTYaJbHOU MaMSTH, KOTOPbIE MPOUCXO-
AST B OOJIBIIMHCTBE COBPEMEHHBIX ONMepalHoHHBIX cucTeM. OHa
obecrieyrBaeT TO, UTO OaxKe €C/JM aTaKyMOIIUH CMOT B3JIOMaTh
KoMmnbioTep, Ha KoTopoM pabdortaer «OpenVPN-I'OCT», on ne
CMOXKEeT MPOCKAHWPOBATb CHUCTEMHBIH swap-(ais, 4ToObl MOsy-
UHTh paHee HCIIOJIb30BaHHBIE 3(eMepHble KJIOUH, KOTOPbIE HC-
MOJIb3YIOTCSl B TeUeHHe Mepuoiia BPEeMeHH, ONpelesieHHOr0 OIIH-
SIMU --reneg (CM. HHXKe), 3aT€M OT HHUX OTKa3blBAIOTCS.
O6patHas cTopoHa Hcnosb3oBaHus --mlock — To, 4TO OHA yMeHb-
AT KOJMUECTBO (PU3UUECKOH MaMsSTH, NOCTYIHOH NPYTHUM TIpH-
JIOJKEHUSIM.
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--up emd

Komanna 060/104KH, KOTOPYIO CJedyeT BBINOJIHUTD IOCJe YCIlell-
Horo oTkpbitusi yctpoiictea TUN/TAP (no usmenenuss UID --
user).

cmd comepKUT MyThb K CKPUNTY (MJIK UCIOJNHSIEMOH TPOrpaMme),
OMNIIMOHA/NBHO HCMOJB3YyeTcsl ¢ aprymeHtamu. IlyTb u apryme-
TBl MOT'YT ObITb 3aKJ/I0YeHbl B OIMHAPHble WU/ IBOHHBIE KaBbIUKH
U/WJIK OTHesIeHbl 00pPaTHOM KOCOH UepToi, a TakxKe J0JKHbI ObITh
pasneJsieHbl OMHUM WK OoJiee TPOOesIOM.

CKpUNT up TmoJie3eH /s yKa3aHHs KOMaHI MaplIpyTH3alHH,
KOTOpble MapupyTusupyot IP-tpaduk, npenHasHaueHHBIH IJIsi
YaCTHBIX TIOACeTel, CYIIecTBYIOIIUX Ha nApyrom koHue VPN-
COeIMHEeHHUSs], B TYHHEJb.

Jlns --dev tun BBIMOJNHATHL KaK:

cmd tun_dev tun_mtu link_mtu ifconfig_local_ip
ifconfig_remote_ip [ init | restart |

a5 --dev tap BBIMOJHATE Kak:

cmd tap_dev tap_mtu link_mtu ifconfig_local_ip
ifconfig_netmask [ init | restart |

Cwm. B paspnene «IlepemeHHBIE cpelbl» HHMXKe NONOJHUTE/bHbIE Na-
paMeTphl, KOTOpPble TepeNalnTcs Kak MepeMeHHble CPeibl.
O6patute BHUMaHHe, 4yTo cmd MoXKeT OBITb KOMaHIOH 000J0UKH
C HEeCKOJbKHMH apryMeHTaMH, B 3TOM CJyyae apryMeHTHI, Cre-
HepupoBaHHble «OpenVPN-I'OCT», 6ynyT mo6aBJieHbl B KOHeI|
cTpokd cmd, 4ToObl MONYUUTh KOMAHAHYIO CTPOKY, KoTopas 6y-
LeT nepefiaHa B 000JIOUKY.

Kak npaBuso, cmd 3amycTUT CKPUINT, 4YTOOBl 100aBUTb MapLIpPyThl
K TYHHEJIO.

Kak npasusio, nocse otkpeitus ycrpoiictBa TUN/TAP Bbi3biBa-
eTCsl CKPHUNT up. B 3TOM KOHTeKcTe moc/eHsist KOMaH/a, KOTOPYIO
napameTp nepenaJs B ckpunt, Oyznert init. Ecau onuus --up-restart
TaK»Ke UCTIOJb3YeTCsl, CKPUINT Up GyIeT BbI3bIBATHCS U JJIs Mlepe3a-
nyckoB. [lepesanyck cyutaercs 4aCTHUHOU MepeHHUIMANN3aALHeN
«OpenVPN-T'OCT», rne coxpansiercs: skzemnssp TUN/TAP (3o
coxpaHeHHe obecreunBaet onuus --persist-tun). [lepesamnyck mo-
XeT ObiTb creHepupoBad curianoMm SIGUSRI, ralimayTom --ping-
restart UJIM mepesanyCckoM COelMHeHHUs, KOTJa OIluel --proto 3a-
nyckaetcsi npotokos TCP. Ecau npoucxonut nepesanyck, u Obli1a
yKaszaHa onuus --up-restart, ckpunt up Oyzaert Bbi3BaH ¢ restart B
Ka4yecTBe IOCJAEeIHETO MapaMeTpa.

O6patute BHHMaHue: npu nepesanycke «OpenVPN-TOCT» He
nepenaeT CKPUMTY TOJNHBIH HabOp MepeMeHHbIX cpeibl. A HMeH-
HO BCe, YTO CBfI3aHO C MaplUpyTH3alMed M LII03aMH, He Oy-
IIeT TepelaHo, TaK KaK HHYero He HYXXHO JejaTb — BCS Ha-
CTpOHKAa MapLIpyTH3aLUH yxkKe MpousBeneHa. Kpome Toro kax-
IBIH Up-TIepe3anyck CKpUITa OyIeT 3aMyCKaTbCsl ¢ TIOHUKEHHBIMH
UID/GID HacTpo¥ikamu (ecsid OHM 3aiaHbl).
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C/enyiolni oToe/bHBIM TMpUMep MOKa3biBaeT, KaK CKPUMT --up
MOKeT OBbITh BbI3BAaH B KOHTEKCTe M WHHUIHMAIM3ALMH, U Tepe3a-
nycka (TIPUMEUAHMUE: B uensix 6e3onacHoOCTH, He 3amycKaiTe
stor npumep, ecan UDP-nopt 9999 He 3absokupoBaH BaliuMm
O6panamayspoMm. Kpome Toro, nprmep OyneT BBHINOJHATHCS OeCKO-
HEYHO, TaK 4TO €ro cJjelayeT MpepBaTh ¢ MOMOIIbI0 control-c).
openvpn-gost --dev tun --port 9999 --verb 4 --ping-restart 10
--up ’echo up’ --down ’echo down’ --persist-tun --up-restart
O6parute BHuUMaHMe, uTO «OpenVPN-I'OCT» Ttakxke mnpeno-
cTaBJsieT omnuuio --ifconfig, uTo6el aBTOMaTHYECKH MpPHUMEHUTH
ifconfig k yctpo#ictBy TUN, nck/arouass HeoO6XOIHMOCTb OTpejie-
JSITb CKPHUIT --UP, €CJAH TOJbKO Bbl HE XOTHTE TaKXKe CKOH(HTY-
pUpPOBAaTb MapLIPYThl B CKPUMTE --UP.

Ecau --ifconfig takxke ykazana, «OpenVPN-I'OCT» nepenact Jo-
KaJibHbI# U yJIaJeHHbI KOHeuHble MyHKThl KoMaHAabl ifconfig ue-
pe3 KOMaHIHYI CTPOKY B CKPHIT --UP, TaK YTO OHH MOTYT OBbITh
MCIOJIb30BaHbl, YTOOBI CKOH(HUTYPUPOBATh MAPIIPYTHl, TAKUE KaK:

route add -net 10.0.0.0 netmask 255.255.255.0 gw $5

--up-delay

Otnoxutb otkpoiThe TUN/TAP wu Bo3MoXHOe BBIMOJIHEHME
CKpHIITa --uUp A0 TexX mop, moka He ycraHoButcss TCP/UDP-
CoelMHEHME.

B pexume --proto udp 3ta onuusi, Kak npaBuJo, TpebyeT UCMOJb-
30BaHHUe --ping, 4TOObl 1aTh BO3MOXKHOCTb MOUYBCTBOBATH HHUILH-
allMI0 COeTUHEHHS B OTCYTCTBHE TYHHEJbHBIX TAaHHBIX, TIOCKOJIBKY
UDP - «6eccoenuHUTENbHBIA» MPOTOKOI.

B Windows 3Ta onuus oTnoxut nepexon coctossHuss TAP-Win32
B «IOAKJIIOUEHHBIH», MOKA HE YCTAHOBUTCS COEIMHEHHE, T.€. T0-
Ka He OyleT TOJydeH TepBblil ayTeHTH(UIMPOBAHHBIH MaKeT OT
nmapTHepa.

--down cmd

Komanna 060/10uKH, BBEIMOJHSEMAs TOCJe 3aKPBITHS YCTPOHCTBA
TUN/TAP (nocne usmenenusi UID --user u/uau chroot). emd
CONIEPXKHUT TYThb K CKPHUNTY (MM HCIIOJNHSIEMOH MpOrpamMMe), Of-
[IMOHAJIbHO HUCIOJIb3YeTCs ¢ aprymMeHTaMu. [lyTb U aprymeHTHl MO-
TyT OBITh 3aKJ/JIOYEeHBl B OOMHAPHBIE UJIH 1BOHHbBIE KABBIUKH H/HJH
OTHeJieHbl 00paTHOH KOCOH uepTOd, a TakKe NOJIKHBI ObITb pas-
LleJleHbl OIHUM UJH OoJjiee pobesioM. Bbi3biBaeTcs ¢ TeMu ke mna-
paMeTpaMH W MepeMeHHbIMU Cpeld, YTO U OMUHs --Uup, ONHCaAHHASA
BBILLIE.

O6paTuTe BHUMaHHE, UTO €CJHU Bbl CHUXKaeTe IpaBa, M0Jb3YsCh
OMLHUSAMH --user M/Uju group, Ball CKpUNT --down Takxke Oyner
BBITIOJIHATBCS C MOHHWKEHHBIMU MTPaBaAMHU.
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--down-pre BoiseiBaTh KOMaHIy/cKpunt --down 1o, a He MOCJe 3aKPbITHS
TUN/TAP.
--up-restart ObecneunTh BO3MOKHOCTb BBI3BIBATH CKPUITHI --Up U --down st

nepe3amnyckoB, KaK U [/ U3HAYaJbHOTO CTapTa MporpaMMbl. DTa
onuusa 6oJiee MOAPOOHO ONMKCAHA BbILIEe B ONMHCAHUM OMLHHU --UP.

--setenv name value

HacTpauBaer n3MeHeHHYIO MepeMeHHYIO cpefibl name=value auas
nepelayrd B CKPUIIT.

--setenv
FORWARD_COMPATIBLE
1

Oc/1abuTh MPOBEPKY CHHTAKCHCA KOH(DUTYPALIMOHHOTO (paiia Tak,
4yTOObl HEU3BECTHble NUPEKTUBBl BbI3bIBAJW MpeaynpexaeHue, a
He (aTasbHY0 OMIUOKY, B PEAION0KEHUH, UTO JAHHASI HEU3BECT-
Hasl IUPEKTHUBA MOXKeT ObITb NE€HUCTBUTENbHON B OyIyLIUX BEPCUAX
«OpenVPN-T'OCT».

DTOH omuueH cjaefyeT MoJb30BATbCS C OCTOPOXKHOCTBIO, TIOTOMY
4YTO €CTb Cepbe3Hble NMPUUYMHBI, CBS3aHHble C 0€30MaCHOCThIO, 3a-
craBasATh «OpenVPN-I'OCT» npekpamiats pa6oty npu npobJe-
Max B KoH(purypauuoHHom aiye. Tem He MeHee eCTb MPUUUHBI
JKeJlaTh, 4YTOObl HOBbIE NMPOrpaMMHble BO3MOXKHOCTH He BbI3bIBaJIHU
npo6JsieM MpU BCTpeye CO CTapbiMU MPOTPAMMHBIMU BEPCHUSIMU.

--setenv-safe name value

YcTaHOBUTD M3MEeHEeHHY 0 nepeMeHHY0 cpenbl
OPENVPN_name=value nns nepenpayu B CKPHIIT.

DTa AMpeKTHBa TMpefHA3HAaYeHA [/ Tepelaud C CepBepa KJH-
eHtaM, U pobasseHue npedukca «OPENVPN_» k nepemeHHo#
cpelbl — Mepa MPefoCTOPOXKHOCTH, YTOOBI MPENIOTBPATUTb aTaKy
B ctuse LD_PRELOAD oT 3710HaMepeHHOTO W/ CKOMIIPOMETH-
POBAHHOT'O cepBepa.

--ignore-unknown-option
optl opt2 opt3 ... optN

Korma B KOH(pUrypaunoHHOM (aije BCTpedaeTcss OAHA K3 OIl-
uui optl ... optN, aHanus xoHdurypaunonHoro Qaiisa He mna-
naet ¢ own6koi, ecau «OpenVPN-I'OCT» He nonaepxuBaet Ty
onuuto. Heckosbko --ignore-unknown-option omuuit MoryT 6bITh
UCII0JIb30BAHBl, UTO0 MOAJAEpKaTh OoJbliee KOJTHYeCTBO WIHOPU-
PYEMBIX OILIUH.

DTy OMUUIO CJedyeT UCIOJNb30BATh OCTOPOXKHO, TAK KAK €CTh CH-
tyauud, Korga «OpenVPN-I'OCT» nanaer us coobpakeHui 6es-
OMAacCHOCTH, ecyid 0OHApyKUBaeT MpobaeMbl B KOHPUTYPALLUOHHOM
(aiine. JloruuHo oxXuAaTh, UTO HOBblE (PYHKUUH OYAYT XyKe pa-
60TaTh Ha CTapblX BEPCHUSX MPOrpaMMHOro obecrneyeHUs.
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--script-security level

DTa [OUpPEKTHBA MPENOCTaB/seT KOHTPOJb Hal TeM, Kak
«OpenVPN-T'OCT» ucrnosib3yeT BHELIHHe MPOrpaMMbl U CKPHII-
TBI, C TIOJIUTHKAMH, OTIpe/le/IeHHBIMU Uepe3 yPOBHU. DoJsiee HU3KHe
3HaueHHs level HakjanbiBalOT GOJbIIE OrPAHHUEHHH, BBHICOKHE —
MmeHblie. Hactpoiiku nas level:

O - cTporo He BbI3BIBATH BHEIIHHX MPOrpaMM

1 (o yMo/TuaHHI0) - BBI3BIBATb TOJILKO BCTPOEHHBIE HCIIOJHSIEMBbIE
¢aiiabl, Takue kak ifconfig, ip, route nam netsh.

2 - NO3BOJIUTb BbI3bIBATb BCTPOEHHBIE WCIOJHsSEMble (halJbl, a
TaK»Ke CKPHIITBI, ONpeesIeHHbIE TT0Jb30BaTeNEM.

3 - MO3BOJIUTD TepeaBaTh MApPOJIU B CKPHUIITH Uepe3 nepeMeHHble
cpenbl (BeposiTHO HeGe30MacHo).

HexoTopble nMpeKTHBH, TakHe KakK --up, TO3BOJSIOT TepenaBaTh
OMIMM BHEIIHUM CKpUNTaM. B Takux ciayudasx y6enuTechb, uTO
MUMsI CKDUMTa He CONEPKHT MpoOesoB WU KOH(UIYPallMOHHbIN
aHaJNU3aToOp OCTAHOBUTCS, TaK KakK He CMOXKET OMpelesuThb, THe
3aKaHUMBAeTCs UMSI CKPUIITA U HAUWHAIOTCS OMLHKH.

Hnsa 3amycka ckpuntoB B Windows B 6oJiee paHHUX BepCHSX
«OpenVPN-TI'OCT» Bam Hamo 6bly10 1160 106ABUTH MOJNHBIH MYTh
K MHTEPIPeTaTopy CKPUIITOB, KOTOPBIH MOXKET MpoaHain3upoBaTh
CKPHUMNT, JUO0 HCIOJNb30BaTh CHUCTEMHBIH (hJiar, 4To6 3amyCTHUThb
atu ckpuntbl. Cetiuac «OpenVPN-I'OCT» ctporo Tpebyer umethb
TMOJIHBIH TyTh K UHTEPIPETATOPY CKPUIITOB MIPH 3aMyCKe HEUCIIOJN-
HsieMbIX (paiiyioB. DTO He TpebyeTcsl AJs HUCHOJHsIeMbIX (haiisos,
TaKUX Kak .exe, .com, .bat nau .cmd. K npumepy, ecnu y Bac ecTb
Visual Basic ckpunt, Bl ITO/2KHBI HCIOJMb30BATh TeMepb CJAENYIO-
MM CUHTAKCUC:

--up "C:\\Windows\\System32\\wscript.exe
C:\\CryptoPack4\\config\\my-up-script.vbs’

O6paTuTe BHUMaHHe Ha OfMHAPHBbIE KaBbIUKK U KPAHUPOBaHHE
o6paTHoO# Kocol uepThl (\) ¥ mpobeJa.

[IprunHa, no KoTOpo# moamepkKKa cUcTeMHOro cJara Oblaa yna-
JIeHa, CBsI3aHA C MOCJEACTBUSIMH [Jsi Ge30MacHOCTH, KOTrIa BbI-
TMOJIHSIIOTCS CKPUIITHI Yepe3 BbI30B system().

--disable-occ

He BbIBOmUTH Npenymnpexaaililee cooOlIeHHe, eCU MEXAY MapT-
HepaMu oOHapyKeHbl HeCOOTBeTCTBHUA onlui. [Ipumep HecooTBeT-
CTBHS OMIMH - €CJIH OIUH U3 TaPTHEPOB HCIMoJb3yeT --dev tun, a
BTOpOH --dev tap.

Hcnonb3oBaTh 3Ty OMNUHUI0 He pEKOMEHAYeTCs, HO OHa MpeJo-
CTaBJISIeTCS B KayeCTBe BPEMEHHOrO pellleHHsl B CUTyalHsX, Tle
«OpenVPN-TOCT» coenunsiercss ¢ «OpenVPN-I'OCT» 6oJee
CTapod BEpPCHH.
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--user user

Wamensier ID nosabsoBatens B npouecce «OpenVPN-TOCT» B
user mocje WHHLHWANW3AlMK, MOHMXKAs TpaBa. JTa OIIUS IO0-
Jie3Ha, uToObl 3aLIUTHTb CHUCTEMY B TOM cCJydae, KOrga KTO-TO
Bpak1eOHbIH CMOT TONY4YUTh KOHTPOJb Hal ceaHcoM «OpenVPN-
[OCT». Xots 6sa1aronapsa 3amute «OpenVPN-ITOCT» sto maJo-
BEpOSITHO, 3Ta OINLHs MPEeNOCTaBJsieT AOMOJHUTEJbHOE CPEICTBO
0e30MacHOCTH.

YcraHoBuB user B nobody WM YTO-TO Takoe Ke HENPUBHUJIETH-
pOBaHHOE, Bbl OTPAHUUKTE BPEM, KOTOPbIH MOXKET OBbITh TPUUHHEH
BpaxkeOHbIM areHToM. KoHeYHOo, OTHSIB MpaBa, Bbl HE CMOXKETe UX
BepHYTb B ceaHce «OpenVPN-T'OCT». 910 3Hauut, Hampumep,
4TO ecsd Bbl XOoTHTe mnepe3anycTuTb geMoH «OpenVPN-TOCT»
¢ momotibio curiana SIGUSRI (Hamprmep, B OTBeT Ha Mepesa-
nyck DHCP), Bam cienyeT BoCno/ib30BaThCsl OAHON HJIH HECKOJIb-
KHMH ONUUsIMU --persist, 4yTo6bl obecneunts «OpenVPN-TOCT»
OTCYTCTBHE HEOOXOAWMOCTH MOJb30BAThCS KAKHUMHU-ITHOO MPUBH-
JIETUPOBAHHBIMHU OMepalusiMU, YTOObI Mepe3amnyCTUThCs (TaKUMH,
KaK TepeunThiBaHHE KJIIOUeBBIX (paisioB uiu 3amyck ifconfig na
ycrpoiicte TUN).

--group group

[lopo6Ho onuuu --user, ata onuus Mensiet D rpynnel B mporecce
«OpenVPN-T'OCT» B group nocJsie HHULHAJTU3ALHH.

-cd dir

MamenuTb katasor B dir mepen 4TeHHeM JHOOBIX (PaH/IOB, TAKHUX
KaK KOH(UIrypalUOHHble (ailsibl, K/aroueBble (Dai/bl, CKPUITHl U
T.1. dir [o/>KeH ObITh a0COMOTHBIM MYTeM, HAUHHAKIIUMCS C «/»,
U 0e3 Kakux-Jub0 CChIJIOK Ha TEKYLIHWH KaTajor, TAKUX KaK «.»
HJIN «..».

dta onuus noJesHa, kKoraa Bbl 3amyckaete «OpenVPN-I'OCT»
B pexkuMe --daemon U XOTHTe CBECTH BCe BAlIM KOHTPOJbHbIE
¢aitasl «OpenVPN-I'OCT» B onHOM MecTe.

--chroot dir

[lepeiitn B dir kak B chroot mocse nHUUManu3auuu. --chroot, B
CYLIHOCTH, mepeornpenensier dir Kak BepXHHH ypOBEHb KaTaJjo-
ra B gepese (/). «OpenVPN-IT'OCT» TakuM 06pa3om He CMOXKET
NIOCTHUYb HUKAaKWX (haHJIOB BHE 3TOr0 HepeBa. JTO MOXKET ObITb
)KeJlaTesJIbHO C TOYKU 3peHHs1 6e30MacHOCTH.

[Tockosibky omepauusi chroot BbiMoJHsSETCS MOCJe HHULHAIN3A-
nuu, 6oabinHCTBO onuui «OpenVPN-TOCT», cBsa3anHble ¢ daii-
Jamu, 6ynyT paboTaTh B KOHTEKCTe, MpeaBapsioiieM chroot.

Bo mHorux cayudasix mapamerp dir MOXKeT yKasblBaTb Ha MyCTOH
KaTaJjor, HO MOT'YT MOSIBUTbCS Mpo6JeMbl, KOTIa MOCJ/e olepanuu
chroot BBEITOMHSIOTCS CKPHUIITH MJIH Mepe3aryCcKH.
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--setcon context

[Tpumenuts SELinux context mnocse wuHUIMaAM3aUUU. ITO,
B CYIIHOCTH, MPENOCTaBJ/sIET BO3MOXKHOCTb OrPAaHHYMUTH MpaBa
«OpenVPN-T'OCT» nmo cereBbIX omepaluii Bxona/Beixona, O.a-
rogapsi SELinux. Dta onuus Uuet AaJblie, yeM --user U --chroot,
MOTOMY YTO 3TH [(Be ONLUH, OYLy4YH NpPeKPacHbIMHU BO3MOKHOCTS-
MU 3alLMTHl, K COXKaJleHWI0, He 3allMIIAI0T OT MOBBILIEHUS TPH-
BUJIETHH C MOMOILbBIO MCIIOJNb30BAHHUS YSI3BUMOrO CUCTEMHOTO BbI-
30Ba. Bbl MoxkeTe, KOHEUHO, MCIIOJB30BATh BCe TPU OINLMUU Cpasy,
HO ToXKa/ayHhcTa HMeHTe B BHUAY, 4TO MOCKOJBKY setcon TpeOy-
eT JoCTymna B /proc, BaM MpPUIETCS TMPENOCTaBJASTb €ro BHYTPH
KartaJsora chroot (Hanmpumep, ¢ momoribio mount --bind).
[TockosbKy omepanusi setcon BBIMOJHSETCS MOC/Ae HHHULIHMAJMH3A-
nuu, «OpenVPN-TOCT» moxeT ObITb OrpaHHu€Ha TOJBKO CH-
CTEMHBIMH BbI30BaMH, CBSI3aHHBIMH C CETbIO, B TO BpeMs Kak IMpu
MCII0JIb30BAHUH KOHTEKCTA Tlepe]] 3alyCcKoM (TakuM, Kak rpejJa-
raembiii B SELinux Reference Policies) Bam npumercsi mo3BosuTh
MHOTO Bellleld, TpeOyeMbIX TOJbKO BO BPeMsl MHUIMANHU3ALHH.
Kak u ¢ chroot, Moryr Bo3HHKHYTb Tpo6JeMEI, KOra Mocje Ore-
pauuu setcon BBIMOJMHAIOTCA CKPUITHI UJIK Nepe3anycku, N03TOMY
cJelyeT MPU3aAyMaTbCsi HaA HCIOJb30BAaHMEM ONUHMH --persist-
key u --persist-tun.
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--daemon [progname]

CraTh IeMOHOM TIOCJe 3aBeplLIeHHs] BceX (PYHKUMH HHHUIHAIN3A-
IMU. DTa OMIHS 3aCTABUT BCe COOOLIEHHUSI OTIPABJSATHCS B (pak
syslog (takoiél kak /var/log/messages) KpoMe BbIBOJA CKPUIITOB
o6osoukn u kKomaupn ifconfig, xkotopwle OymyT oTmpaBisTbCS B
/dev/null, eciu ux He mepeHampaBuUTh B apyroe mecto. [lepe-
HarpaBJieHHe B Syslog MpoucxoiuT HeMelJeHHO B MOMEHT, KOrja
onuus -daemon TPOUUTHIBAETCS B KOMAHIHOH CTPOKE, XOTS MO-
MEHT IeMOHM3alWH HACTyNaeT Mo3xke. Ecau mpucyTcTByeT onHa
M3 OMIHH --log, oHa 3aMeHUT mepeHanpasJeHue B syslog.
OnuuoHanbHBll napameTp progname 3actaBUT «OpenVPN-
[OCT» coo6uiuTh CBOE MPOrpaMMHOE UMSI CHUCTEMHOMY JIOrTe-
py Kak progname. DTO MOXKeT ObITb I0JIE3HO [Jisi CBSI3bIBAHHUS
coobuenn#t «OpenVPN-TOCT» B ¢aiine syslog co cnenuaabHbl-
MU TYHHeJisiMH. Ecsii progname He yKa3aHo, M0 yMOJYaHHIO OHO
openvpn-gost.

Korna «OpenVPN-T'OCT» 3anmyckaercs ¢ onuueil --daemon, oHa
TOMBITAETCS OTJIOXKHUTb NEMOHHM3ALHI0 0 TOrO MOMEHTa, KakK 3a-
BepIIUTCS OOJBIIMHCTBO MHUIMAMN3ALMOHHBIX (PYHKLHH, COCO6-
HBIX K TeHepaluuu (aTaabHbIX OLIHOOK. DTO 03HAUAET, UTO HHHUIIH-
aJM3aLHOHHBIE CKPUIITHl MOTYT MPOTECTHUPOBATh BO3BPAllEHHbIN
CTaTyCc KOMaHIbl openvpn-gost ¢ 10CTaTOYHO HaleXKHBIM yKasa-
HHUeM Toro, OblJ1a JIM KOMaHAa KOPPEKTHO WHHMLHAIU3UPOBAHA U
BOLUJIA JIU B METJI0 COOBITUH (POpPBapAMHIa MaKeTOB.

B «OpenVPN-T'OCT» 6osbluas 4acTb OIIHMOOK, MPOUCXOMSLIAX
nocJjie UHULMAMU3alUU, He (aTasbHBI.

Yurure, kKak Tosapko «OpenVPN-I'OCT» craHer nemoHOM, OH
OoJibllle He CMOXKeT 3ampallidBaThb HMeHa T0JIb30BaTesel, mapo-
J1, pin-KOAbl WJIM KJOUeBble ()pasbl. DTO HMeeT OmNpe/esieHHbIe
MOCJEACTBUSI, & UMEHHO TO, YTO MCIOJb30BAaHHE 3AIIUILIEHHOTO
napoJieM 3aKPLITOro KJo4a MM 3aLIUIIEHHOI0 Pin-KOAOM TOKEHa
He cpaboTaeT, eCJIM TOJbKO He MCIOJIb3yeTCIONIHs --askpass uin
--askpin.

Kpowme Toro, ucnosb3zoBanue --daemon BMecTe ¢ --auth-user-pass
(BBemeHHBIE ¢ KOHCOJH) W --auth-nocache 3aBepiiutes ¢ oukoG-
KO, KaK TOJIbKO MPOM30UIET MOBTOPHOE COTJIacOBaHUE Kiiua (1
TIOBTOPHAsl ayTeHTHU(HUKALIHSA).

--syslog [progname]

HanpaBsisTh BBIBOA »KypHaJsa B CUCTEMHBIH JIOTTep, HO HE CTaHO-
BUTbCS 1eMOHOM. CM. B ONMHCAaHUU AWPEKTUBH --daemon, npuBe-
JIEHHOM BBIILIE, OMMCaHKe MapaMeTpa progname.

--errors-to-stderr

BeIBOIUTB OLIMOKU B bIEBYKK BMECTO bIeBILTe, €CJIH XKYpHaJsa Bbl-
BOJIa He TepeHarnpaBJseTcss OMHOH U3 onuui --log.

[TopsinkoBbi#i Ne M3MeHeHUsI

[Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEHEHNEe
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--passtos

YcranoButh nosie TOS TyHHesNbHOTO Maketa B TO, YeM SIBJISIETCS
TOS un(popmManOHHOr0 HAMOJIHEHHUS MaKeTa.

--inetd [wait|nowait]
[progname]

Hcnonbzyiite 3Ty onuuio, korna «OpenVPN-I'OCT» pabotaetr Ha
cepsepe inetd uau xinetd(8).

Onuwus wait/nowait [o/mxHa COOTBETCTBOBATH TOMY, UTO yKa3aHO
B KOH(pUrypauuoHHom ¢aie ietd/xinetd. Pexxum nowait moxer
ObITb MCIOJIB30BAH TOJbKO C --proto tcp-server. [lo ymosmuanuio
wait. Pexxum nowait mMoxxeT ObITb MCNOJb30BaH, YTOOB! MpeaCTa-
BUTh neMOH «OpenVPN-T'OCT» kak knaccuueckuit TCP-cepsep,
TJle 3aMpoChl KJAMEHTCKHUX COeIMHEHUH 00CTYKUBAIOTCS HA OTHOM
HOMepe IopTa.

DTa ONLMSI HUCKJIUYaeT HCII0Jb30BaHUe omuui --daemon, --local
unu --remote. O6paruTe BHUMaHHe, YTO 3TA OMIUS 3aCTABJSET
oOpabaTbiBaThb COOOLIEHHS, B TOM 4Hcjae 00 OWIMOKaxX, TaK e,
Kak onuus --daemon. OnunoHa bHBIE MapaMeTp progname Takxke
obpabaTbiBaeTcs TOUHO TaK »Ke, KakK B --daemon.

Takxxe oOpaTuTe BHUMaHHe, YTO B peXHMe wait KaxKabli TyH-
Hesb «OpenVPN-I'OCT» tpebyer otnensnoro TCP/UDP-nopra
1 oTHesbHOro Bxona inetd mau xinetd.

--log file

BriBoguTh XypHa/nbHbe coobmmeHus B file, Bk/atouas BeIBOA Ha
CTaHAAPTHBIA BBIBOJ/CTaHAAPTHYIO OLIMOKY, KOTOPBIH TeHepupy-
eTcsl BbI3BaHHBIMM cKpuntamu. Ecau file yxke cyurectByer, oH
Oynet obpe3aH. DTa ONLHsS aKTHBHU3HUPyeTCs HeMeIJIeHHO, KOTraa
OHa MPOYHTHIBAETCS B KOMaHIHOH CTPOKe, W 3aMEHWUT BBIBOA B
syslog, ecan Takxke ykasaHbl --daemon uau --inetd. dta onuus
coxpaHsiercsi B TeueHHe Bcell paboTel «OpenVPN-TOCT» u ne
nepesarpyxaercsd SIGHUP, SIGUSRI uau --ping-restart.
O6patute BHUMaHHe, uyTo B Windows, rme «OpenVPN-I'OCT»
3aMycKaeTcsl Kak CepBHC, »KYPHaJHPOBAaHHE MPUCXOIUT MO YMOJI-
yaHnio 6e3 HeOOXOOUMOCTH YKa3blBaTb 3Ty OMIUIO.

--log-append file

Jlo6aBuTh XypHaJsbHble coobmieHus K KoHLY file. Ecau file He cy-
LEeCTBYeT, OH OyZleT cOo3AaH. DTa ONuus BefleT ceOs TOUHO TaKxXKe,
Kak --log, 3a UCKJIIOUEHHEM TOTO, YTO OHA MPUITUCHIBAET COOOIIIe-
HUSl K KOHLY (paiaa, a He oOpe3aeT ero.

--suppress-timestamps

M36erath 3anucu MeTOK BpeMeHH B XKypHaJibHble COOOLLEHHUS, a-
»Ke Torja, Korja uHadye oHM OyayT moOaBjeHbl B Hadaso. B oco-
OeHHOCTH 3TO NpuUJaraeTcss K COOOLIeHUAM KypHaJsa, HampasJsi-
€MbIM B CTaHAAPTHBIH BBIBOJ.

[TopsinkoBbi#i Ne M3MeHeHUsI

[Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEHEHNEe
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--machine-readable-output

Bcerna 3anucbiBaTh METKH BpeMeHH U (pjiard cOOOLIeHUH B XKYp-
HaJIbHble COOOIIEeHUs], NaXKe KOTAa B MPOTHBHOM Cjydae OHH He
ObliM Obl 3amucaHbl. B yacTHOCTH, 3TO MpUMeHsieTCst K cooOllile-
HUSIM KYpHaJsa, OTIPaBJsieMbIM B CTAHAAPTHBIA BHIBOJ.

--writepid file

3anucatb ID rnaBHoro nmpouecca «OpenVPN-I'OCT» B file.

--nice n

3meHsieT mpHOpHUTET Mpoliecca Mocjae WHULHAMM3AUUU (n 60Jb-
mwe O - MoOHM)KeHHe NPHOPUTETA, N MeHblle HyJs — IOBBILIEHHE
TIPUOPHUTETA).

--fast-io

(OkcnepumMenTanpHasi) ONTUMHU3UPOBATH 3allUCH BBOMA-BbIBOMA
TUN/TAP/UDP, us6eras BeizoBa B poll/epoll/select nepen orme-
pauued 3anucu. Llesbto Takoro BeI30Ba, KaK MPaBUJIO, SIBJISIETCS
OJIOKUPOBKA, TOKa YCTPOHUCTBO HJIM COKET He OYyAyT FOTOBBI MPH-
HATb 3amuch. Takasi GJOKHPOBKA He fiBJsleTCs HeOOXOAMMOH Ha
HEKOTOPBIX MJIaT(GopMax, KOTOPble He MOMAEPKUBAIOT OGJOKHPOB-
Ky 3anuceit Ha UDP-cokerax unu ycrpoiicteax TUN/TAP. B ra-
KHX CJydasiX MOXKHO ONTHMH3UPOBATh METJ0 COOBITHH, u3beras
BbI30Ba B poll/epoll/select, Tem cambim ynyuinasi 3ppeKTHBHOCTD
CPU Ha 5-10 npoueHTOB.

DTa OMUUs MOXKeT ObITb HCIOJb30BaHA TOJBKO B CHCTEMaxX, OT-
anuHeix oT Windows, Korga ykasaHna onuus --proto udp, u Korna
onuus --shaper HE ykasana.

--multihome

CkoHurypupoBaTb MHorogoMHbii UDP-cepep. dta onuus
N0J2KHA OBbITh MCIOJb30BaHA, KOTAA CcepBep UMeeT OoJiee OJHOTrO
[P-anpeca (Hampumep, HECKOJIBKO HHTEP(EHCOB MM BTOPUUYHBIX
[P-anpecoB) u He ucnosb3yeT --local mjsi NIPUHYAUTENbHOH TPH-
BSI3KH TOJIBKO K OJHOMY OIpelesieHHOMY ajpecy. DTa ONLHUS MO-
)eT ObITh Hcnogb3oBaHa, Korna «OpenVPN-IT'OCT» 6bina ckoH-
(uryprpoBaHa Tak, 4ToObl ClyLIaTh HA BCeX HHTep(elicax, U Oy-
IIeT MbITAThCsl NPUBS3aTh KJIMEHTCKHE CeaHChl K HHTep(elcy, Ha
KOTOPBIM MPUXOASAT MaKeThl, YTOObl UCXOASIIHE MaKeThl LK Ye-
pe3 3ToT ke uHTep(elic. Ob6paTUTe BHUMaHHE, UTO 3Ta OIMLHUSA
pesneBaHTHa ToJbKO s UDP-cepBepos.

Tak e obpaTuTe BHUMaHHe, YTO €CJHU Bbl BBINOJHSETE TPUBSA3-
Ky nBodHoro crteka [IPv6+IPv4 nHa Linux maiiMHe ¢ HeCKOJb-
kumu [Pv4 anpecamu, nopkntouenus Kk [IPv4 agpecam He Oyayt
paboTaTh MPaBHJIBHO Ha IAPax N0 BepcHH 3.15 M3-3a OTCYTCTBHUS
MOAIEPXKKH siipa B caydae cornocranseHusi [Pv4 (HekoTopble nuc-
TpUOYTHBBI, OJHAKO, MOPTUPOBAJK 3TO Ha OoJjiee paHHUE BepCHH
Anpa).

[TopsinkoBbi#i Ne M3MeHeHUsI

[Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEHEHNEe
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--echo [parms...]

KonupyeT parms B BbIBOJ KypHaJa.

[IpennasnaueHo nJsi Toro, 4tobbl OTHPABJATL COOOLIEHHUS KOH-
TPOJIUPYEMOMY MPUJIOKEHHUIO, KOTOPOE MOJYyUaeT BbIBOA »KYypHaJsa
«OpenVPN-TOCT».

--remap-usrl signal

KoHTposupoBaTb, BHyTpeHHHe UK BHelHHe curHagabl SIGUSRI
npespamaiTcs B SIGHUP (nepesanyck 6e3 coxpaHeHHOro co-
crossuust) uad SIGTERM (Bbixon).

signal moxet npunumate 3Hadenuss SIGHUP nau SIGTERM. Tlo
YMOJIYaHMIO, HUKAKOrO NpeBpalleHHs] He TIPOUCXOAHT.

--verb n

YcraHaBiuBaeT MOAPOOHOCTb BbIBOAA B N (M0 yMmosayaHuio 1).
Kaxxabl#l ypoBeHb MOKa3blBaeT BCIO MH(OPMALHUIO C MPeAbIAYLIHX
ypoBHeH. YpoBeHb 3 peKOMEeHIyeTCsl, €CJU Bbl XOTHTE XOpPOLIMH
OTYeT O MPOUCXOAsilleM 0e3 HU3JUIIHEH AeTalU3alNH.

0 - HMUKaKoro BBIBOZAA, KpoMe (haTaJbHBIX OLIMOOK.

1-4 - nranaszoH HOPMAJbHOTO UCIOJb30BAHHUS.

5 - BBIBOIMUT CUMBOJBI R 1 W Ha KOHCOJIb 1151 KaXKJ0TO MPOUTEH-
HOro M 3alMCcaHHOTO naketa, 3arjaBHble ajas TCP/UDP-nakeros
u ctpounble njss TUN/TAP-nakeros.

6-11 - nManasoH OT/aOYHBIX yPOBHEH.

--status file [n]

3anucbiBaTh OMepalMoHHbIH cTaTyc B file Kaxkable n cekyH.
CraTyc TakxKe MOXKeT 3alMChIBaThCs B Syslog oTmpaBsieHHeM CHT-
Hana SIGUSR2.

Korza Ha cepBepe BKJ/0OUeHa BO3MOXKHOCTb PaboTaTh C HECKOJb-
KAMHM KJIHEHTaMM, CTaTyc (ais BKJHYAeT CIHUCOK KJHEHTOB U
TabauLy MapupyTu3auudd. B satom cayuae ¢opmaT BeIBOga Mo-
JKeT KOHTPOJUPOBATLCA C IOMOILLBIO --status-version.

Jls KIMEHTOB WJIM IK3EMIISPOB, PAOOTAILIMX B PEKHUMe TOUKa-
B-TOUKY, OH OY/IeT CollepKaTh CTaTHUCTUKY Tpaduka.

--status-version|[n]

Bri6paTth HOMep Bepcuu (opmara (aisa cratyca.

ITO KacaeTcsl TOJbKO CTaTyC (palja Ha cepBepax CO BKJHOUEHHOH
BO3MOXKHOCTBIO PabOThl ¢ HECKOJIbKHMH KJHEHTaAMH.

1 — tpamuuuoHHblE (opmar (o ymosndanuio). CIHCOK KJHeH-
TOB COZIEPKHUT CJlefiyIolline noJss yepe3 3anatyto: Common Name,
Real Address, Bytes Received, Bytes Sent, Connected Since.

2 — OoJiee HaleXHbIH opmaT AJs BHelnHel o6pab6oTku. Ilo cpas-
HEeHHUIO C BepcHel | CIUCOK KJHEHTOB CONEPXKHUT HEKOTOpble M10-
nosHuTesbHble nodas: Virtual Address, Virtual IPv6 Address,
Username, Client ID, Peer ID. Bynymue Bepcuu MOryT paciiu-
PUTb CIIMCOK IOJIEH.

3 — UJIeHTHYeH 2, HO MoJIsl pasfesieHbl Tabymnsuen .

[TopsinkoBbi#i Ne M3MeHeHUsI

[Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEHEHNEe
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--mute n

3anuceiBaTh B KYypHaJ He OoJibliie N TOCJeN0BaTeNbHbIX CO00-
lIeHUH ofHOH U TOH XKe kateropuu. [lonesHo nnsi orpaHuueHUs
MOBTOPSIIOLLETOCS KYPHAJUPOBAHUS CXOXKHUX TUIOB COOOIIEHHH.

--compress [algorithm]

BkJ/toyaeTt ajqroput cxKartus.

[Tapametp algorithm moxer npuHUMaTh 3HaueHUs «1zo», «lz4»,
TaK>Ke MOXHO He YKa3blBaTb KOHKpPETHbIX aaroputm. LZO u LZ4
— 3TO pa3Hble aJropuTMbl cKaTusi, LZ4 B 1ie/ioM npeasaraeT Hau-
JYYILYI0 MPOHU3BOANUTENBHOCTb C HAUMEHbIIEeH Harpy3koH Ha mpo-
Leccop.

Ecau anroputM He ykasaH, TO cxKaTue OyfeT OTKJIOYEHO, Ofi-
HaKO KaJpUpOBaHHE IMaKeTOB MAJS CXKATHs MO-NpexkHeMy Oyner
BKJIIOUEHO, 1103BOJIsAIS 1103Ke N00aBUTb Apyrue HacTPoHKU. Takum
o6pa3om, Haju4Me OMUUHU compress 6e3 yKasaHHs ajropuTMa He
9KBHMBAJIEHTHO OTCYTCTBHIO 3TOH onuuu. Ecau Ha cepBepe napa-
MeTp OTCYTCTBYeT, a Ha KJMeHTe yKa3aH compress 6e3 napamer-
pa, coefilMHEHHE YCTAHOBUTCS, HO NaHHbIE 10 HEMY MepeaaBaThCs
He OynyT.

Ecqu cepBep nmenaer push onuuu compress, To coelMHeHHe yCTa-
HOBUTCSl HE3aBUCHMO OT TOTO, yKaszaHa JId ONLHUS COompress Ha
KJHEHTe U C KaKUM 3HayeHUeM. TakuMm o06pa3oM, BIIHCBIBATb
compress B KJIMEHTCKUH KOH(UI MMeeT CMBIC/ TOJbKO TOTAA, KO-
ria cepsep He nenaet push.

Bonpocel 6e3onacHOCTH:

Cxatve u mudpoBaHHe — omacHas KomOuHauwus. K3BecTHO
HECKOJIbKO MeTonoB B3joMma (cM., Hanpumep, CRIME u BREACH
Ha TLS), nosBossirolmux 370yMbIILIJIEHHUKY BOCCTAHOBUTD 3aLIHU(]-
pOBaHHble laHHBIE, HCIO0J/b3ys] 0COOEHHOCTH CXKaTHs NaHHBIX. Ec-
JI1 Bbl He yBepPEHBI, YTO BBIILIEHU3/I0KEHHOE HE OTHOCUTCS K Ballle-
My Tpadduky, To pekoMenayetrcss HE BkmoyaTe cxkartue.

[TopsinkoBbi#i Ne M3MeHeHUsI

[Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEHEHNEe
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--comp-lzo [mode]

YCTAPEJIO Hcnosib3y#iTe HOBYHO OMIHIO --COMPress B3aMeH.
Hcnonb3oBath 6picTpoe cxkatue LZO - mMoxHO mo6aBjsth no 1
OaliTa Ha MaKeT [J/51 HECKHMAeMblX JAaHHBIX. mode MoxeT ObITh
«yes», «no» uau «adaptive» (ymosuanue).

B HacTpolikax cepBepHOro pexuMa BO3MOXHO H30HMpaTesbHO
BKJIIOUATh M BBIK/IOYAaTb CXKaTHe /51 WHAWBHUAYaJbHBIX KJHEH-
TOB.

CHaua/sia yI0CTOBEPbTECh, UTO KOH(UTYPALUOHHBIN (hallyl KJAWEeHT-
CKOM CTOpPOHBI oOecreuyuBaeT U30UpATesNbHOE CXKaThe, MUMes II0
MeHbIIIEH Mepe OHY MTUPEKTUBY --comp-lzo, Takyt Kak --com-lzo
no. DTO OTKJ/IOYUT C:KaTHe MO yMOMYaHUIO, HO MO3BOJUT OyayLlel
IMpEeKTHBe, TepelaHHOH ¢ cepBepa, TMHAMHUYECKH H3MEHSATb Ha-
CTPOUKH BKJIFOUEHHUSI/BBIKIIOUEHHS/afanTal H.

Hanee, B ¢aiine --client-config-dir ykakute HacTpo#Ky cxkaTus
IJsl KJMeHTa, HaTllpuMep:

comp-lzo yes

push «comp-lzo yes»

[lepBasi cTpoka ycTaHaBJMBaeT HaCTPOUKY comp-lzo st cepBep-
HOM CTOPOHBI COeIMHEHM S, BTOpPAsi HACTPAUBaeT KJIHUEHTCKYIO CTO-

pOHY.

--comp-noadapt

[Tpu ncnosb3oBaHUHM BMecCTe C --comp-1zo, aTa OMIKs OTKJ0YaeT
anroput™m agantuBHoro cxkatus «OpenVPN-I'OCT». Kak npasu-
JI0, alaliTUBHOE CxKaTHe obecreunBaercs --comp-1zo.
AnanTHBHOe CXKaTHe TNbITAaeTCsi ONTHUMH3HUPOBATh CJay4ad, rue y
BaC BKJ/IIOUEHO CXKaTHe, HO BBI MOCHLIAETE B OCHOBHOM HECXKHMae-
Mble (MJIM y2Ke CXKaTble) MaKeThl 110 TYHHEeJI0, TaKHe Kak Iepefa-
ya no FTP unu rsync 6ogbiuoro cxkatoro ¢aina. C aganTUBHBIM
cxatueM «OpenVPN-I'OCT» 6yzner neproguuecku 3amnyckaTb Ha
npoOy Mnpolecc cxxaTusl, 4ToObl H3MepUTb ero 3(p(eKTUBHOCTD.
Ecnu naHHBle, MepenaBaeMble M0 TYHHEJNIO, YK€ CXKaTbl, 3pdek-
THUBHOCTb C2KaTHs Oy/leT o4eHb HU3KOH, uTo 3acTaBUT «OpenVPN-
[OCT» OTK/I0YUTH C2KaTHe Ha MEepUOA BPEMEHH [0 CJelylollero
NPOOHOTO CXKATHSA.

[TopsinkoBbi#i Ne M3MeHeHUsI

[Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEHEHNEe
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--management socket- | Bkarouaer cepBep ynpasseHusi B cokete Unix ¢ socket-name Ha
name unix [pw-file] | Tex mmaTdopmax, KOTOpble ero MOAAEPKHUBAIOT, UJIU HA yKa3aH-
(recommended) -- | Hom mopty TCP.
management [P port | pw-file, ecin ykaszano, siBasieTcsi QaiijoM ¢ maposeM (maposb B
[pw-file] nepBOH CTPOKe) uau «stdin» 1Js1 BBOgA mapoJisi cO CTaHAAPTHOTO

BBOJIA.

B To BpeMs Kak ymoJiuaTespHOE MOBEAEHHE — CO3AATh COKET J0-
mMeHa Unix, ¢ KOTOPbIM MOXKHO COEIUHHUTHCS JIIOOBIM MPOLECCOM,
MOXKHO HCIOJIb30BaTh AWPEKTHBHI --management-client-user u --
management-client-group, 4To6bl OrpaHUYUTDL anpec.
Wurepdeiic ynpaBieHus NpefocTaBJ/sieT CIeLHaNbHBIH PexUM,
rie cBsA3b ¢ ynpasjaeHueM TCP moxeT paboTtaTb uepe3 caM TyH-
HeJslb. UTOOBI BKJIIOUHWTH 3TOT pPeXKHM, yCTaHOBUTe 3HadeHue [P B
«tunnel». TyHHenbHBIH peXUM 3acTaBUT UHTep(elc ynpaBJ/eHHs
caywatb coennHeHue TCP na sokanbHom anpece VPN uHTep-
¢perica TUN/TAP.

OCTEPETAHNTECD Bk/ouenus uHTepGeiica yrnpap/eHus depes
TCP. B stux cayuasx HyxxHo BCETJIA wucnosnb3oBate pw-file
I/ 3alUUTBl NapoJieM HHTep(elica ynpasjeHus. JIro6oi nmo/ab3o-
BaTeJb, KTO MOXKeT nmoakAouuThbest K aTomy TCP IP:port, cmoxer
YNpaBJsiTh U KOHTPOJHpPoBaTh (1 BMemwuBaTbcsi B) «OpenVPN-
[OCT» npouecc . HactositenbHO pekoMeHAyeTCsl yCTaHOBUTH [P
B 127.0.0.1 (localhost), uToGbl OrpaHUYHUTL TOCTYMHOCTH CepBepa
yIpaBJeHUsl /51 JIOKAJbHBIX KJIHEHTOB.

XoTsl MOPT ymnpaBJ/eHUs NpeqHa3HayeH [J/s1 MPOrpaMMHOIO KOH-
TpoJsi apyrux npusoxeHud Hax «OpenVPN-I'OCT», Bo3MoxkHO
CBSI3aThCsl C MOPTOM ¢ momolkio telnet, ucrnonbsyst kaueHt telnet
B «TpyOoM» pekrMe. YCTaHOBHB coefnHeHHe, HaOepute «help»,
4TOOBI MONYYUTh CIIUCOK KOMAH..

[Tonpo6Hylo nOKyMeHTaLMI0 MO HHTepdelicy ymnpaBJeHHs CM. B
(aiine management-notes.txt B mamnke ynpaBieHHS] HCXOQHOTO
nuctpudbytuBa «OpenVPN-T'OCT».

--management-client

Wurepdeiic ynpaBneHus OyneT MOAKJIUATbCH KaK KJHWEHT J0-
meHa TCP/unix x IP:port, ycTaHoBieHHble ¢ TMOMOIIBIO --
management, a He caymath B KadectBe TCP cepBepa uniu cokera
JOMeHa unix.

Ecnu nonpk/atoueHHe B KayecTBe KJUEHTa He yHacTcss WUad Oy-
neT pazopBaHo, Oymet creHepupoBad SIGTERM curnas, kotopsiid
npuBenet K oTkjaodeHro «OpenVPN-IT'OCT».

--management-query-
passwords

Kanasn ympaBjeHust 3ampocaMd [AJsi MapoJisi 3aKPbITOrO KJua
¥ JIOTHHA/TapoJjisi onuuu --auth-user-pass. 3ampainuBaiite dyepes
KaHa/ yIpaBJeHUs TOJbKO Te 3JIEMEHThl BBOAA, KOTOPble, KakK
MPaBUJIO, 3aMpalluBalOTCs ¢ KOHCOJIH.
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--management-query-proxy

Kanan ymnpaBsieHus 3anpocamMu HHQOpPMAUMH O MPOKCHU-CepBepe
IJ1sT KOHKPETHOTO --remote (TOJIbKO 1Sl KJHEHTOB).

--management-query-
remote

[lo3BosisieT MHTepelicy ynpaBJ/eHHs MepenuchiBaTh --remote au-
PEKTHUBBI (TOJIBKO /sl KJIHUEHTOB).

--management-query-key

Paspemaer ncno/sb3oBaTh BHEIHUN (Paksl 3aKPLITOTO KJ0Ua BMe-
cTo --key onuuu (TOJBKO JJIsI KJIUEHTa).

--management-query-cert
certificate-hint

Pasperaer ncrnosib3oBaHue BHELIHEro cepTu(rKaTa BMeCTO --cert
onuuu (TosbKO AMst KaueHToB). certificate-hint — 310 mpousBosib-
Hasi CTpOKa, KOTopasi epefaeTcsi HHTepdercy yrpaBJeHHs KIHeH-
ta B kauectBe aprymenta B NEED-CERTIFICATE yBenomsenuu.
Tpebyer --management-external-key.

--management-forget-
disconnect

3actaBuTtb «OpenVPN-I'OCT» 3abeiBaTh napo/u, Korga ceaHc
yTpaBJeHNs 3aKaHYMBaeTCs.

ODTa IMPEKTUBA He BJMSET Ha JIOTHH U NapoJib onuuu --http-proxy.
Onu Bcerga K3UHUPYIOTCS.

--management-hold

3anyctuth «OpenVPN-TOCT» B cocTosiHMM rubepHanuu, MoKa
KJIMEHT UHTepdelica yrnpaBjeHHs He 3alyCTUT ee SIBHBIM 00pa3oM
kKomaHznoi hold release.

--management-signal

[Tocnate «OpenVPN-I'OCT» curnan SIGUSRI, ecau ceaHc
yrpaBJieHHs: o6pbiBaeTcs. DTO MOJE€3HO, KOrJa Bbl XOTHTE Paso-
pBatb ceaHc «OpenVPN-TOCT» npu oTK/IIOUEHUH T10/1b30BATES.

--management-log-cache n

KswupoBath moc/jenHre n CTPOK UCTOPUM (ailna KypHasaa AJs
UCIIO0JIb30BAHNUSA Ha KaHaJse yIIpaBJeHHUS.

--management-up-down

Coobuath 0 COOBITHSX MOAKJ/IIOUYEHHS/OTKIIOUEHHSI TYHHeJsT HH-
Teppency ynpaBJ/eHUs.

--management-client-auth

JlaeT k/aueHTy uHTep(eiica ymnpaB/jeHHS OTBETCTBEHHOCTb 3a
ayTeHTH(PUKALMIO KJIHUEHTOB MOCJ€e TOro, Kak UX KJIUEeHTCKUH cep-
TU(UKAT OblJ NIPOBEPEH.

--management-client-pf

KnueHTsl HHTep(elica ynpaBaeHNs NOJXKHBI YKa3aTb Gaia (puib-
Tpa MAKeTOB /ISl KaXKAOr0 COeIUHSIOUIErocs KJIHEeHTa.

--management-client-user u

Korna uHTepdeiic ynpas/eHnusa cayliaeT Ha cokeTe nomeHa Unix,
03BOJIATb TOJBKO COEIMHEHMs JJIsl M0Jb30BaTe/s U.
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--management-client-group
g

Korpa untepdeiic ynpas/jeHus cayluaet Ha cokeTe noMeHa Unix,
M03BOJIATb TOJIbKO COEIMHEHUS IJ51 TPyNINbl g.

--plugin  module-pathname
[init-string]

3arpysuTb MOAK/IIOYaeMblH MOAy/db U3 (paina module-pathname,
nepenasas init-string Kaxk aprymeHT B (yHKIHMIO HHULHAAMU3ALUN
monyast. B onun mpouecc «OpenVPN-I'OCT» mMoxXHO 3arpysutb
HeCKOJIbKO MOJKJ/I0YaeMbIX MOMyJel.

[Tapamerp module-pathname moxket ObITh JM60 HMeHeM (akiia,
Ja160 nMeHeM (haiisia ¢ OTHOCHUTEbHBIM UK MOJHBIM myTeM. Dop-
MaT MMeHU (aiia U NyTH OonpenessioT, OylneT Ju MOAKJ/HUae-
MbIH MOIYJIb 3arpyKaThCsl M3 KaTaJjora MOAKJIYaeMOT0 MOMLYJIs
10 YMOJIYAHHUIO WJIM U3 APYTrod AHPEKTOPHH.

-{}-plugin path Effective directory used
myplug.so DEFAULT DIR/myplug.so
subdir/myplug.so DEFAULT DIR/subdir/myplug. sjo

./subdir/myplug.so CWD/subdir/myplug.so
/usr/lib/my/plug.so /usr/lib/my/plug.so

DEFAULT_DIR 3ameHsieTcsi KaTaJoroM MOAKJIOUAEMOr0 MOMYJIs
M0 YMOJIYaHHIO, KOTOPBIK 3anaetcs 1o Bpems coopku «OpenVPN-
[OCT». CWD - 3T0 Tekymuii KaTtaJjor, B KOTOPOM OblJ 3amyLIeH
«OpenVPN-TI'OCT» nau katasor, B kotopblit «OpenVPN-I'OCT»
reperies ¢ MOMOLIbI0 onuuHu --cd mepen onuueit --plugin.

Heckonbko Monyseir MOryT 6bITh MOAKJ/IOUEHBl KACKAJOM, U MOXK-
HO HCMOJIb30BaTh MOAY/IH BMecTe co ckpunrtamu. «OpenVPN-
[OCT» Oynmer BbI3bIBAaTb MOAYJH B TOM MOPSIKE, B KOTOPOM
OHH JIeKJIaPUPOBaHbl B KOH(pHUTypauuoHHOM (aiine. Ecau nas ox-
HOTO M TOTO >Ke 0OpaTHOrO BbI30Ba CKOH(HUIYPUPOBAHBI U MO-
Iy7nb, W CKPHUINT, CKPUNT OydeT BbI3BaH MocjaefHUM. Ecau kox
BO3BpAILleHHs MOAYJIsl/CKPUIITa KOHTPOJUPYeT ayTeHTH(HUKALHOH-
Hylo dyHKuuio (Takyio Kak tls-verify, auth-user-pass-verify usan
client-connect), To KaXabli MOLYJIb U CKPUIT NOJKHBI BEPHYThb
ycnex (0), uTo6bl coefHeHHe ObLIO ayTeHTH(HHUIIUPOBAHO.

--keying-material-exporter
label len

Coxpanuth JkcrnoptupoBaHHblii Martepuan Kitoueit [RFC5705]
13 len 6aiit (mosxkeH O6bITh 0T 16 mo 4095 6aiiT), UCONb3YsT MeT-
Ky B cpene (exported_keying_material) nsis ucrnosb3oBaHus mJia-
ruHamu B o6patHoM BbizoBe OPENVPN_PLUGIN_TLS_FINAL.
YuTuTe, UTO METKH 3KCIOPTePa MOTEHIIMANBHO MOTYT KOH(DIUKTO-
BaTh ¢ cyulectBywourMu PRF metkamu. UroObl u3bexaTb 3TOro,
meTkH JIOJIZKHDI naunnatbes ¢ «<EXPORTER».
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10.3 CepBepHbIH pexxum

B «OpenVPN-T'OCT» noppep:kuBaeTcss MHOTOKJIMEHTHBIH CepBEPHBIH PeXKHUM, KOTOPBIH MOXKeT
ObITb BKJIIOUEH C MOMOILb oniuu --mode server. B cepsepHom pexume «OpenVPN-I'OCT» cayuaer
Ha OIHOM IOPTy BXOASLLMe KJHEHTCKHe cOelluHeHHUs. Bce K/MeHTCKHe COeIMHEHHUS MaplLIpyTH3HU-
pyloTCsl yepe3 OAMH HHTepdeiic tun uau tap. DTOT pekuM mpeiycMaTpuBaeT MacliTaOUpOBaHUE U
LOJIKeH OBbITb B COCTOSIHUM MOAJAEPKHBATb COTHU U Jaxe ThICSYM KJIMEHTOB Ha AOCTATOUHO OBICTPBIX
MalrHax. B aTom pexkume noskHa Hcnosb3oBaTbes ayTeHTH(UKanus SSL/TLS.

--server network netmask
['nopool’]

BcrnomorareibHasi 1MpEKTHBA, MpeHA3HAYEHHAs /ISl TOTO, YTOOb!
YIPOCTUTb KOH(PHUTYPALHIO CEPBEPHOTO pekMMa. DTa NTUPEKTHUBA
HactpauBaet cepBep «OpenVPN-I'OCT», koTopelil npucBanBaer
KJHEeHTaM ajapeca U3 ykazaHHbIX network/netmask. Cam cepsep
MpUMeT anpec «.l» NaHHOW CeTH B KaueCTBe HCIOJb30BAHHUS KaK
CepBepHbIH KOHEUHBIH MyHKT JoKaabHoro uHTepdeiica TUN/TAP.
Hanpuwmep, --server 10.8.0.0 255.255.255.0 pacmndpoBeiBaeTcst
CJIeAYIOLHUM 06pa3oM:

mode server
tls-server
push "topology [topology]"

if dev tun AND (topology == net30 OR
topology == p2p):

ifconfig 10.9.1.1 10.9.1.2

if !'nopool:

ifconfig-pool 10.9.1.4 10.9.1.251
route 10.9.1.0 255.255.255.0

if client-to-client:

push "route 10.9.1.0 255.255.255.0"
else if topology == net30:

push "route 10.9.1.1"

if dev tap OR (dev tun AND topology == subnet):
ifconfig 10.9.1.1 255.255.255.0

if !'nopool:

ifconfig-pool 10.9.1.2 10.9.1.254 255.255.255.0
push "route-gateway 10.9.1.1"

He ncnosbsyiiTe onuuio --server, ecjiv Bbl yCTaHaBJIUBaeTe CBS3b
TUNA «MOCT». B 3ToM ciyyae mosb3yiiTech oONLUed --server-
bridge.
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KpunTo
--server-bridge gateway | BcriomoraresbHasi nupekTHBa, ogo6Has --server, npeqHa3HayeH-
netmask pool-start-IP | Has nns ynpouenusi koupurypauuu «OpenVPN-I'OCT» B cep-
pool-end-IP BEPHOM peXXHMe B KOH(UTYPALHUSAX THIA «MOCT».

--server-bridge ['nogw’]

Ecau onuus --server-bridge ucrosbsyercss 6e3 Kakux-a160 mna-
pameTpoB, oHa BkJtouaeT pexxkum DHCP-npokeu, rae nogk.roua-
IolMecs KJAWeHThl OynyT nosydath [P-agpec nns cBoux apamnre-
poB TAP or DHCP-cepBepa, 3amylieHHOr0 B JIOKaJbHOH CeTH
cepBepHoi ctopoHbl «OpenVPN-I'OCT». O6partute BHUMaHHE,
4TO TOJNBKO KJHEeHTHI, noanepxuBatouiue cBasb DHCP-knnenta
c apantepom TAP (rakue kak Windows) moryTt mopnep»KHBaTth
3T0T pexkuM. OnuuoHanbHbIN (aar nogw ykasblBaeT, 4To UHDOp-
MallMio O TelTe He cJedyeT MepenaBaTh KJAUEHTY.

YroObl CKOH(UIYpUPOBaTb CBA3b THUIA «MOCT», BaM B MEPBYIO
odepelb CJeLyeT BOCIONb30BaTbCSl BO3MOXKHOCTSMM Balled ore-
PALMOHHOH CHCTeMbl, UTOObl CBSI3aTh «MocToM» MHTep(eiic TAP
c unrepdeiicom NIC Ethernet. Hanpumep, B Linux 3to nenaercs
¢ nomoulpio HHcTpymenTta bretl, a B Windows XP ato BeImosiHS-
ercst B Network Connections Panel BoiGopom anantepos TAP u
Ethernet u menukom npaso# kaasuieit Ha «Bridge Connections».
3areM Bbl JOJKHBI BPYy4HYI0 ycTaHOBUTH [P 1 MacKky cetu uHTep-
deiica «mocta». [lapamerpsl gateway u netmask onuuu --server-
bridge moryT 6biTh ycTaHOBJeHH WK B [P 1 Macky ceTu uHTep-
detica «mocta», uau B IP 1 Macky ceTd ymosdaTesbHOrO redTa/-
poyTepa MOACOeANHEHHOH «MOCTOM» TIOICETH.

Haxkownen, ykaxkute nuanasox [P njs nomcoenuHeHHONH «MOCTOM»
nonceTH, o603HaYeHHBIH nmapaMerpaMu pool-start-IP u pool-end-
[P, yto6er «OpenVPN-I'OCT» HazHauasa uX MOIKJIIOUAOIIUMCS
KJIHEHTaM.

Hanpuwmep, server-bridge 10.8.0.4 255.255.255.0 10.8.0.128
10.8.0.254 pacmngppoBbiBaeTcs CaeAyoOIIUM 06pa3oM:

mode server

tls-server

ifconfig-pool 10.8.0.128 10.8.0.254 255.255.255.0
push "route-gateway 10.8.0.4"

B npyrom npumepe, --server-bridge (6e3 mapameTpoB) pacuiud-
POBBIBAETCS] KaK:

mode server
tls—-server

push "route-gateway dhcp"
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Winu --server-bridge nogw pacmndpoBbiBaeTcs Kak:

mode server
tls—-server

--push option

[lepenaTh onuuio KOH(PUrypauroHHOro (anja oO6paTHO KJIAUEHTY
A7 yaaneHHoro BbinosiHeHHs. O6paTuTe BHHMaHHe, uTo option
NOJIKHA OBITb OKpPY2Ke€Ha NBOWHBIMH KaBblUKaMu (""). Kauenrt
no/KeH ykasatb --pull B cBoeM KoH(urypaunonHom ¢aiine. Ha-
6op OMUMH, KOTOPblE MOT'YT ObITb MepefaHbl, OrPaHUYeH KaK HX
NPUMEHUMOCTbIO, TaK U coobpaxkeHUssMH Oe3zonacHocTH. Heko-
TOpble OMNLMH, HAlpUMep, BBINONHSIOLINE CKPHUIITHI, 3alpelleHbl,
MOCKOJIbKY OHM B CYIIHOCTH MO3BOJSIOT CKOMIIPOMETHPOBAHHO-
My CepBepy BBIMOJIHATH MMPOM3BOJNBHBIA KOI Ha KjaueHTe. [Ipyrue
onuuHu, Takue kak napamerpel TLS u MTU, ne moryT 6bITh nepe-
[aHbl, TOTOMY UYTO KJIMEHTY HYXKHO 3HaTh MX [0 TOT0, KaK HHH-
LUHMpYeTCsl COelMHEHNE C CePBEPOM.

BoT yacTHUHBIH CMIHCOK OMIMH, KOTOPble B HACTOSILEE BPEMS MO-
ryT ObITh TepenaHsl: --route, --route-gateway, --route-delay, --
redirect-gateway, --ip-win32, --dhcp-option, --inactive, --ping, --
ping-exit, --ping-restart, --setenv, --auth-token, --persist-key, --
persist-tun, --echo, --comp-lzo, --socket-flags, --sndbuf, --rcvbuf.

--push-reset

He HacsenoBaTh rio6asibHBIE CIHUCOK TMepelaHHBIX OMUUH 1Jis
CrellMa/JbHOr0 9K3eMIIspa KJMeHTa. YKasblBalTe 3Ty OMNLHIO B
KJIMEHT-CIIeLH(PHUHOM KOHTEKCTe, HarnpuMmep, ¢ KOH(UIypaLHOH-
HbIM (paiisiom --client-config-dir. dta onuus Gynet UrHOpUpOBaThH
ONUUU --push Ha ryo6albHOM YpOBHE KOH(UIypaLHOHHOro (haii-
Ja.

--push-remove opt

Bri6opouHo ynanuTh Bce --push omiuu, cooTBeTcTBYyMOIKE “opt”
M3 CIHUCOK OMUMH A/ KJaueHTa. ‘opt” comocraBssercs Kak MoM-
CTpPOKa CO CTPOKOH OMUHH, KOTOpas AOJKHA OBITh OTIIpaBJ/ieHa
KJIMEHTY, MO3TOMY --push-remove route ymanut Bce --push route

. ¥ BblpaxkeHHus --push route-ipv6 ..., Torna kak --push-remove
‘route-ipv6 2001:" ynaaut tosnbko IPv6 mapuipytel mas 2001:. ..
ceTel.
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--push-peer-info

[lepenaTb pomoNHUTENBHYIO HH(OpPMALUID O KJAUEHTe Ha
cepBep. Cuenymolire [aHHBlE BCEeTAa IEPealOTCs CepBepy:
[V_VER=<version> -- xauntckas Bepcus «OpenVPN-TOCT»
IV_PLAT=[linux|solaris|mac|freebsd|win] - «zauentckas OC
[V_LZO_STUB=1 - ecnu KJAHeHT Obl1 peasn3oBaH ¢ BO3MOXKHO-
ctbio 3arnywiku LZO [V_LZ4=1 - ecau KJueHT moanepKHUBaeT
cxarue LZ4 IV_PROTO=2 - ecau KJIHEHT MOAJNEPKUBAET IJia-
Batouui MexaHusm peer-id IV_NCP=2 - cornacyembie mudpsl,
KJHUEHT MOAJepXKHBaeT --cipher, mepenaBaeMblii CepBepoM, 3Ha-
yeHHe 2 W BbIIe O3HAuaeT, 4TO KJWeHT nonnepxkuBaetr AES-
GCM-128 u AES-GCM-256. IV_GUI_VER=<gui_id> <version>
— BepCHs M0JIb30BATENbCKOI0 UHTepP(eNca, ec/id OH 3aMylleH.

Korna  --push-peer-info  Bk/toYeH, JOMOJHHUTENBbHO  Tepe-
naercs  caenytomasi  uHpopmauus:  I[V_HWADDR=<mac
address> - MAC-anpec KJHEHTCKOro ILIH03a 10 YyMOJ4a-
Huto [V_SSL=<version string> - Bepcusa ssl, ucrnosbsyemas

KaveHToM, K npumepy, 'OpenSSL 1.1.1o0 CryptoPack4.0".
IV_PLAT_VER=x.y - Bepcus OC, k npumepy, 6.1 nas Windows
7. UV_<name>=<value> — nepemMeHHble Cpebl K/JIHEHTa, HMeHa
KOTOpbIX HaurHatoTes ¢ "UV_"

disable

He nomycTUTb KOHKpPETHOro KJMeHTa (OCHOBBIBAeTCs Ha IMoJe
common name) K coeirHeHH0. He ucnosbayiiTe 3Ty onuuio, 4To-
OBl He MOMYCKAaTh KJHEHTa CO CKOMIIPOMEHTHPOBAHHBIM KJIOYOM
unu naposem. Mcnoawayiite BMmecto atoro CRL (cmucok oT3eiBa
cepTH(HUKATOB, CM. onuuio --crl-verify).

DTa ONUHUs A0/KHA ObITb aCCOLUHMPOBAHA C KOHKPETHBIM 3K3€M-
MJISPOM KJIMEHTa, UTO O3HAayaeT, YTO OHA NOJKHA ObITh yKasaHa
WJIH B KJIHEHTCKOM KOH(DUTYpPAllIOHHOM (pafisie ¢ UCM0Ib30BaHHEM
--client-config-dir nau nuHaMuYecKu creHepupoBaHa C HUCIOJb30-
BaHHeM cKpurmra --client-connect.

--ifconfig-pool start-IP end-
[P [netmask]

YKasatb HabOp MoAceTeH, NUHAMMYECKH Ha3HAauaeMbIX COeIUHS-
IOLIMMCSl KJueHTaM, nogo6Ho cepsepy DHCP. Ilns TyHHesned B
tun-ctuse KaxkaoMy KJHeHTY Bbiiessiercs noacetb /30 (n/1s coB-
MeCTHMOCTH ¢ KaueHTaMu Windows). [ljisi TyHHeJ el B tap-cTHJe
BbIeJISIIOTCS MHAMBUIyadbHble aapeca, U HeoOsi3aTe IbHbIH Mapa-
MeTp netmask takxe Oyner nepenaH KJHEHTaM.
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--ifconfig-pool-persist
[seconds]

file

Coxpansitb/ynanste nanubsle ifconfig-pool B file, yuepes nHTepBa-
abl seconds (600 mo ymosyaHMIO), TakKe Kak W INpU CTapTe U
3aBeplIeHUH pabOTel NPOrpPaMMBbl.

Llenbp 3ToH onmuuMM — NPEfOCTaBUTb JOJTOCPOUHYIO ACCOLHALUIO
MeX1y KaheHTaMH (0603HaYeHHBIMH HX MOJSMH COMIMMonN name)
1 BUpTYyanbHbIM [P-anpecom, mpucBoenHbsiM UM u3 ifconfig-pool.
[Tonnepkka HOJMTOCPOUHOH acCOLMALMK MOJe3HA AJs KJIHEHTOB,
MOTOMY YTO OHA MO3BOJISIET UM 3(PPEKTHBHO UCIOIb30BATh OMIIHIO
--persist-tun.

file - ASCII-cpaiin ¢ pasmenuTensiMU-3ansiTBIMH, OT(HOPMATHPO-
BaHHBIH Kak <Common-Name>, <IP-address>.

Ecnu seconds=0, file 6yner paccmaTpuBaTthesi Kak (aisa TOIbKO
IJs 4TeHHusl. DTO MOJe3HO, eCJU Bbl XOTHTE paccMaTpuBaTh lile
KaK KOH(pUT'YpaUHUOHHBIHA (paH.I.

O6paTuTe BHUMaHHE, YTO 3aMKCH B 3TOM (paiijie pacCMaTPUBAIOT-
csi «OpenVPN-I'OCT» TosbKO Kak MpensioKeHHs], OCHOBaHHbIE
Ha MPOLUJBIX accouMalusx Mexxay common name u [P-agpecom.
OHM He TapaHTHPYIOT, UTO AaHHOe common name OyAeT BCeraa
nonydatb naHHbi [P-anpec. Ecau Bl XoTHTe rapaHTHpOBaHHOE
MPUCBOEHUE, MOJb3yHTech onuuel --ifconfig-push.

--ifconfig-pool-linear

Monuguunpyer nupektuBy --ifconfig-pool Tak, 4yTo6bl npucBau-
BaTb KJMeHTaM WHAUBHAYaJbHble anpeca uHTepgeiica TUN, a
He noxgcetu /30. [IPUMEUYAHME: Jrta onuusi HecoBMECTHMa C
kaueHTaMu Windows.

OTa ONLHUsI He PeKOMEeHAyeTCsl K UCIOJb30BAHUIO U J0JKHA OBbITh
3aMeHeHa Ha omuuio --topology p2p, KoTopas (pyHKIIHOHAJbHO
9KBMBaJIeHTHa ell.
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--ifconfig-push local remote-
netmask [alias]

[lepenatb BHpTya/bHble [P-KOHEUYHBIE MYHKTHl [/ KJIHEHTCKOTrO
TYHHeJIs, 3aMeHsisl IHHAMHUecKoe NprcBoeHue --ifconfig-pool.
[Tapametpel local u remote-netmask ycranaBnuBawTCs B COOT-
BETCTBHH C IUPEKTHUBOH --ifconfig, koTopyio Bl XOTHTe BBINOJ-
HATb HAa KJHEHTCKOH MallWHe 1/ KOH(HUIYPUPOBAHHS yoaeHHO-
ro KoHua TyHHess. O6patuTe BHUMaHUe, 4To napameTpsl local u
remote-netmask CyiecTByIOT ¢ TOYKH 3peHUs KJIHEHTa, a He cep-
Bepa. OHu MoryT 6biTb DNS-umenamu, a He [P-anpecamu, B 3TOM
ciydyae oHM OyIyT paspellaTbCsi Ha CepBepe BO BpeMsl COeANHEHHUS
KJIMEHTa.

OnuunoHanbHBIH Mapametp alias MoxkeT GBITb HCIOJIB30BAH B CJIY-
uasx, rae NAT npuBogut K TOMy, 4TO JIOKasIbHAsi KOHEYHasl TOUKa
He COBMaJaeT C TOUKH 3peHMs KJIHEHTa U C TOUKH 3pPeHHUs cepBe-
pa. B atom cayuae local/remote-netmask 6ymer cchutatbesi Ha
npeacTaBJeHHe cepBepa, B TO BpeMs Kak alias/remote-netmask
OyZeT cchlIaThCsl HA MpeaCcTaBJeHHe KJIUEHTa.

DTa ONuUHUs J0/KHA ObITh aCCOLNMHUPOBAHA C KOHKPETHBIM 3K3eM-
MJISPOM KJMEHTa, YTO O3HayaeT, YTO OHA HOJKHa ObITh yKasaHa
WJIM B KOH(UTIypPaLUOHHOM (pak/ie 3K3eMILIspa KJAUEHTa ¢ UCIOJIb-
soBaHueM --client-config-file, unu nrHamMuYecku reHepupoBaThcs
C WCTOJIb30BaHUeM CKpHITa --client-connect.

He 3a6ynbTe Tak:ke BKJIOYNUTh TUPEKTHUBY --route B IJIaBHBIH KOH-
¢urypaunonneiii daitnm «OpenVPN-TOCT», koTopelii BK/IIOYaeT
local, 4To6bl iHpO 3HAJO0, UTO €ro HAL0 MapLUIPYTU3UPOBATH K HH-
tepeiicy TUN/TAP cepsepa.

Anroputm BeIGOpa BHYTpPeHHero kJaueHTcKoro IP-ampeca pa6ora-
eT CJeAyoUUM 00pa3oM:

1 - Ucnonbay#ite --client-connect script, creHepupoBaHHBIH 1151
cratnyeckoro [P

2 - Hcnoawsyiite ¢aia --client-config dir nns craruueckoro IP
3 - Hcnosbayiite npucsoenue --ifconfig-pool nns nuHamuyeckoro
[P

--ifconfig-ipv6-push
ipvbaddr/bits ipvbremote

Anagor --ifconfig-push nas cereit [Pv6

[TopsinkoBbi#i Ne M3MeHeHUsI

[Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEHEHNEe
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--iroute network [netmask]

CreHepupoBaTb BHYTPEHHHH MapLIpyT AJsi KOHKPETHOIO KJHeH-
ta. [lapamerp netmask, ecau omyleH, Mo yMOJUaHHIO paBeH
255.255.255.255.

DTy IMPEKTUBY MOKHO HCIOJb30BaTh, UTOOBl MapILIPyTH3UPOBAThH
(PMKCUPOBAHHYIO TOJCETb C CepBepa K KOHKPETHOMY KJIMEHTY, BHe
3aBUCHMOCTH OT TOr0, OTKyHa coeluHsieTcsl KiadheHT. [lomHUTe,
4TO Bbl TakXe JAOJ/KHBl N00aBUTb MapLIpyT K Tabjaule Mapli-
PYTH3allUK CHUCTeMbl (Kak MPH TOJb30BAHUM JUPEKTHBOU route).
[IpuurHa, MO KOTOpPOH HYXKHBl [1Ba MaplIpyTa, 3aKJUaeTcs B
TOM, UTO JHUPEKTHBA --route MapuIpyTH3HUpyeT MakeT W3 siApa B
«OpenVPN-T'OCT». Korna naker Typna nomnanaert, IUpeKTHBA --
iroute mMaplIpyTU3UpYyeT €ro K yKa3aHHOMY KJIMEHTY.

DTa onuus AOMKHA OBITh yKa3aHa WM B KOH(DUT'YPALHOHHOM
(aiisie KJIMEHTCKOrO 3K3eMILIsipa C HCMoJdb30BaHHeM --client-
config-dir, uau B AHHAMUUECKH CT€HEPUPOBAHHOM C HCIIOJb30-
BaHHWeM cKpumnTa --client-connect.

JupekTuBa --iroute Tak)ke MMeeT BaXKHOe B3aUMOJAENUCTBHUE C --
push «route...». --iroute B cyuIHOCTH ompenessieT MOACETh, TMPH-
HaJJIeXKAllyl0 KOHKPETHOMY KJHeHTy (Ha30BeM 3TOTO KJHeHTa
A). Ecau BBl xoTHTe, UTOOBI APYTHe KJHEHTHl MOTJH JOCTHYb
nouceTH A, Bbl JOJIKHBI MCMOJB30BaTh --push «route...» BMecTe
¢ omnuued --client-to-client, uto6s moOuThHCH 3TOro. Yrobul Bce
KJHEHTbl MOrJIM BuIeTh noaceTb A, «OpenVPN-TOCT» mosxHa
nepenatb 3ToT MapuipyT BceM kiaueHTam KPOME A, nockoJb-
Ky nozacethb yxxe npuHamiaexutr A. «OpenVPN-I'OCT» mocturaer
3TOro, He IMepelnaBas MapLIPyT KJHWEHTY, €CJU OH COBNafaeT C
OHUM M3 iroute KJHMeHTA.

--client-to-client

[Tockonbky cepep «OpenVPN-I'OCT» pa6oTaeT co MHOKECTBOM
KJUEHTOB 4epe3 OfUH U TOT xe uHTepdeic tun uau tap, oH no
CyTH siBaisieTcst MapuipytudatopoM. Pmar --client-to-client roso-
put «OpenVPN-I'OCT» mapupyTusupoBats Tpapuk OT KJIHEHTa
K KJMEHTy BHYTpPHU ce0si, a He MepelaBaTh BeCb UCXOASILIHH OT
KJHeHTOB Tpaduk Ha uHTepdeiic TUN/TAP.

Korna wucnonb3yercss 3Ta ONUMS, KaxKAblH KJWEHT <«YBUIUT»
OCTa/bHBIX KJIMEHTOB, KOTOPble B HACTOsILIee BPeMS MOAKJIIOUYEHB.
B nmpoTHBHOM c/ydae KaxKAbli K/JAMEHT OyaeT BHAETb TOJBKO Cep-
Bep. He ncnosb3yiiTe 3Ty onmuio, ecay Bbl XOTHTE (PUIBTPOBATH
TYHHeJIbHBIH TpauK yepe3 OpaHAMay3p, UCOJb3ysI COOCTBEHHbIE
npaBUJ/a KJIUEHTOB.

duplicate-cn

[To3BOIUTE HECKONBKHM KJHEHTaM C OfHHM M TeM K€ COmmon
name oJHOBPEMEHHO MOAKJ/0YaThCs. B oTcyTcTBHe 3TOH omuuu
«OpenVPN-T'OCT» oTcoenMHHT 3K3eMIJAp KJHEHTa INpH MOA-
KJIIOYEHHH KJIMEHTa C TeM Ke Common name.

[TopsinkoBbi#i Ne M3MeHeHUsI

[Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEHEHNEe
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--client-connect cmd 3anycTuTh cmd Mpy MOAKMIOYEHUU KJHEeHTa.

cmd COmep:KUT MyTh K CKPUNTY (MJIK HCIOJHSEMOH MporpaMmme),
OMIIMOHAJNBHO HCIMOJb3YyeTcsl ¢ aprymeHtamu. [lyTb u aprymen-
TBl MOT'YT ObITb 3aKJ/I0YeHbl B OIMHAPHbIE WUJIM IBOWHBIE KaBbIUKH
U/U1 oTaeseHbl 06paTHOH KOCOU 4epToH, a TakxkKe JOJKHBI ObITh
pasneJieHbl OMHUM WK OoJiee TPOOesoM.

Komanne nepenatorcsi common name u IP-agpec Tosbko 4TO
ayTEeHTH(ULIUPOBABIIET0Cs KJIHEHTA KaK MepeMeHHble Cpefibl (CM.
paszes mepeMeHHBIX cpeibl HUxKe). KoMaHne Tak e nepenaercs
MyTb K TOJBKO YTO CO3JAHHOMY BpeMeHHOMY (halJy B KauyecTBe
MocJiefIHero aprymeHTa (mocJje Bcex apryMeHToB cmd), 4TOOBI KO-
MaHJa HCIO/b30Basa ero AJs fnepefadd AUPEKTHB AHHAMHUYECKH
CTeHepUpOBaHHOTO KoH(HUrypanuonHoro (aiaa B «OpenVPN-
[OCT».

Ecsu ckpunt xoueT reHepHUpOBaTbh AMHAMHUECKHUH KOH(UTYpalH-
OHHBIH (palial A/ UCIOJIb30BAHUS Ha cepBepe MpPH MOAKJIOYEHUH
KJIMEHTa, OH JOJI’KEH 3amucathb ero B (aiis ¢ uMeHeM, YKa3aHHbIM
B KayecTBe IOCJEeHETO apTyMeHTa.

CM. HH2Ke B ONTMCAHUH ONLHKH --client-config-dir onncanue onuui,
KOTOpble MOTYT OBITh TIPABOMEPHO MCIOJIb30BAHbl B IHHAMHUECKH
CreHepUpOBaHHOM KOH(HUT'YpaLMOHHOM (haiie.

O6paTtuTe BHUMaHHe, UTO KOJA BO3BpaTa script umeer 3HaueHHe.
Ecau script Bo3Bpallaet HeHy/1eBOH OMIMOOUHBINA CTATYyC, KJAWEHT
OyneT OTKJIOUEH.

--client-disconnect e¢md Onuus noxoxa Ha --client-connect, Ho BeI3bIBaeTcCsl MpH 3aKpbl-
THU 3K3eMIspa KaueHTa. He Oyner Bbl3BaHa, €cJd IJs 3TOTO
9K3eMIIsipa He OblIM paHee BbI3BaHBI CKpUMNT --client-connect u
TMOAKJIF0YaeMble MOAY/IH (€CJIH OINpefesieHbl) C YCIEMIHbIM KOIOM
Bo3Bpata (0).

Hckiouenne u3 aToro npasusa - ecau ckpunt --client-disconnect
MJIM TIOJIKJTIF0UaeMble MOLYJH MOAKJIOUYEHbl KACKaJoM, U 10 KpakH-
Hell Mepe onHa M3 (YHKUMH onuuu --client-connect BeimosiHeHa
ycnemHo, 3ateM BCE ¢ynkuuu client-disconnect ngsi ckpuntos
W MJIarMHOB OYAYT BbI3BAHBI NPH yHAJeHHH 00BbEKTa K3eMILIsipa
KJIMEHTa, a’ke B TeX CJaydasiX, KOrga HeKOTOpble M3 B3aWMOCBS-
3aHHBIX (YHKUMH client-connect BepHy/n oIMOOYHBIH cTaTYyC.
--client-disconnect komaHne mepenaercs TOT ke MYyTb, YTO U KO-
MaHjie --client-connect B kauecTBe mocJieqHero aprymenra (mocse
BCeX apryMeHTOB, yKa3aHHbIX B cmd ).

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe




KpunTo CENY.00009-05 32 09 101

--client-config-dir dir Yxasatb karasor dir 1/ HHIUBUAYAJbHBIX KJIHNEHTCKUX KOH(PUTY-
pauroHHbIX (aiaoB. [locsne Toro, Kak NOAK/AIOYAOLINACA KAUEHT
ayrentuduuuponat, «OpenVPN-IT'OCT» uiier B 3TOM KaTaJjore
(paiia, Ha3BaHUe KOTOPOrO COBMAJaeT C COMMON name KJHeHTa
no npaBuiam X.509. Ecau Ttakoét da#isn cyuectByer, oH Gyner
OTKPBIT M NMPOUYUTAH B MOUCKAX KJHEHT-CMeUU(PHUUHBIX KOHPUTY-
pauMoHHBIX onuui. Ecau coorBercTBylolMi (aill He HalineH,
«OpenVPN-TI'OCT» mombiTaeTcsi OTKPBITh M MPOYUTATH yMOJYa-
TenbHbIH (haiia non HasBanveM DEFAULT, kotopblit MoxkeT ObITh
NpefocTaBeH, HO He o0si3aTesleH. YUTHTe, YTO KOH(UT'YpaLMOH-
Hble (albl 10JKHBl ObITh unTaeMbiMd AJs1 «OpenVPN-I'OCT»
rocjie 0TKasa OT MpaB MPUBUIETHMPOBAHHOTO T0Nb30BATENS.

ITOT pail1 MOXKET yKa3bBaTh (pUKCHUpoBaHHbIH [P-anpec nis nan-
HOT'O KJIMeHTa ¢ nomolibio --ifconfig-push, xak u puxcrpoBaHHble
NOACeTH, NPUHAAJIeXKALIHe KIHEHTY, ¢ OMOLLbIO --iroute.

OnHO M3 1MoJIe3HBIX CBOHCTB 3TOH ONUKK — TO, YTO OHA [103BOJSET
yIoOHO CO31aBaTh, Pe1aKTHPOBATh UM YAANATb KJIHEHTCKHe KOH-
(urypauuoHHble galbl Npu AelicTBylolleM cepBepe, 6e3 Heo6Xo-
IMMOCTH Nepe3alnycka cepsepa.

B k/ueHT-cnequpUIHOM KOHTEKCTe NPaBOMOYHBI C/AENYIOLIHe Ol-
uuu: --push, --push-reset, --push-remove, --iroute, --ifconfig-push
u --config.

--ccd-exclusive TpeboBaTh, B KauyecTBe yCJOBHA ayTeHTHU(PUKALWHU, YTOOBl MOJ-
KJIIOYAIOLIMHCS KJIUeHT uMmed ¢aia --client-config-dir.

--tmp-dir dir Ykazatb Karasor dir pjs BpeMeHHBIX (aHOB.

DTOT Karajor OyneT HCIONb30BaTbCS M5 Mepefayd BpeMeH-
HbIX AaHHBIX B ocHOBHOH npouecc «OpenVPN-TI'OCT». O6patu-
Te BHHUMaHHe, UTO KaTaJor JOJ/KeH OBITb NOCTYIeEH MJIs 3aluch
«OpenVPN-T'OCT» mporeccy nocje oTkasza OT TpaB MPUBUJErH-
POBAHHOrO IM0J1b30BATEJIS.

DTOT KaTaJsor UCIMOJb3yeTCsl B CAEAYIOMIUX CAyYasix:

e ckpunramu --client-connect nas gUHaMHUECKOH TreHepaluu
KJIMEHT-CIeLH(UUHBIX KOH(DUTYPAaLHOHHBIX (pak/oB. e mepexBar
mmarnHa OPENVPN_PLUGIN_AUTH_USER_PASS_VERIFY
IJsl BOo3BpaTa ycrexa/Heymauu yepe3 auth_control_file mpu wc-
TM0JIb30BAaHUK MEeTOfa OTJIOXKEHHOH ayTeHTH(HKAlLHUK e mepexBat
nnaruia OPENVPN_PLUGIN_ENABLE_PF nns nepenauu npa-
BUJ (pusbTpauuu uepes pi_file

--hash-size r v YctaHOBUTBE pa3Mep TabJMLbl X3llell peasbHBIX aapecoB B I, a
BHUPTYaJsbHBIX aapecoB B V. [lo ymonuaHuio pasmepsl obenx Tab-
JIULL OrpaHUueHBl 256 agpecamu.

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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--bcast-buffers n HasnauuTb n 6ydepoB A5 LIMPOKOBEIIATENbHBIX JaTarpaMm (Imo
yMoJiuaHuoo 256).

--tcp-queue-limit n MakcumanbHOe KOJMMYeCTBO MCXOASLIMX TaKeTOB, CTABALIUXCS B
ouepenb nepen TCP (nmo ymomnuanuio 64).

Korna «OpenVPN-TOCT» nepemaer mno TyHHe/J IO [aHHble
¢ ycrpoiictea TUN/TAP ynanennomy kauenty mo TCP-
COeIMHEeHUI0, BO3MOXKHO, 4To ycTpoicTBo TUN/TAP moxeT mpo-
M3BOJUTDb JaHHbIE C OOJIbIIEH CKOPOCTBIO, HEXKENH MOXKET MO Aep-
x)atb TCP-coennnenne. Korpa konnyecTBO HCXOASIIMX MAKETOB,
NOCTaBJIEHHBIX B ouepeib Nepen oTnpaBkod Ha TCP-coker, mo-
CTUraeT 3TOro Inpejesa AJs NAHHOTO KJHEHTCKOTO COelMHeHHSs,
«OpenVPN-IT'OCT» HauHeT HTHOPUPOBATH WCXOASIIHE TaKeThl,
HarnpaBJ/IeHHblE 3TOMY KJHUEHTY.

--tcp-nodelay DToT Makpoc ycraHaBiauBaeT ¢uar cokera TCP_NODELAY
Ha cepBepe U IepelaeT ero COeIUHSIOWIMMCH KJaueHTaM. Pmar
TCP_NODELY orkatwouaer anroput™m Haras na TCP-cokerax,
3acTaBJissl NepefaBaTbh MaKeThl HeMENJIEHHO C HU3KHUM BpeMeHeM
3a/lepXKKH, a He KIaTb KOPOTKUH MPOMEXKYTOK BpeMeHH, 4TOObI
00BbeIMHUTb HECKOJIbKO NaKeTOB B OfMH OoJsbliuoi naketr. B VPN-
npusoxkeHusix, padorawomux no TCP, TCP_NODELAY, kak mnpa-
BHUJIO, SIBJISIETCSI XOPOLIMM ONTHMHU3AaTOPOM BPEMEHH OXKHIaHUS.
Makpoc pacinpoBbIBaeTcsl C/AeAYOIHUM 00pa3oM:

if mode server:
socket-flags TCP\_NODELAY
push "socket-flags TCP\_NODELAY"

--max-clients n OrpaHU4YHUTb cepBep N OfHOBPEMEHHO MOAKJIOYAIOLMMUCS KJHEeH-
TaMH.
--max-routes-per-client n [I03BO/IUTE MAaKCUMYM N BHYTPEHHUX MapLIPYTOB HA OLHOTO KJIU-

eHta (o ymosuaHuio 256). DTo mpenHasHaYeHO MAJisS TOTO, YTO-
Obl OMOYb cliepxkaTh DoS-aTaku, Korna ayTeHTH(OUIMPOBAHHbIH
KJIMEHT 3aXJIeCThIBAET CePBEp MaKeTaMU, KOTOpble, KaK KaXKeTcs,
MPUXOAAT C MHOXKecTBa yHHKaJabHbIX MAC-anpecoB, 3acraBisis
cepBep HCTOLIATh BUPTYaJbHYIO MaMsATb 110 Mepe TOro, KakK pac-
IIUPSieTCs €ro BHYTPeHHsAs TabJjulia MapUIpyTH3alud. DTy IH-
PEKTHBY MOXKHO HCMOJb30BaTh B (ailie --client-config-dir wan
aBTOMaTHUECKH I'eHepUpPOBaTh CKpUMToM --client-connect, uTo6bl
3aMeHUTh TJ100abHOE 3HAUEHHE MJiS KOHKPETHOrO KJIHEHTa.
O6paTuTe BHHMaHUe, UTO 3Ta TUPEKTHBA BJIHsSET HA BHYTPEHHIOW
tabauny MapuwpyTtusauud «OpenVPN-TOCT», a He Ha TabauIy
MaplLIPyTH3aLHUH sipa.

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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--stale-routes-check n [t]

YnaauTe MapuipyThl, KOTOpble He OBbLIM aKTHBHBI B TeUeHHe N

CeKyHJ (T.e. BpeMeHHU yCTapeBaHHs).

DTa mpoBepKa BBIMOJHSETCS Kaxkable t cekyHn (T.e. MHTepBaJ

TIPOBEPKH).

Ecnu t He 3aJlaHoO, TO IO YMOJYaHHUIO HCIIOJIb3yeTCd 1.

DTa oMU NOMOraeT YMeHbIIUTb pa3Mep TabJIHUILbl AHHAMHUECKON

MapupyTtusaund. Cm.Takxke --max-routes-per-client

--connect-frec n sec

[To3BosnTh MakcuMyM N HOBBIX COeIUHEHWH B SeC CEKYHHA OT
KJWEHTOB. DTO NpeaHa3HayeHO IJs TOro, 4ToObl crep:kaThb DoS-
aTaKd, KOTOpble 3aXJ/IeCThIBAIOT CepBep 3ampocaMH Ha COeIuHe-
HUe, UCTONb3Yyst cepTU(HKATBI, KOTOPblE B KOHIE KOHIIOB He yaa-

eTcsl ayTeHTU(PULHUPOBATh.

Ho 370 HecoBeplieHHOe pelleHHe, IOTOMY UTO B peajibHOM Clie-
Hapuu DoS moryT Takke ObITh OTBEPTrHYTHI MPABOMOYHBIE COEIH-

HEHHA.

Jnsa Hauaydied 3amuthl oT DoS-atak B cepBepHOM pexXHUMe HC-
noJb3yire --proto udp u subo --tls-auth, au6o --tls-crypt.

[TopsinkoBbi#i Ne M3MeHeHUsI

HOILI'II/ICI) JIMlla, OTBETCTBEHHOI'O 3a
H3MEHEHNEe

I[aTa BHECEHHA M3MEHEHHSA
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--learn-address cmd 3anyCcTUTb CKPUIT WJAW KOoMaHay o6osoukd cmd, 4ToOBI Mpo-
BEPUTb IPAaBUJIbHOCTb KJMEHTCKHX BHPTYaJbHBIX aIPeCOB HJIH
MapLIpyTOB.

cmd comepKUT MyThb K CKPUNTY (MJIK UCIOJNHSIEMOH TPOrpaMme),
OMNLMOHAJNBHO HCIOJb3yeTcss ¢ aprymeHTamu. IlyTe M aprymen-
Tbl MOTYT OBbITb 3aKJ/I0YeHbl B ONMHAPHblE UJIH [BOMHbIE KaBbIUKH
U/WJIK OTHesIeHbl 00pPaTHOM KOCOH UepToi, a TakxKe J0JKHbI ObITh
pasneJsieHbl OMHUM WK OoJiee TPOOesIOM.

cmd MoKeT BBIMOJHATBCS C TPEMsI MapaMeTpaMu:

1. operation - «add», «update» uau «delete», ocHoBaHHBIN Ha
TOM, 100aBJseTcs JIM agpec K BHYTpeHHeH TabJule Mapli-
pytusaunu «OpenVPN-TI'OCT», monuduuupyercs uau yna-
JIsieTcs.

2. address - ajmpec ys3HaeTcss HWJIM He Yy3HaeTcs. IDTO MO-
X)eT ObIThb anpec [Pv4, takoél kak «198.162.10.14», non-
cetb IPv4, Ttakas kak «198.162.10.0/24», uau MAC-
anpec Ethernet (korma ncnosbsyercs --dev tap) Takol kak
«00:FF:01:02:03:04».

3. common name - [lone common name ceptucukara, acco-
IMHPOBAHHOTO C KJHEHTOM, CBSI3aHHBIM C 3THM aJpPecoM.
[TpucyrctByet ToMBKO n/s1 onepaunii «add» u «update», Ho
He 175 «delete».

B wmeromax «add» u «update», ecam ckpunT Bo3BpallaeT Koj
omnbku (He Hosb), «OpenVPN-T'OCT» oTBepraer ampec u He
MOAM(HULUPYET CBOIO BHYTPEHHIOI TaGJHIy MapLipyTH3aLHH.
Kak npasusio, ckpunt cmd Hcmob3yeT HHPOPMALIHIO, TTPEIOCTaB-
JIEHHYIO Bblllle, YTOOBl YCTAHOBUTH MOAXOASIIHe NaHHble OpaH-
mayspa Ha wuHreppeiice TUN/TAP. Ilockonbky «OpenVPN-
[OCT» mnpenocraBasier accouuauuio Mmexny I[P-agpecom wumn
MAC-anpecoM U ayTeHTU(PULHUPOBAHHBEIM MOJIEM COMMON name
KJIMEHTa, OHa M03BOJISIET ONpe/eleHHOMY 0/1b30BaTe/eM CKPUMTY
KOH(UT'YPUPOBATb MOJUTUKH A0CTYyTNa 6paHAMaydpa C yUeTOM BbI-
COKOYPOBHEBOI'O COMIMON name KJHEHTa, a He HU3KOYPOBHEBBIX
KJIMEHTCKUX BUPTYaJbHBIX aJ[PECOB.

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe




KpUnTO CENY.00009-05 32 09 105

--auth-user-pass-verify cmd | Tpe6Gyet, 4ToObl KJIMEHT MPENOCTaBHJ JIOTHH U Mapojb (BO3MOX-
method HO, B 100aBJieHHe K KJIHEHTCKOMY CepTH(UKATY) IJis ayTeHTU(DH-
KallWH.

«OpenVPN-T'OCT» BbimosHUT cmd Kak KOMaHLy 000J0UKH, UTO-
Obl IPOBEPUTD MIPABUJIBHOCTD JIOTHHA U 11apoJisi, IPel0CTaBJeHHbIX
KJIUEHTY.

cmd COmep:KUT MyTh K CKPUNTY (MJIKM HCHOJHSEMOH MporpaMmme),
OMIIMOHAJNBHO HCIMOJB3YyeTcsl ¢ aprymeHtamu. [lyTb u aprymen-
Thl MOT'YT ObITb 3aKJ/I0YeHbl B OJMHAPHbIE WUJIM IBOWHBbIE KaBbIUKH
¥/WJIK OTHEeNIeHbl 00pPAaTHOM KOCOH UepToi, a TaKxKe H0JKHbI ObITh
pasneJieHbl OMHHUM WK OoJiee IPOOesIOM.

Ecniu 3HaueHue mnapamerpa method ycraHoBseHO B «via-envy,
«OpenVPN-I'OCT» Bbi3oBeT script ¢ mnepeMeHHBIMH Cpejbl
username u pasword, KOTOPbIM B KauecTBe 3HAUEHHH MPHUCBOEHBI
CTPOKH JIOTHHA W TapoJisi, TpelocTaBaeHHble KaneHToM. Hmerite
B BHUJYy, UTO 3TOT croco® HebGe3onaceH Ha HEKOTOPHIX MJaTgop-
MaX, KOTOpble JeJaloT cpely Ipoliecca MyOJaddyHO BUAMMOH ApY-
THM HeNpPHBUJIETHPOBAHHBIM IMPOIECCAM.

Ecau 3nauyeHue napamerpa method ycraHoBsieHo B «via-file»,
«OpenVPN-I'OCT» 3anuiier JIOTHH U NapoJib B [IepBble [BE CTPO-
KM BpeMeHHoro ¢aina. HanmeHoBanue Qaina Oyner mnepenaHo
B KauecTBe aprymeHta B script, u ¢daia OyneT aBTOMaTHUeCKH
ynaneH «OpenVPN-I'OCT» mnocne Toro, Kak CKpUIT MPHILJET
Koz 3aBeplueHHus. [TosokeHne BpeMeHHOro (haiia KOHTPOJUPYET-
cs onuued --tmp-dir, u Mo ymosmyaHuio OyneT TEKYLIMM KaTaJjo-
rOM, eCJIM He yKa3aHo japyroe. B unensix 6esonacHocTd nopymaire
Hajl TeM, 4yToObl YCTaHOBUTH --tmp-dir B HecoxpaHseMmylo cpeny,
Takylo Kak /dev/shm (ecnu moctymnHa), 4ToObl MPEeNOTBPATHUTh 3a-
UChb (pak/a C JJOTMHOM M NapoJieM Ha »KeCTKUH IHCK.

CKpUNT [0J/KEH TPOCMOTPeTb JOTHH W MapoJib, BO3Bpallasi
yenewHsld Kon (0) ecsin 3ampoc KJIMeHTa Ha ayTeHTH(PUKALHUIO
cyleflyeT TIPUHSATh, UM KOA OmHOKHK (1), uToOBI OTKa3aTh KJHEH-
Ty.

DTa JMpeKTHBAa MpefHa3HaYeHa [Jsi TOro, 4TOOBl 1aTb BO3MOXK-
HOCTb MHTep(eHcy B CTHJE MOAKJIIOUAEMBIX MOLY/NEH PaCIIMPUTh
ayTeHTH(HKaurOoHHble BO3MOXKHOCTH «OpenVPN-I'OCT».
Yro6bl 3alIUTHUTBCA OT KJHEHTa, Mepealollero 3JoHaMepeHHO
CO3JaHHBIE CTPOKH JIOTMHA HWJM TapoJisi, JOTMH BCeraa MoJKeH
COCTOSITb TOJIbKO M3 CJELYIOLUIMX CHMBOJIOB: OyKB asndaBHTa U
uudp, NopadepKUBaHUs, Heduca, TOYKH WU at-KOMMepuecKoro
(@). Ctpoka mapoJisi MOXKET COCTOSITh M3 JIIOOBIX CUMBOJIOB, KOTO-
pble MOXXHO Hameuartatb, Kpome CR u LF. Jlio6ble HeKoppeKTHbIe
CUMBOJIBI B CTPOKaxX JIOTWMHA WJM MNapoJiss OYAyT NpeBpalleHbl B
3HaK MOAUYEPKUBAHHUS.
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Bce omnpenesieHHble M0/b30BaTeNeM CKPHUIITHI JOJKHBI M30erartb
CO3JaHUSl YA3BUMOCTH 3aLIUTBl NPU paboTe C ITUMH CTPOKa-
mu. Hukorma He wucnosnbsyiiTe 3TH CTPOKHM Tak, 4YTOOBl OHH
MOIJIM OBITb IIPOUHTEPIPETUPOBAHBI HHTEPIIPETATOPOM 00O0JOUKH
WJIM 4TOOBI CIeLHaJbHble CUMBOJbI B HUX CTAHOBHJIMCH 4YacCTbIO
escape-IocJieJ0BaTeJIbHOCTH.

--auth-gen-token [lifetime] | [locsie ycmemHoé ayreHTHduKauuu jgorus/maposs «OpenVPN-
[OCT» cepBep ¢ 3TOH omiuell reHepuUpyeT BpeMeHHBIH ayTeHTH-
(bMKALMOHHBIK TOKEH U OTIpaBJsieT ero kJjaueHty. [lpu caenyro-
wux noBTopHbelX noxak/aodeHusax «OpenVPN-I'OCT» knaueHT Oy-
JIeT OTIPABJISATH 3TOT TOKEH BMECTO MapoJis noJb3oBatens. Cep-
Bep Ha CBOEH CTOPOHE BBITNIOJHHUT BHYTPEHHIOI TPOBEPKY ayTeH-
Tu(rukauuu TokeHa U HE Oyner BBIMONHATD HUKAKUX [IOMOJHU-
TeJbHBIX POBEPOK ayTEHTU(DHUKALMH, HATIPABJEHHBIX HA BHEILIHHE
CKOH(pUTYpPEHHbIE MEXaHU3Mbl ayTEHTH(HUKAIIMY UMEHH T10J1b30Ba-
TeJIs1/TIapoJis.

Aprymenr lifetime onpenensiet, Kak 10Jro IeHCTByeT CreHepUpo-
BaHHbIH TokeH. lifetime 3amaercsi B cekynmax. Ecau lifetime He
3afgaH uau paseH 0, To TOKeH HUKOTIA He MepecTaeT AeHCTBOBATE.
OTa (PyHKLHS MOJe3Ha I/ Cpell, Ile HaCTPOEHO HCIOJb30BaHHE
onHopasoBbix mnaposeld (OTP) kak uyacTb mpoBepKH MOAJHHHO-
CTH T0JIb30BATeJs1/MapoJsisi, U 3TOT MeXaHH3M ayTeHTH(PUKALHUU
He TIO[IepPKHUBaeT HUKAKUX ayTeHTU(HUKALNOHHBIX TOKEHOB.

--opt-verify K/HeHTBl, KOTOpble COENMHSIIOTCS C OMIUSIMH, HECOBMECTUMBIMU
C OMIHUSIMU cepBepa, OYAYT OTKJIIOUEHH.

Onuwuu, KoTopble 6YAyT CPaBHUBATbCS Ha COBMECTHUMOCTb, BKJIIO-
yatotr dev-type, link-mtu, tun-mtu, proto, ifconfig, comp-lzo,
fragment, keydir, cipher, auth, keysize, secret, no-replay, no-iv,
tls-auth, key-method, tls-server, u tls-client.

dta onuus Tpedyet, uToOHl onuus --disable-occ HE ucnonbsosa-
J1ach.
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auth-user-pass-optional [Io3Bo/IUTE coevHEHHE C KIUEHTAMH, KOTOPble He YKa3bIBaIOT JIO-
TWH ¥ napoJib. Kak mpaBuiio, Korga ykasaHel onuuu --auth-user-
pass-verify unn --management-client-auth (unu ayrentudukanu-
OHHBIH MOJKJ/I0YaeMblii MOAYJ/b), cepBepHblil 1eMoH «OpenVPN-
[OCT» 6ynmet Tpe6oBaTh y MOAKJ/IOYAIILUXCS KJAUEHTOB YKa3aTb
JOTUH M TapoJsib. DTa OMIMS [eJiaeT Nepenady JOrdHa W Mapo-
JIsl KJIMEHTaMH OIIMOHAJbHOM, TepeiaBasi OTBETCTBEHHOCTD Orpe-
[leJIeHHOMY T0JIb30BaTeJ/ieM ayTeHTHU(PUKALMOHHOMY MOIYJIIO HJIHU
CKPUNTY, KOTOPbIH OyneT MpUHHMAaTh UJHW OTBepPraTh KJHEHTa Ha
OCHOBe APYruxX (pakTopoB (TakKWX Kak Habop moJieil cepTH(hHKa-
ta X.509). Korna ucnosnb3yercsi 3Ta onuus, U NOAKJIIOYAOLIIHHACS
KJMEHT He MepeaaeT JIOTUH U MapoJib, ONpeeseHHbIH MoJb30BaTe-
JieM ayTeHTU(UKALHUOHHBIA MOAYJ/b UK CKPUNT OyaeT paccMaTpH-
BaTh JIOTHH W MapoJib KaK MYCThble CTPOKH. AyTeHTH(HUKAIIMOHHbIN
monyab uau ckpunt JOJIZKEH umerb Jjoruky, utobbl 3aMeTUTb
3TO COCTOSIHME W OTBETHUTb COOTBETCTBEHHO.

--client-cert-not-required YCTAPEJIO He 3anpaimuBaTh KJIUEHTCKHUH cepTH(HHUKAT, KJIUEHT
OyneT ayTeHTU(PULHUPOBATHCS TOJIBKO C MOMOILBIO JIOTHHA U Mapo-
asi. UmeliTe B BHAy, UTO MCIIOJNb30BAHHE 3TOH NUPEKTHBHI MEHee
6e3onacHo, yeM TpeOoBaHHE CEPTU(PHUKATOB CO BCEX KJIHEHTOB.
Yutute, 3Ta onuus Obla 3aMeHeHa Ha Gojiee THOKYi --verify-
client-cert. Onuus --verify-client-cert none — dbyHKUHOHAIbHBIN
sKBHUBaJseHT --client-cert-not-required.
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--verify-client-cert YKkasaTb TpebyeTcs JiM OT KJAUeHTa NPeJoCTaBAATh BaJUAHBIN cep-
none|optional|require TU(HUKaT. Bo3aMokHble BapUAHTHI:

none: cepTu(UKaT Ka1eHTa He TpebyeTcs. KnneHT no/KeH ayTeH-
TU(PHUIMPOBATHCS TOJBKO C MOMOILBIO UMEHH MOJb30BaTe s/ Iapo-
asi. UmeliTe B BHAYy, UTO MCIIOJb30BaHHE 3TOH NUPEKTHBbl MeHee
6e3onacHo, yeM TpeOoBaHHe CEPTU(PHUKATOB OTO BCEX KJIHEHTOB.
Ecsu Bl Hcnosib3yeTe 3Ty OUPEKTHBY, BCS OTBETCTBEHHOCTD JIO-
JKUTbCS Ha Balll --auth-user-pass-verify script, moatomy nomHuure,
4TO OLIMOKMU B BallleM CKPUINTe MOTEHLHUANbHO MOTYT MOCTaBUTh
non yrpody 6e3omnacHocTb Baiied VPN.

--verify-client-cert none - QyHKUHOHA/NbHBIH 3SKBUBaNEHT --
client-cert-not-required

optional: K/IMeHT MOXKeT MpeabsSBUTh CEPTU(DHUKAT, HO ITO HEOOs-
3aTesbHO. Korma ucnosb3yercst 3Ta AUPEKTHUBA, Bbl JOJKHBI TaK-
»Ke HUCMoJb30BaTh --auth-user-pass-verify script, uto6er y6enutb-
csl, UTO KJHEHT IpolleJ ayTeHTHU(PUKALHUIO C MOMOILbIO CEepTH-
(uKata UM MMEHH I0Jb30BaTe/ sl U MapoJis, a BO3MOXKHO U C
MOMOILLbIO U TOTO, U APYroro.

AHanoruuHo, BCsi OTBETCTBEHHOCTD 3@ ayTEHTU(DHUKALIMIO JIOXKHUTh-
cs Ha Bal --auth-user-pass-verify script, moatomy nomHure, uto
OLIMOKM B BallleM CKPUIITe MOTeHLHa/JbHO MOT'YT MOCTaBUTb MOJ
yrpo3y 6e3omnacHocTb Baieid VPN.

require: 3To OMUMSA MO yMOJYaHUIO. KJHEHT 10J/KeH MpeabsiBUTh
cepTuduKkat, uHaue OyneT oTKaszaHo B goctyrne K VPN.

Eciu Bbl He HCrosib3yeTe 3Ty OHUPEKTHBY (WJM HCIOJb3yeTe
--verify-client-cert require), Ho wucmosb3yete --auth-user-pass-
verify script, torma «OpenVPN-I'OCT» BBIMOJHHUT OBOHHYIO
ayTeHTH(UKauMo. Bepudurkauusa kavmeHtckoro ceptudukara U --
auth-user-pass-verify script mo/KHbI 3aBepIIUTHCS yCIIEXOM, YTO-
Obl KJIHEeHT Obl1 ayTeHTHU(UUUpoBaH U ponylieH K VPN.

--username-as-common- Ilns ayTeHTHUKALMKM ¢ momollpio --auth-user-pass-verify, uc-
name N0/Mb30BaTh AayTeHTHU(UKALMOHHBIA JIOTHH, a He cOommon name
U3 KJHEHTCKOro cepTH(UKaTa B KayecTBe COMIMON name.

--no-name-remapping YCTAPEJIO --no-name-remapping — ajbTepHATUBHOE HUMS AJisI
--compat-names no-remapping onuuu. OHa oOecreyHUBaeT COB-
MeCTHUMOCTb C KOH(pUTypaUuHUsIMU cepBepa C MOMOILbIO apaMeTpa
no-remapping. O6patuTte BHUMaHHe: 3Ta onuus ycrapesa. [loaro-
My y6enuTech, 4TO Bbl mopaep:kute HoBeIH X.509 popmar nmMeHH,
ONHUCaAHHBIM B --compat-names ONUMHA KaK MOXKHO CKOpeH.
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--port-share host port [dir] | [Ipu pa6ore B TCP-cepBepHOM peKUMe, HCIOJb30BaTh TOPT
«OpenVPN-I'OCT» cOBMECTHO C ADPYTHM TMPUJIOKEHHEM, TaKHUM
kKak HTTPS-cepsep. Ecau «OpenVPN-I'OCT» npumer coenuHe-
HHMe Ha CBOEM TMOPTY, KOTOPOE HCIOJIb3YyeT MPOTOKOJ, OTIHYHbIN
ot npotokosa «OpenVPN-I'OCT», oHa nmpokcupyeT coennHeHHe
K cepBepy Ha host:port. B Hacrositiee Bpemsi paGoTaeT TOJBKO
¢ HTTP/HTTPS, xoTs TeopeTHueckd ee B OymylieM BO3MOXKHO
pacIIMpUTh Ha APYTHE MPOTOKOJbI, TaKHe Kak ssh.

dir ykasblBaeT OMIMOHAJNbHBINA KaTaJjor, rae OyneT creHepupoBaH
BpPeMEeHHbIH (Al [Jisi KaXKIOTO MPOKCH COeIMHEHHs C MMeHeM
N u comepxamuii C, rme N — wucxomubitt [P:port, a C - wuc-
xonHbl# [P:mopT coenuHeHHs ¢ MPOKCH-CepBEPOM. DTOT KaTasor
MOXKeT OBITb HCIIOJb30BAH MPOKCH-CEPBEPOM B KadyecTBe CJIOBa-
psi IS OTIpefie/ieHnst UCTOUHHKA coefiHeHus. Kaxkblil creHepeH-
HBIA (paiia OyneT aBTOMaTHYeCKHU yaaJieH MocJe pa3pblBa MPOKCH-
COe/IMHEeHMUS.

He peanusoBana B Windows.

10.4 KiueHTCKHH pexuM

HcnonbayiiTe KAUEHTCKUN pexxuM, noakJiatouasichk k cepsepy «OpenVPN-I'OCT», koTopbiii uMmeeT
B KOH(UTypallUH OMIHH --server, --server-bridge usau --mode server.

--client BcrnomoraresnibHasi AHpeKTHBA, MpefHa3HayeHHAs [JIs TOrO, UTO-
Obl YIIPOCTUTb KOH(HUTYpaLHIo KJAUeHTcKoro pexxuma «OpenVPN-
[OCT». dta nupekTHBa 3KBHBaJIEHTHA CJEAYIOLIEMY:

pull
tls-client

--pull DTa onuus N0JKHA MPUMEHATbCS Ha KJHEHTe, COeNHHSIOLIEMCS
C MHOTOKJIHeHTHbIM cepBepoM. OHa ykasbiBaeT, 4yTo «OpenVPN-
[OCT» pno/KHa MPUHATH OINLMM, NepelaHHble CepBEpPOM, eCJIH
OHHM SIBJISIFOTCS] YaCThIO NIPABOMOYHOr0 Habopa IMepefaBaeMblX OIl-
uui (o6paTuTe BHUMaHHUe, uTo onuus --pull mogpasymeaercs om-
nuel --client).

B uyactHoctH, --pull mo3BosisieT cepBepy mnepenaBaTbh KJMEHTY
MapLIpyThl, TaK 4TO He CJedyeT HcmoJb3oBath --pull u --client
B CHUTYyallUsiX, KOTJla Bbl He JOBepsieTe CepBepy KOHTPOJb Hal Tab-
JULEeH MapLIpyTH3alUH KJIHeHTa.
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--pull-filter Onuuu GuabTpauyy, nojydaemMble OT cepBepa, ey OMIUs Hauu-
accept|ignore|reject text Haetcs ¢ text. 3amyckaercs Ha KnueHTe. Pyar accept paspelnaer
ONLMIO, ignore ynajsieT ee U reject ycTaHaBarMBaeT OLIKOKY U 3a-
nyckaet nepesanyck SIGUSERI. ®uabTpbl MOTyT yKa3blBaThCs
HECKOJIbKO pa3, W KaxK/Abli NpUMeHsIeTCsl B TOM NOpsiiKe, B KAKOM
nepeurcseHbl. PuapTpauns KaxKI0H OMUUM OKaHUMBAeTCs, Kak
TOJIBKO COBMNajieHHe HakneHo. HecoBnmaauine omuuu npuHUMAIOT-
csl 10 YMOJIYAHUIO.

CpaBHeHHe mnpedHKca HCIOJAb3yeTCs [JI CONOCTaBJEHUS TeKCTa
M TIOJly4eHHOH omuuu, utobsl --pull-filter ignore "route"ymamun
BCe Mepe/laHHble OMIMH, HaYyMHaolMecs ¢ "route KOTopble MOTYT
BKJIIOUaTh B cebsi, K nmpuMepy, route-gateway. 3akjounTe TEKCT
B KaBbIYKH, YTOOBI yUecTh MPoOeJIbl.

--pull-filter accept "route 192.168.1.-pull-filter ignore "route '
- yhaJsT BCe MaplIpyThl, KOTOpble He HayuHaloTcs ¢ 192.168.1.
DTa onuHus MoXkKeT ObITb UCIOJb30BaHA TOJNBKO Ha KjaueHTax. O6-
paThTe BHUMaHHe, 4YTO reject MoxKeT IMPUBECTH K IOBTOPSAIOLILE-
Mycsl IMKJY 005l U NepernofK/IUeHus], eC/IH TOJNbKO He yKa3aHO
HECKOJIbKO YCTPOHCTB U MNOAKJ/IOYEHHE K CJleyIolleMy YCTPOHUCTBY
He OKarkeTcsl ycrelHbM. YToObl Mo4ya UTHOPHPOBATH OMLMIO, OT-
TpaBJIeHHYIO CepBepOM, UCIOJIb3yHTe ignore.

v

-auth-user-pass [up] AyreHTrnduUIMpPOBaTHCS HAa CepBepe C MOMOLILbIO JIOTHHA U T1apoJis.
up — a#s, comepKallMi JOTUH U MapoJb B 2 CTPOKAX.

Ecau ctpoka mapossi orcyteyert, To «OpenVPN-I'OCT» mpenJio-
JKHT BBECTH €e.

Ecsiu mapameTp up omylieH, JJOTHH U MapoJib OyAyT 3anpalinBaTh-
csl ¢ KOHCOJIH.

CepBepHasi KOH(pUTypalusi J0JKHA yKa3aTb CKpUMT --auth-user-
pass-verify, 4TOOBI IPOBEPUTDH JIOTHH U MapOJib, TPeI0CTaBIeHHbIE
KJIHEHTOM.
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--auth-retry type

KoutposupoBate, kak «OpenVPN-I'OCT» oTBeuaeT Ha OLIHOKH
MPOBEPKH JIOTHHA W MapoJisi, TaKWe KaK OTBET C KJHEHTCKOH CTO-
poHbl Ha coobuienue ceppepa AUTH_FAILED usu Heynaua mpo-
BEPKH MapoJis 3aKPBITOr0 KJoya.

Kak npaBuio, ucnosbayercs, 4ToObl NPeJOTBPaTUTh ayTeHTU(U-
KallMOHHBlE OUIMOKKU OT (paTasjbHOCTHU Ha KJIMEHTCKOH CTOpOHe, U
MO03BOJIUTh MEPEe3anpPOCUTh JIOTHH U MapoJb B CJydae OLINOKH.
Coob6uienne AUTH_FAILED renepupyetcsi cepBepoM, €CJid KJIH-
€HT He MPOXOAMT ayTeHTHU(HKauuio --auth-user-pass, uau ecqau
cepBepHBIN CKpUMT --client-connect Bo3BpaliaeT cratyc OUMOKH,
KOrJia KJIHEeHT MbITaeTCs MOAKIIOUNTBCS.

type MoxkeT OBITb OLHHUM H3:

none - K/jueHT BBIXOOHUT ¢ (haTalbHOH OLIKOKOH (yMO4aHHE)
nointeract - KnueHT nonbiTaeTcs nepenofk/a0UUThCs 6e3 nepesa-
npoca JIorTHHa u mnapoJs --auth-user-pass. HMcnosbsyiite sty on-
LIMIO 1151 HeOOCYKMBAeMbIX KJIHEHTOB.

interact - ¥ ksineHTa OymeT mepesanpolieH JOTHH H MapoJib U/UJu
NapoJib 3aKPLITOTO KJi04a Mepef MONbITKOH MepernogKaI0YeHus.
O6paTtuTe BHUMaHHe, YTO XOTS 3Ta ONLHUSA He MOXKeT OblTb NHepe-
JlaHa, el MOXKHO yTpaBJsTh ¢ UHTepdelica ynpaBJ/eHuUs.

--static-challenge t e

BkslounTh cTaTHYecKHH MPOTOKOJ 3amnpoca/oTBeTa, HCIOJb3Ys
TeKCT 3anpoca t ¢ dpsarom 3xa, 3aganubeiM e (0]1).

®nar 5xa yKasblBaeT, cJedyeT JU U HET MOBTOPSATb OTBET I0JIb-
30BaTeJIsl Ha 3ampoc.

Cm. management-notes.txt us gucrpudyrusa «OpenVPN-ITOCT»
I/ oTKcaHusl mpoTokoJia 3anpoca/otBeta «OpenVPN-TOCT» .

--server-poll-timeout n, --
connect-timeout n

[{uk/avuecKy ompailvBasi BO3MOXKHbIE yIaJieHHble cepBepa, uTo-
OBl MOAKJ/IOUNTBECS, TPATUTh He GOJblle N CEeKyHI Ha OXKHUIaHHE
OTBeTa, Mpexjie UeM MepeiTH K ClefylleMy cepBepy. 3HaueHue
no ymosmuanuio 120c. ToT TakMayT BKJOUAeT TalMayT MPOKCH-
cepepa u TCP-coennHenus.

[TopsinkoBbi#i Ne M3MeHeHUsI

[Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
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--explicit-exit-notify [n] B UDP-knnveHTCKOM peXXHMe WJH B peXHMe TOUKa-B-TOUKY IO-
CblIaTh CepBepy/mapTHepy COOOIIeHHe O BBIXONE, €CJIU TYHHeJNb
nepesanyckaercsi uau npouecc «OpenVPN-I'OCT» 3aBepiiaercs.
B k/iueHTCKOM pekKMe, TIpH BbIXOfe/Tepe3anycke, 3Ta OMLHUs CO-
OOLIUT CepBepy, YTO CJedyeT HeMelJeHHO 3aKPBITb €ro 0O0BeKT
9K3eMIlIsipa KJMeHTa, a He XaaTb TakMayra. [lapamerp n (mo
yMOJTUaHHIO 1) yripaBJisieT MakCHMAaJbHBIM KOJUYeCTBOM TIOMBITOK,
KOTOpBbIe MpedNpUMeT KJIHEHT, MOChlas COOOLIeHHe O BBIXOJe.

B UDP-cepBepHoM pexuMe nocbl1aTh KOMaHAy KaHaJja YIpaB-
nenuss RESTART nopkiouenHsiM kjaueHtam. [lapamerp n (1o
yMoJauaHuio = 1) KoHTpoJupyeT noBefeHHe KjaueHToB. Korma n
= 1, KJMEHT MOMBITAeTCs MOBTOPHO MOAKJIOUHUTBCS K TOMY »Ke
cepBepy, Korjga n = 2, KJHeHT NepeifieT K CJeylolleMy cepBepy.
«OpenVPN-T'OCT» He OyzneT oTnpaB/siTh HUKAKUX YBeIOMJIEHUH
O BBIXOJlE, €CJIM 3Ta ONLUS He BKJIOYeHa.

--allow-recursive-routing Korna sra onuus ycraHoBsieHa, «OpenVPN-I'OCT» ne 6ynmer
cOpacbiBaTh BXOAsilIHe tun MakeTbl ¢ TeM Ke MyHKTOM Ha3Ha-
YeHHSsI, UTO U XOCT.

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe




KpunTo CENY.00009-05 32 09 113

10.5 Onuwuu 3amndpoBaHus KaHasua NaHHBIX

OTH ONLMM HMEIOT 3HaueHHWe U JJI CTATUUECKOro pexkuma, U anas pexkuma TLS-norosopeHHoro
KJfo4ya (IOJ2KHBI ObITh COBMECTHMbI MeXKIy MapTHepaMH)

--secret file [direction] Ob6ecrneynTh peXHUM 3alId(pOBaHUsA CTATHYECKOro Kiwoda (He
TLS). HMcnosnb3oBaTh paHee MOJyuyeHHBIH OOOUMH MapTHepaMH
cekpeTHBIH KJtou file, KoTOpbl# Obll CreHEepHpPOBaH C MOMOIIbIO
ONnLHH --genkey.

OnuuonanpHell mapamerp direction o6ecrmeynBaeT HCMOJb-
soBaHue 4 pasauunbix kJaoded (HMAC-ornpaBka, wmudp-
samudpoanue, HMAC-nosnyyenue, mudp-paciindpoBaHue), Tak
UTO KaK/10e HalpaBJjeHHe TeYeHHs JaHHBIX UMeeT Pa3JUuHbI{ Ha-
oop kaouedt HMAC u 3amudoBanus. ITo UMeeT psifi KeJjaTesb-
HBIX 3aLIUTHBIX CBOHCTB, BKJ/IOYas HCKJ/IOYEHHE OINpefieseHHBbIX
BUIOB D0S-aTak W atak rnepenpourpbiBaHUs COOOIIEHUH.

Korna mapamerp direction omyiieH, 2 Kiawoua HCIOJIb3YIOTCS B
IBYX HanpaBseHusix, onuH aasg HMAC u omuH nss 3amudpoBa-
HUs/pacinpoBaHHUS.

[Tapamerp direction Bcerma mosikeH UMeTb AOMOJHSIOIIKAE PYT
Apyra 3HayeHHUs Ha 00eHUX CTOPOHAX COeJUHEHHS, T.e. OHA CTO-
pOHa J0JIKHA UCIOJIb30BaTh «1», a npyrasi ucnoab3oBath «0», Hin
o6e CTOPOHBI JOJIKHbI €r0 OMYCTHUTb MOJHOCTBIO.

[Tapametp direction tpebyer, uto6bl ¢aiin file comepxkan 2048-
OUTHBIHA KJIOY.

Pexxum 3a1npoBKH Ha CTaTUUECKOM KJIIOUe HMeeT OomnpefeJseH-
Hble TpeuMylllecTBa, HauboJsee BaXKHOE U3 KOTOPbIX — JIETKOCTb
KOH(UT'YpHUPOBaHHUSI.

Het cepTudukaros, yI0CTOBEPSIOMINX LEHTPOB UJH CJIOKHBIX J10-
TOBOPHBIX X9H[IIEHKOB U NPOTOKOJOB. ENMHCTBEHHOE TpeOoBaHUe
— 4yToOBl Y Bac OblJI paHee CYLIECTBYIOUIMH 3allUIIeHHbIH KaHaJl
C BallIUM MapTHepoM (Tako# Kak ssh), uToObl M3HAYAJIBHO CKOIH-
poBaThb KJio4. ATo TpeGoBaHHe, BMeCTe ¢ (PaKTOM, UTO Ball KJOU
HHUKOTa He MEHSIeTCs], eC/IM Bbl He CreHepupyeTe BPyUHYIO HOBbIH,
JleJlaeT 3TOT PeXKUM HECKOJbKO MeHee 0e30MacHbIM, UeM PexHM
TLS (cm. Huxe). Ecain atakyiomieMy ynaetcst yKpacThb Balll KJiod,
BCe, YTO ObLIO KOTAa-aubo 3alu@poBaHO UM, CKOMIIPOMETHUPOBA-
Ho. CpaBHHUTE 3TO C HJleaJbHBIMM BO3MOXKHOCTSIMHU CEKPEeTHOCTH
B TLS-pexume (c ucrnosb3oBaHueM obOMmeHa KiwouaMu Juddu-
XeJsiMaHa), THe Ha)ke eC/U aTaKyolleMy yIajoch YKPacTb Balll
3aKPBITBIM KJ/I0U, OH He MOJYUYUT HUKAKOH UH(MOPMALUU, KOTOpPas
nomorJia 6bl eMy pacliM(ppoBaTh Mpeablayllihe CeaHCHI.
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Elle onuH mpeuMyIIeCTBEHHBIH acleKT peKuMa 3allu(pOBaHHUs
CO CTaTHYECKHUM KJIIOUOM TOT, UTO 3TO MPOTOKOJ, B KOTOPOM OT-
CYTCTBYIOT X3HALIEHKH, HET HUKAKHUX OTJIWYUTENbHBIX MOIIMUCEN
MJIM TIPU3HAKOB (TaKHUX KaK 3aroJI0BOK MOCJeI0BATENbHOCTH XIH/-
1Ielika MPOTOKOJIA) KOTOpble OTMeuasy Obl 3alIH(pOBaHHBIE MaKe-
Tbl Kak creHepupoBaHHble «OpenVPN-T'OCT». Jlwo6o#, noacay-
IIMBAKIIUK Ha MTPOBOJE, HE YBUAUT HUUETO, KPOMe CJAYYaHHO BbI-
TJSASIIINX AaHHBIX.

--key-direction AnbrepHaTHBHBIH C0CcO0 yKasaTh ONLUMOHAJbHBIA MapameTp Ha-
npasJeHus as --tls-auth u --secret onuuii. [lose3Ho npu Ucmob-
30BaHUM BCTPOEHHBIX (haisoB (CM. pasfesl 0 BCTPOEHHBIX (aitmax

).

--auth alg AyreHTH(UIMPOBATh MAKETBl, WCIOJNb3Yys aJTOPUTM OakmxKe-
cra alg, cjaemyer WHCMIOMb30BaTh AJITOPUUTMBl HMHUTOBCTaBKU
magma-mac uau kuznyechik-mac, snu6o anroputmer HMAC
md_gostl2_256 nau md_gostl2_512, nns obecreueHus coBMe-
ctumoctd ¢ «OpenVPN-I'OCT» us cocraba CK3U «Marllpo
Kpunrollaker 3.0» nomyckaeTcsi CroJib30BaHHe aJroputMa gost-
mac. YToObl OTK/II0YUTb ayTeHTH(UKALINIO, YCTAHOBUTE 3HAUEHHE
napamerpa alg B none.

Ecau ncnosnbp3yercs pexkum mugposanus MGM (cm. onuuio --
cipher), To mpH 3alUTe MepenaBaeMbiX NaHHBIX TapameTp --auth
UTHOPHUPYETCS, UCMONb3yeTcsi ayTeHTU(UKauus pexuma MGM.

--cipher alg lucdpoBaTh mnakeTbl ¢ TOMOILbID aJrOpPUTMAa LIK(GPOBAHUS
alg. CusemyeT HCMoOMb30BaTh OAWH M3 CJAEAYIOLIUX aAJTOPHUT-
MoB: magma-ctr-acpkm, kuznyechik-ctr-acpkm, magma-mgm
unn  kuznyechik-mgm. [as obecnieyeHHsi COBMECTHUMOCTH C
«OpenVPN-T'OCT» us cocraa CK3M «Marllpo Kpunrollaker
3.0» mormyckaercs MCMoJb30BaHHe ajqroputma gost89.
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--ncp-ciphers alglist Onuusi 3agaéT CHHMCOK MOMYCTMBIX aJIOPUTMOB LIM(POBAHUS
MaKeTOB, pa3/eJEHHBIX [BOETOUHEM, CJedyeT YKasblBaTb ONMH
WM HECKOJbKO H3 CJeIYILIMX MakeToB: magma-ctr-acpkm,
kuznyechik-ctr-acpkm, magma-mgm usau kuznyechik-mgm. Ec-
JIM Ha 000MX KOHLlIAaX COeAMHEHHUS yKa3aHa 3Ta ONuHs, A5 Lud-
pOBaHMS MaKeTOB OyAeT UCIONb30BaH MePBbIH U3 0OLINX aJrOPUT-
MOB 3THX CIIMCKOB, OMUHS --cipher B 3TOM cJjiyuae UTHOPUPYeTCs.
Ecnu onuus 3agaHa ToJbKO y OfHOH M3 CTOPOH COeMHEHHUs, a Ha
BTOPOH CTOPOHE yKa3aHa omnuus --ncp-disable nubo ucnosbsyer-
csi «OpenVPN-I'OCT» u3 cocraa CK3U «Marllpo Kpunrolla-
keT 3.0», B KOTOPOM MeXaHHW3M COIJIACOBAHHUSl ajropuTMa LIud-
pOBaHMS He MOAJAEP:KUBaeTcs, TO OyIeT HCMOJb30BaH AITOPUTM
IH(POBAHUS APYrOM CTOPOHBI, €CJM OH JHOO yKas3aH B ONUHHU
--cipher, n160 npucyTCcTByeT B CIUCKe --ncp-ciphers

--ncp-disable OTkJ/10492eT TPOTOKOJ COIJIACOBAHUSA aNropuTMa IIH(POBaHUSA,
nasi wrppoBaHus OyAeT HCMONb30BaH alrOpUTM, YKa3aHHBIH B
onuuu --cipher.

--keysize n YCTAPEJIO Pasmep kitoua mndpoBaHusi B 6UTax (ONLIHOHA/b-
Ho). Ecim He yKazaHa, MO yMOJUAHHWIO paBHA yMOJYaTeJbHO-
My 3HaueHMIo, CleUU(PUUHOMY [/ AaHHOro wmudpa. Onuus -
-show-chipers (cMm. HHMXKe) TOKa3biBaeT BCe AOCTYMHBIE MIH(PHI
OpenSSL, ux ymosmuatesnbHble pa3Mepsl KJOUeH, U MOXKHO JIU U3-
MEHHTb pa3Mep KJtoya. MeHsiliTe yMo/IUaTebHBIE pa3mep KJoua
C OCTOPOXKHOCTbIO. MHorue wHdpel He ObIIW LWIUPOKO KPHUITO-
AHAJN3UPOBAaHbl C HECTAHJAPTHBIMU JJHMHAMM KJ/IOUeH, u OoJsee
IJIMHHBIE KJIOY MOXeT He TPefOCTaBJ/sATh PeasbHOH TrapaHTHU
GoJiblliell 6e30MacHOCTH U [aKe YMEHbUIUTh CTeNeHb 3alUThI.

--prng alg [nsl] (HomonnurensHas) nas PRNG (reneparopa mnceBmoc/ydadHbIX
YHCeJ) WCIOJB30BaTh aJrOPUTM Jakmxkecta alg (mo ymoJsuaHuUio
shal) u ycranoButh nsl (mo ymosuanuio 16) B pasmep B 6aiitax
IJIMHBI cekpeTa nonce (Mexnay 16 u 64).

YcraHoBHTe 3HaueHHe mnapameTpa alg B none, 4YTOObl OTKJIIO-
untb PRGN u ucnonbsoBath BMecTo Hee ¢yHKuuio OpenSSL
RAND_bytes nmnsi Bcex TpeGoBaHHE NMCEBAOCAYyUaHHBIX UHCEN B
«OpenVPN-T'OCT».

--engine [engine-name] Ob6ecrneynTh (QYHKLUHOHAJBHOCTb KPHUITOrPAPUUECKOTO0 MOMLYJIs
engine OpenSSL, ocHOBaHHYI0 Ha anmapaTHBIX BO3MOXKHOCTSX.
Ecnu ykasan mapamerp engine-name, HCIOJIb30BaThb OMNpeeseH-
HbIH KpunTorpaduueckuil Moy b engine. Mcnonb3yite onuuio --
show-engines, 4To6BI MOJYYUTh CIHUCOK KPHUNTOrpapUUECKHX MO-
nyJneil engine, kotopele nopaepxkuBaotces OpenSSL.
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--no-replay YCTAPEJIO (HomosnHuTeIBHAS) OTKJIIOUHTD 3alIUTY
«OpenVPN-IT'OCT» npoTtuB arak mnepenpourpeiBanus. He
HCIIOJIb3YHTE 3Ty OIHUI0, €CJAW Bbl He TOTOBBl 3alJaTUTh
yMeHbIlIEHHeM CTeleHH 3alUThl 33 yBeaudeHue 3(H(HeKTUBHOCTH.
«OpenVPN-T'OCT» npenoctaB/isieT 3allUTy OT IepernpoUrpbiBa-
HHS laTarpaMM 10 YMOJYaHHIO.

3amunra OT TMepernpoUrpeiBAHUS BBIMOJIHIETCS TOMEYaHHEM KarK-
N0V UCXOASILEH naTarpaMMbl UAEHTU(HUKATOPOM, KOTOPBIH rapaH-
TUPOBAHHO YHHUKAJIEH AJs UCIOJIb3yeMoro KJjawo4a. [lapTHep, KoTo-
pBIH TOJIyyaeT gaTarpamMmy, MPOBepsieT YHUKAJIbHOCTb HAEHTH(H-
KaTopa. Ecau 3TOT uaeHTHPUKATOP yKe Obl1 MOoJydeH B Mpelbl-
nyueir nararpamme, «OpenVPN-IT'OCT» npourHopupyeT mnaxer.
3amura OT MepenpourpeiBaHus BaxKHa IJs TOTO, YTOOBI OTPA3UTh
TaKWe aTakd, KaK artaka mnepernosHeHdns SYN, rme aTakymoouiui
cyliaeT Ha mpoBoje, nepexBatbiBaeT nakeT SYN (MaeHTHDHIH-
pysl €ero no KOHTEKCTY, B KOTOPOM OH BCTPeuaeTcs M0 OTHOLIEHUIO
K JPYTMM IakeTaM), MOTOM IlepefiaeT MOJydaiolleMy MapTHepY
MHOKECTBO KOIHH 3TOrO IMakKeTa.

3amuTta ot nepenpourpeiBaHus B «OpenVPN-I'OCT» peanusosa-
Ha HECKOJIbKO Pa3JIMUHBIMH CIIOCOOAMH, B 3aBUCHMOCTH OT PeXKH-
Ma ynpaBJieHUs KJo4YaMH, KOTOPbIH Bbl BbIOpaJH.

B pexume cTaTHuecKoro KJjwoua WM MPH UCIOJAb30BAHHH LIU()-
poB CFB uan OFB, «OpenVPN-I'OCT» ucnosnbsyer 64-6UTHbIN
YHUKAJIbHBIH HAEHTU(UKATOP, KOTOPbIH COYeTaeT METKY BpeMeHH
C YBEJMUMBAIOMIMMHUCS TOCJEN0BATEJbHBIMA HOMEPaMH.

[Ipy wucnosnbzoBanuu pexuma TLS pas obMeHa KJawouaMu U
muppa CBC, «OpenVPN-TOCT» ucnonb3yer ToJMbKO 32-0UTHBIN
MoC/efoBaTeNbHBIH HOMep 0e3 MeTKH BpeMeHH, MOCKOJbKY
«OpenVPN-T'OCT» MoxkeT rapaHTHpPOBaTb YHHKaJbHOCTb 3TOU
BeJIMUMHBl 1 Kaxkporo kJmoda. Kak B IPSec, ecau nocaeno-
BaTe/bHbIM HoMep npubauxaercs K HyJwo, «OpenVPN-TOCT»
3anycKaeT HOBBbIH 0OMeH KJ/I04aMH.

Uro6bl  MpPOU3BOAWTHL  MPOBEPKY HAa  MepenpoUrpbiBaHue,
«OpenVPN-IT'OCT»  ucnosib3yeT  ajJropuTM  «CKOJIb3SIIIETO
OKHa», hcnosb3yeMbiit [PSec.
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--replay-window n [t] Hcnonb3oBaTh CKoMb3sillee OKHO AJisl 3aALLUTHl OT Tepernpourpbl-
BaHHUSl pa3Mepa N U BpeMeHHOe OKHO B t CeKyHI.

[To ymosnuanuto n paBHo 64 (ymosuanue [PSec), a t paBHO 16
CeKyHIaM.

DTa onuus akTyanabHa ToJbko B pexxume UDP, T.e. Korma umau
yKazaHa omnuusi --proto udp, unu BooOlle He yKasaHa ONUHUSA --
proto.

Korna «OpenVPN-TOCT» tynnenupyer IP-nakers yepes UDP,
CYLIECTBYET BO3MOXHOCTb, UTO TaKeTbl MOTYT OBITb IOTEpS-
Hbl WMJIM JOCTaBJEeHbl B HeNpaBUJbHOM mopsiake. [locKosbky
«OpenVPN-T'OCT», kak u [PSec, smynupyer cioéi ¢hu3nueckon
CeTH, OHA MPUMET MOC/eI0BaTeNbHOCTb MAaKEeTOB, MPHUILEALINX B
HeNpaBUJIbHOM TOPSIAKE, U IOCTABUT TAKHe MAKEThl B TOM e T10-
psiIKe, B KAKOM OHH ObLIM MOJyueHbl, B cTeK mpotokosos TCP/IP,
€CJIM OHHU YIOBJIETBOPSIIOT HEKOTOPHIM OrPaHHUUEHHSIM.

1. TTakeT He MOXeT OBITh MEpPENPOUTPLIBAHUEM (€CJH TOJBKO
He yKa3aHa omnuus --no-replay, Kotopasi OTK/I04aeT 3aLUTY
OT TepernpoUrpPLIBaHHS)

2. Ecau nakeT npuOblBaeT B HeNpaBUJbHOM MOPSIIKE, OH MO-
KeT ObITb NMPUHAT TOJBKO €CJIH pa3HHLlA MeXJy ero rnocJe-
NI0BaTeJIbHBIM HOMEPOM M CaMbIM OOJIBLIUM Y2Ke TMPUHSATHIM
nocJ/en0BaTeNbHBIM HOMEPOM MeHbllle 1.

3. Ecau naker npubbiBaeT B HeNpaBUJIbHOM MOPsiIKe, OH OyHeT
TNIPUHSAT TOJIBKO €CJIM OH NMpHUOBIBaeT He Mo3Ke 4eM t CeKyH[
nocJie Jil0OOro nakera, copepKaliliero 6oJiee BLICOKHMH MocJe-
J0BaTeNbHBIH HOMeP.

Ecsu Bbl Hcrosb3yeTe ceTeBYIO CBSI3b C GOJIBILOH MarucTpasbio
(4TO 0O3HAUAET LIMPOKYIO MOJIOCY TIPOMYCKAHUS U OOJbLIONH MePHO]L
OXKHUJAHHsSI), BBl MOXKETe 3aXOTeTh HUCIO0JIb30BaTh OOJbIINE BEJH-
urHbl n. Oco6eHHO 4acTo 3Toro TpebyeT CMyTHUKOBAs CBSi3b.
Ecnu Bbl 3anyckaere «OpenVPN-I'OCT» ¢ --verb 4, Bb yBUIH-
Te coobuienne «Replay-window backtrack occurred [x]» Kaxmbiit
pas, KOTa OTCTYIJeHHe MAaKCHMaJbHOTO MOCJeN0BaTeTbHOIO HO-
Mepa YBeJHUHBaeTcs. DTO MOXKET ObITb MCIOJb30BAHO /IS Ka-
JIMOPOBKH 1.

Cyl1ecTBYIOT HEKOTOpble MPOTHUBOPEYHS MO MOBOAY MOAXOASIIE-
ro crioco6a obpalleHdsl ¢ U3MeHEeHHeM MOpsiiKa MaKeTOB B CJO€
0e30MacHOCTH.

A ¥MeHHO, 10 KakKO# CTeleHU [OJXKEeH CJOH 0e30MacHOCTH 3a-
IUIIATh MHKAMCYJHUPOBAHHBIA MPOTOKOJ OT aTak, KOTOpPblE MPH-
TBOPSIIOTCS PA3HOBUIHOCTSIMH OOBIUHOH TOTEPH U IMEPECTAHOBKH
MakeToB, KOTOpble caydatorcst B [P-cersax?

[Tonxon IPSec u «OpenVPN-T'OCT» coctouT B TOM, 4TOOBI pas-
PEeIIUTh MepecTaHOBKY MAKEeTOB BHYTPH OMpeeJJeHHOTO (PUKCHPO-
BAaHHOTO OKHA MOCJ/eI0BaTeIbHbBIX HOMEPOB.
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«OpenVPN-T'OCT» nononnsier monesb [PSec, orpannuuBas pas-
Mep OKHa BO BpeMeHH, KaK U B NPOCTPAHCTBE MOCJeI0BaTEIbHO-
CTH.

«OpenVPN-T'OCT» rtakxe no6asaser TCP-tpancnopt Kak on-
uuto (He npemsaraemyto IPSec), B atom ciyuae «OpenVPN-
[OCT» moxeT 3aHSITh 0YeHb CTPOTYH0 MO3HUIHIO 10 OTHOILEHHIO
K yIaJeHWI0 W MepecTaHOBKe COOOLIEHWH: He MO3BOJISATH 3TOTO.
[Tockobky TCP rapaHTHpyeT HamexXHOCTb, Jro0as MOTeps HJIH
repecTaHOBKa MaKeTOB MOXKeT OBITb COUTeHa aTaKoH.

B 3ToM cMbicjie MOXKHO BO3pa3uTb, 4YTO TyHHeJbHbBIH TCP-
TPAHCIOPT TMpeANouTHTeJeH NpU TyHHeJUpoBaHUU He-IP uu
UDP-npoToko/i0B npu/iokKeHUH, KOTOpble MOTYT OBITbH ySI3BUMBI
0 OTHOUIEHHUIO K aTake yJaJeHHs WM NepPeCTAaHOBKU MaKeTOB,
KOTOpasl He yjaeTcsl B Npeje/aX HOpPMaJ/bHbIX ONepalUuoHHbIX Na-
pametpoB [P-cereil.

[TosTomy yTBep:xaaeTcs, YTO HUKOTA He CJefyeT TYHHEeJIUpPOBaTh
He-IP-npotokon uau UPD-npotokon npunoxenusi yepes UPD,
€CJIM TIPOTOKOJ MOXKeT ObITh YSI3BUM 110 OTHOLIEHHIO K aTake yna-
JIEHHS] WJIM NIepeCTaHOBKH NAaKeTOB, KOTOpasl He yJlaeTcs B Ipeje-
JlaX HOpMaJIbHbIX ONEPallMOHHBIX MapaMeTpPOB TOrO, UTO CJeLyeT
oxkunatb ot (usudeckoro [P-cmnos. [IpobGaema serko peruaercs
npocTeiM Hcrosnb3oBaHreM TCP B KayecTBe TPAHCIOPTHOrO CJIOS

VPN.

--mute-replay-warnings He BBIBOIUTH NpenynpexkaeHHs O MepenpoOUrpbIBAHUH, KOTOpPbIE
4yacto ObIBaIOT J0XKHOW TpeBorod B WiFi-certax. dra onuus co-
XpaHsieT 0€30MacHOCTb KOJa 3alIMThl OT MepernpourpbiBaHus 6e3
BbIBOJIa MHOXKECTBa COOOLLEHUH 0 NyOJUPYIOLIMXCS TaKeTax.
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--replay-persist file CoXpaHsiTh COCTOSIHHE 3aLIUTHl OT MePEeNPOUTPLIBAHUS MEXIY ce-
aHcaMH, ucnoJb3ys ¢aia file nnsg coxpaHeHuss W Tepe3arpysku
COCTOSIHMS.

DTa ONIUS YCUJIUBAET 3alIUTY TPOTHB aTak MepenpoUrpeIBaHHUS,
ocobeHHo Korza Bbl ucnosb3yete «OpenVPN-I'OCT» B nuHamu-
YyeCKOM KOHTeKcTe (Hampumep, ¢ omniued -inetd), xorma ceaHchl
«OpenVPN-T'OCT» yacTo HauMHAIOTCS ¥ OCTaHABJMBAIOTCSI.
DTa OMUHUs COXPAHUT HA AMCKe KOIMHUIO TEKYIIero COCTOSIHHS 3a-
IIMTBl OT MepPEenpOUrpPeIBaHUs (T.e. CaMyl0 TOCJENHIO MEeTKY
BpPeMeHM MakeTa M TOCJel0BAaTeJbHBIH HOMep, MOJy4YeHHBble OT
yIaJIeHHOTO mapTHepa), Tak 4To ecyu ceaHc «OpenVPN-TOCT»
OCTAHOBJIEH U HauaT CHOBA, OH OTBEPTHET JIt000e MepenurpbBaHne
MaKeTOB, KOTOPble OBLJIH YK€ TOJydeHbl B MPEeAbIAYIIeHd CeCCHH.
DTa OMNUMS UMeeT CMBIC/ TOJBKO B TOM CJydae, KOrAa 3all{Ta OT
TepenpoUTpPbIBAHUS BKJIOUEHA (M0 YMOJUAHHIO) U BBl HUCIOJb3Y-
eTe UM --secret (pexuMm oOIIMX CeKpeTHbIX KJrouei) uau TLS-
pexum c --tls-auth.

--no-iv YCTAPEJIA (HononnutenbHast) OTKIIOYHTL Hcmoab3oBaHue [V
(BekTOpa MHUIManU3auuu wudpa). He ucnonbayiite 3Ty onuuio,
€CJM Bbl He TOTOBBI 3aMJIaTUTh MeHbIEH CTeNeHbI0 3allUThI 3a
00/1bIIYI0 3(P(PEKTUBHOCTb.

«OpenVPN-T'OCT» ucnosnbsyet [V no ymosmyanuto u Tpedyet ero
nast pexxumoB CFB u OFB (koTopele coBepliieHHO He 3allUIIeHbI
6e3 Hero). McnosbsoBanue IV Ba)kHO 1/151 6€30MaCHOCTH, KOrja
HECKOJIbKO COOOLIeHHH 3aln(poBbIBaIOTCS/paciii(poBbIBAIOTCS
C HCIOJIb30BaHUEM OJHOT'O M TOTO e KJIoua.

IV peanusoBaH mo-pasHOMy B 3aBHCHMOCTH OT HCIOJIb3YeMOTO
pexrMa WH(pPOBaAHHUS.

B pexume CBC, «OpenVPN-I'OCT» ucnosnb3yet nceBnocayda-
Hell [V pid Kaxxporo nakera.

B pexume CFB/OFB «OpenVPN-IT'OCT» wucnonbsyer B Kaue-
ctBe [V yHUKa/nbHBIH MOC/eN0BaTeNbHBIH HOMEP U METKY BpeMe-
uu. Ha camom pnene, B pexxume CFB/OFB «OpenVPN-TOCT»
MCIOJIb3YeT ONTHMU3AIMIO JaTarpaMM, SKOHOMSIILYI MeCTO, KO-
TOpasi UCTOJb3YeT YHUKAJbHBIH HAEHTU(DHUKATOP M5 3AMIUTHl OT
TepenpoUrphIBaHUsl AaTarpaMM B KadecTBe [V,
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--test-crypto BBHIONMHUTE  CaMOTECTHpPOBaHHE  KPUNTOTpadUUeCKUX  ONUHUH
«OpenVPN-T'OCT», 3amudpoBbiBass ¥ paciiddpoBbiBas TeCTO-
Bble MMAaKeTbl C HCIOJb30BaHWEM ONUHH 3alIU(PPOBAHUS KaHAJOB
NAHHBIX, YKA3aHHBIX Bblllle. DTa ONUUS He TpebyeT (PYHKLUHOHHU-
pYIOILLlero mapTHepa, MO3TOMY MOXeT ObiTh ykaszaHa 6e3 --dev u

--remote.

TunuuHbM Hcnonb3oBaHUeM --test-crypto OyneTt 4uTo-To nogoOHOe
CeAYIOLEMY:

openvpn-gost --test-crypto --secret key

UJIH

openvpn-gost --test-crypto --secret key --verb 9

DTa onuus odeHb noJesHa ajs trectupoBanusi «OpenVPN-TOCT»
nocJe TOro, Kak OHa Obljla MOPTHPOBaHA Ha HOBYIO MJaThopMmy,
UJIM 4TOOBI H30JMPOBATh NPOOJIEMbl B KOMIHUJAATOPE, KPUNTOOUO-
auoteke OpenSSL uau kpunrorpapudeckom komae «OpenVPN-
[OCT». [TockosbKy 3TO pexXKUM CaMOTeCTHPOBaHUS, MPOBJIEMBI C
3amiu¢poBaHUEM U ayTeHTU(HUKaLeHh MOryT ObITb pelleHbl He3a-
BUCUMO OT MpPo6JieM C CeTbl0 U TyHHeJEeM.

10.6 Onuuu nporokosna TLS

[Tpotoxkon TLS ucnonb3dyercst s opraHru3aliy U 3alLMThl KOHTPOJIBHOIO KaHaJja, 10 KOTOPOMY
CTOPOHBI OOMEHMBAIOTCS, B YACTHOCTH, KJIIOYAMH 3aLIUThl JAHHBIX.

Pexxum TLS - cambiil MowHb# Kpuntorpapuueckuil pexxuMm «OpenVPN-I'OCT» kak ¢ Touku
3peHust 6e3omacHoCTH, Tak U rubkoctu. Pexxum TLS pabotaet, ycraHaBiuBasi KaHaJsbl yIIpaBJeHUs
¥ NaHHBIX, KOTOpble MyJabTUIIeKcHpytoTcs yepe3 onuH nopt TCP/UDP. «OpenVPN-TOCT» uHu-
uunpyet ceanc TLS mo kaHasny ynpaB/eHHS W UCIOJNB3YeT ero J/s oOMeHa KJouaMy MH(POBaHUS
1 HMAC pas 3amuthl KaHasa AaHHbBIX. TLS peXuM HCrnosib3yeT BHICOKHH YPOBEHb HAEXHOCTH
noBepx TCP/UDP coenuHeHus njs BceX KOMMYHHKAUMH KaHaJja YINpaBJieHHs, TOTAA KakK KaHaJ
NIaHHBIX, 10 KOTOPOMY HAYT 3alllM(poBaHHbIE TyHHeJbHbIE NaHHbIE, MepeHarnpasJsieTcss 6e3 Kakoro-
JA100 nocpenHuyecTBa. B pesysnbrate Bbl MoJyyaeTe JOCTOMHCTBA 0OOMX MOAXOMAOB: ObICTPBIH KaHaJ
NaHHbIX, KOTOpbld nepechbinaercs yepe3 TCP/UDP ¢ HakJagHbBIMH pacxodaMH TOJBKO Ha MIH(PO-
BaHMe, pacuudpoBanue u (yHkuuun HMAC, u kaHasn ynpaB/eHHsl, KOTOPbId oOecriedrBaeT BCe
¢yukuuu 6esonacHoctd TLS, Bkitouass ayTeHTH(HKaLMIO, OCHOBAHHYIO Ha CepTH(HUKATaX, U Tpsi-
Myto cekpeTHocTb Juddu-Xennmana.

Urobbl yctaHoBUTb TLS-KaHam, Kax el napTHep, kotopbil 3amyckaet «OpenVPN-I'OCT», nos-
YKeH MMeTb COOCTBEHHYIO JIOKaJbHYW mapy cepTudukat/kiawou (--cert u --key), moamucaHHyo Ha
KOPHEBOM CepTHU(DHKATe, YKa3aHHOM B --Ca.

Korna nBa nmapTHepa MoaKJ/IOUYAIOTCS APYT K APYTY, KAXKIBIH MPeNCTaB/ISET APYTOMY CBOH JIOKaJb-
HBIH cepTH(UKAT. 3aTeM KaxKAblH MapTHep MPOBEPSeT, YTO €ro MmapTHep MPedoCTaBHJ CepTU(HUKAT,
MOANMMCAHHBIA HAa KOPHEBOM cepTH(UKaTe, YKa3zaHHOM B --ca. O6paTuTe BHUMaHHE, UTO CEPTH(H-
Kat napTHépa A nmo/keH ObITh MOAMNMCAH Ha KOPHEBOM CepTH(UKATe, YKa3aHHOM B MapameTpe --ca
naptHépa B, u Hao6opoT.

Ecin 3Ta mpoBepka ycmewrHa Ajss 000MX NapTHEPOB, TO OymeT yCMemHO ycTaHoBjeHO TLS-
coefvHeHHe, 06a MapTHepa OOMEHSIIOTCSI BPEMEHHBIMH CEaHCOBBIMU KJIOUYAMH, U TYHHE/Jb HAyHET
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nepefaBaTh JaHHbBIE.
HuctpubyTtus «OpenVPN-I'OCT» conepkuUT Hab0p CKPUIITOB easy-gost 1 ynpaBjeHUs CEPTHU-
(PMKaTaMHu U KJIOYaMH.

--tls-server Bkaounte TLS u npunsite Ha cebs posab cepsepa B TLS-
COeIMHEHUH.

--tls-client Bkaounte TLS wu mnpunate Ha cebs posap kauenta B TLS-
COEeTMHEHUH.

--tls-version-min  version | 3ampeliaeT UCroJab30BaTh BepcHH mpoTokosaa TLS Huke ykasaH-
['or-highest’] HOH.

--tls-version-max version 3ampelaeT UCMoJMb30BaTh BepcHH mpoTokosaa TLS Bbllle ykazaH-
HOH.
--ca file ®aiin ceprudukara ynocrosepsitoutero uentpa (CA) B ¢opmare

.pem, Takxke HMeHYyeMblH KOPHEBBIM CEPTH(HUKATOM. DTOT (hau
MOXKeT BKJIIOYaThb HECKOJBbKO CepTHU(PHUKATOB B (popmarte .pem,
KOHKaTeHHPOBAaHHBIX BMecTe. Bbl MOxKeTe CKOHCTPYHpOBaThb CBOH
COOCTBEHHBIH CepTHU(UKAT U 3aKPLITBIH KJIOU YIOCTOBEPSIOLLEro
LleHTpa, UCNO0Jb3Ysl TaKyl KOMaHAY, Kak:

openssl req -nodes -new

3atem oTpenakTHpyHTe Bawl (aisa openssl.cni u oTpenaktupytire
nepemeHHYy1o certificate Tak, 4ToObl OHa yKa3biBasia Ha Ball HOBbIN
KOpPHeBOU cepTHU(HUKaAT ca.crt.

Tonbko nmast tectoBeix wHesed, auctpubyTuB «OpenVPN-TOCT»
BKJIFOYaeT o0pasell cepTH(HKATa YAOCTOBEPSIOIIEro IeHTpa
(ca.crt). KoneuHo, Bam HHKOTAa He CJEAyeT HCIOIb30BaTh
TECTOBble CePTU(UKATBl W TECTOBble KJOYU U3 AUCTPUOY-
tuBa «OpenVPN-IT'OCT» B paboueii oOcTaHOBKe, IOCKOJbKY
BCJIEICTBHE TOro (pakTa, UTO OHH BKJ/IOYEHBl B AHUCTPHUOYTHUB
«OpenVPN-T'OCT», oHM He MPeNoCTaB/ASIOT HUKAKOH 3alUThI.

--capath dir Karasor, conepxkamuii noBepeHHble ceptudukatsl (CA u Crnucok
OTO3BaHHBIX CEPTH(UKATOB).

Korna ncnonbayeres onuus --capath, Tak:ke 10/12KHBI OBITb PEO-
craBjeHbl KoppekTHble CRL 1/ ymocToBepsifOIIMX LEHTPOB.
Oxxupaercs, 4TO YIOCTOBEPSIOIINH LeHTP B KartaJjore capath Gy-
neT HasbiBaTbesd <hash>.r<n>. Jl/1s mosiydeHusi OTIONHUTENbHON
uHpopManuu cM. onuuio --CApath komannel openssl verify u on-
uuio -hash xomann openssl x509 u openssl crl.
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--cert file dDaiin cepTUdUKaTa CBOET0 OTKPBITOTO KJOuUa B opmare .pem.
Kaxnas ycranoBka «OpenVPN-I'OCT» nosxHa UMeTb CBOH COO-
CTBEHHble (paksibl cepTU(UKATA U 3aKPBITOro Kiaoda. CepTudukar
NoJ2KeH ObITb MOANUCAH KJUOM YIOCTOBEPSIOLIEro LUeHTpa, yel
OTKPBITBIH KJIIOU HaxoAUTCsl B (paije, yKa3aHHOM B ONLHH --ca
IPYTOH CTOPOHBI.

Bbl Jlerko MoxeTe MoJy4uTbh He0O30AMMble CepTU(UKATH B YIO-
CTOBepsIIOILlEM LIeHTpe JUOO CO03[4aThb CBOI COOCTBEHHYIO KJlIO-
4eBYI0 UH(PACTPYKTypy, MCHOJb3yss HaOOp CKPUNTOB easy-gost,
Bxonswuit B kommsekT noctaBku CK3M «Marllpo Kpunrolla-
KeT».

--extra-certs file Yxkaxure (ais, comepkaluil onuH UK HeckKonbko PEM cepru-
(pukaToB (06ObeIMHEHHBIX BMECTEe), KOTOPblE 3aBepLIAIOT JOKAJ/b-
HYIO LEeNOoYKy CepTH(UKATOB.

OTa onuus nojesHa IJs «pas3fieJleHHbIX» YA0CTOBEPSIOUX LeH-
TPOB, T€e YIOCTOBEPSIIOUIMH LEHTP AJSi CepBEpPHBbIX cepTHU(dHKa-
TOB OTJIMYaeTcs OT YAOCTOBEPSIOLIero LeHTpa A/ KJIUEHTCKHX
ceptudukatoB. Pasmerienue cepTuhHKaToB B 3TOM (aije Mo3-
BOJIsIeT UM OBbITb MCIOJNb30BAHHBIMU Uil 3aBepLIeHUs JIOKAJbHOH
LIeNOUKH CepTU(PHUKATOB, He NOBepsisd UM NPOBEPKY cepTU(HUKATa,
Tpel0CTaBAeHHOr0 MapTHEPOM, KaK 3TO ObljIo Obl B cjyyae, ecjau
Obl cepTU(UKATHl OblIK TOMelleHbl B ca file.

--key file daiin cBoero 3akpeiTOro kKJjwoua B (opmare .pem. Mcnonbsyite
3aKPBITBIM KJII0Y, COOTBETCTBYIOIIUN CepTU(PUKATY, YKA3aHHOMY B
ouuu --cert.

--pkes12 file dPaitn popmata PKCS#12, comepxkaluii JIoOKaJbHBIH 3aKPBITHIA

KJIIOY, JIOKAJIbHBIH cepTU(UKAT U KopHeBOH cepTudukatr ¥ L. Ity
ONLHIO MOXKHO HCIOJb30BaTh BMeCTO --ca, --cert u --key.

--verify-hash hash [alg] Ykazatb xsmw-Bektop SHAL wunu SHA256 nns ceprudukarta
ypoBHst 1. Ceptuduxar ypoHs 1 — ato ceprudurar CA, KoTopbii
noanucasn cepTuduKat Apyrod cropoHsl. Korma mnpuHHMaetcs
COeIMHEHHe OT TMapTHepa, OTIeYaTOK cepTUdUKaTa YpoBHS 1
NOJIXKeH coBmacTh ¢ hash, uHauye cepTudUKaT He TMPOHIET BepH-
¢ukaunto. Hash ykasbiBaetcs B popmate XX:XX:... Hanpumep:
AD:B0:95:D8:09:C8:36:45:12:A9:89:C8:90:09:CB:13:72:A6:AD:16
®nar alg moxer umerh 3HadeHusi au6o SHAIL, n1u6o SHA256.
Ecnu He ykasaH, no ymosuanuio paBen SHAIL .
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--cryptoapicert select-string

3arpysuTb CepTU(HUKAT U 3aKPBITHIH K/I0U U3 CUCTEMHOTO XpaHH-
quiia ceptudukaroB Windows (tosbko st Windows/OpenSSL).
Hcnonbayiite Ty onuuio BMecto --cert u --key.

DTO MO3BOJISIET MCIMOJNb30BaTh JIOOYI0 CMapT-KapTy, MOAAEepPKHU-
Baemylo Windows, a Takxke J000d cepTH(UKAT, HaXOASIIUNCS
B XpaHUJ/HILIE CepTU(UKATOB, Te y BaC €CTb AOCTYI K 3aKpbl-
TOMY KJIOUy. DTOT BapHaHT ObLI MPOTECTHPOBAH C HECKOJbKH-
Mu pasanyHbiMU cMapt-Kaptamu (GemSAFE, Cryptoflex u elD
noutoBoro otaeneHus llIBenun) Ha CTOpOHe KJIMEHTa, a TaKkKe
C UMIIOPTUPOBAHHBIM CePTHU(UKATOM MPOrpaMMHOr0 obecrnedyeHus
PKCSI12 na cTopoHe cepsepa.

UToO6bl BEIOpATh CEPTU(PUKAT HA OCHOBE MOUCKA MOACTPOKU B TEMe
ceprudukara: cryptoapicert "SUBJ:Peter Runestig"

Yro6bl BLIOpPATh CepTU(HUKAT HA OCHOBE OTIeYaTKa cepTHU(UKaTa:
cryptoapicert "THUMB:16 49 24 41 01 b4 ..."
[lecTHanuarepryHas CTpoKa oTrnevyaTka MOXKeT ObITh JIErKO CKO-
MUPOBaHA W BCTaBJieHa M3 XpaHUaWila ceptudukatos Windows

--tls-cipher list

Cnucok paspeleHHbIX KpuntoHabopoB miasi TLS 1.2, paspenen-
HBIX IBOETOUHSIMH.

GOST2012-KUZNYECHIK-KUZNYECHIKOMAC, nnas obecre-
yeHus coBmectuMmocTd ¢ «OpenVPN-T'OCT» u3 cocraa CK3U
«Marllpo Kpunrollaker 3.0» momycTHMO HCMOJNB30BATh KPUITO-

nHa6op GOST2012-GOST8912-GOST8912.

--tls-ciphersuites list

Cnucok paspelleHHbIX KpunToHabopoB niasi TLS 1.3, pasmenen-
HbIX nBoeTouussMU. CJleyeT MCMOJIb30BaTh OAMH HJIM HECKOJIbKO
KPUNTOHA0OPOB U3 CJENYIOLIEro CIHcKa:
TLS_GOSTR341112_256_WITH_MAGMA_MGM_S,
TLS_GOSTR341112_256_WITH_MAGMA_MGM_L,
TLS_GOSTR341112_256_WITH_KUZNYECHIK_MGM_S

u TLS_GOSTR341112_256_WITH_KUZNYECHIK_MGM_L

--tls-groups list

Cnucok pasziesieHHbIX IBOETOUHSIMH paspelrieH-
HBIX rpymin 3JIUNTHYECKUX KPUBBIX, MCIT0JIb3YEMbIX
B npotokone TLS 1.3. Crenyer wucmo/nb3oBaTb  Of-
Hy WJH  HECKOJbKO TPyNNl W3  CJeAYIOUlero  CIIHUCKa:

GC256A:GC256B:GC256C:GC256D:GCH12A:GCH12B:GCH12C

[TopsinkoBbi#i Ne M3MeHeHUsI
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--tls-timeout n YCcTaHOBUTh TaliMayT NMOBTOPHOH Mepefauu NakeToB Ha KOHTPOJIb-
HoM KaHasie TLS, ecnin HHKAKOro OT3BIBA OT yAaJe€HHOTO MapTHe-
pa He NMPHUXOOHUT B TeueHHe N ceKyH. (mo ymosauanuio n=2). Ko-
ria «OpenVPN-T'OCT» oTnpaB/isieT KOHTPOJIbHBIH NaKeT CBOEMY
napTHepy, OHa OXKHAaeT MoJy4YeHHe OT3blBA B TeUeHHe N CeKYHI,
OHa ellle pa3 mepenact naket B cooTBeTcTBUM ¢ TCP-momo6HbIM
aJTOPUTMOM 3KCMOHEHLHAJNbHOTO BO3BpaTa. JTOT MapaMeTp MpH-
MEeHSIeTCSl TOJIbKO K INaKeTaM KOHTPOJbHOro KaHasa. Ha nakeTsl
KaHa/la NaHHBIX (KOTOpble HecyT 3alliM(pOBaHHBIE TyHHEJbHbIE
JlaHHBbIE) HUKOT/A He MPUXOIUT OT3bIB, U OHM HUKOTJA He Tepefa-
I0TCS TIOBTOPHO, IOTOMY YTO CeTeBble IPOTOKOJIbl 00Jiee BBICOKOTO
YypOBHs1, paboTaioliyde Ha BepxXy TyHHess, Takue kak TCP, oxu-
Jal0T, UTO 3Ta POJb OCTABJIEHA UM.

--reneg-bytes n [TepecorsacoBaTth KJ/1104 KaHasa JaHHBIX TOCJ€ TOro, Kak n 6au-
TOB OTIPABJIEHbl HJM MOJy4eHBl (MO0 YMOJYaHHIO OTKJIOUEHO).
«OpenVPN-I'OCT» nosBoJisieT BIpasuTh CPOK KHU3HHU KJ0Ua Kak
KOJIMUECTBO 3alIM(PPOBAHHBIX/paciin(@pPOBaHHBIX 6AUTOB, KOJHUYe-
CTBO MaKeTOB UK cekyHH. [lepecornacoBanue kmtoua OyneT mnpo-
M3BEJEHO HACHJIBHO, ecsd J000H W3 NapTHepOB COOTBETCTBYeT
JI0OOMY M3 3TUX TpPeX KpPHUTEpHeB.

[Ipy ucnonb3oBaHuu WH(POB ¢ pazmepoM OJoKa IHdpa MeHee
128 6ut nas onuuu --reneg-bytes no ymosyaHuio ycTaHaBJ/HBaeT-
cs 3HaueHne 64 MDB, ecsin TOJBKO OHO He OTKJIIOUEHO SIBHBIM 00-
pa3om myTeM ycTaHoBKH 3HaueHusi 0, Ho 310 HACTOATEJIbHO
HE PEKOMEHIAYETCS, nockonbKy oHO mnpenHa3HayeHO AJiS
LOTIOJIHUTEJ/IbHON 3allUThl NPOTUB BeKTopa aTaku SWEET32. [Ina
TMOJIyYeHHs1 JIOTOJHUTEbHONH UH(OPMAUK CM. OMIHIO --cipher .

--reneg-pkts n [lepecorsiacoBath KJ/10U KaHa/a JaHHBIX MOCJE TOrO, KaK N Mnake-
TOB OTITIPABJIEHBI U TOJyUeHbl (110 YMOMYaHUIO OTKJIIOYEHO).
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--reneg-sec n [lepecorsacoBaTh KU KaHajla JaHHBIX IOcJde n CceKyHO (Imo
ymosuanuio 3600).

[Ipy ucnosnb3oBaHuK ABYX(PAKTOPHOH ayTeHTU(PUKALUU 0OpaTUTe
BHUMaHHeE, YTO 3Ta yMOJYaTesbHAS BEJHUYNHA MOXKET TPUBECTH K
TOMY, 4TO KOHEYHOro MO0Jb30BaTe/s1 OyayT NPUHYXKIATh Nepeay-
TEeHTU(HULHPOBATbCS pa3 B yac.

TakXe MOMHHUTe, UTO 3Ta ONLUHUA MOXKeT ObITh HCIOJB30BAaHA H
Ha KJHeHTe, U Ha cepBepe, U MepecorsacoBaHue 3aMyCcTUT TOT U3
MapTHePOB, Y KOTO yKa3aHa MeHbluas BejquunHa. Yactas omunbKa
— YCTaHOBUTH --reneg-sec B GOJBIIYI0 BEJIUYMHY Ha KJIHEHTE WU
Ha cepBepe, B TO BpeMsl KakK JApyras CTOPOHa IO-NpPeXHEMY HC-
MoJb3yeT yMosa4aTe bHy0 BequurnHy B 3600 cexyH, 4TO 3HAUUT,
4TO MEepecorsacoBaHue Mo-npexHeMy OyIeT MPOUCXOANUTD KaXKIble
3600 cexyHna. PeleHue cocTouT B TOM, YTOOBI yBEJHWYUTb BeJH-
YHMHY --reneg-sec U Ha KJHWEHTe, U Ha CepBepe, MJH YCTaHOBHUTb
ee B 0 Ha ogHOM M3 CTOPOH coefilMHeHHUs (UTOOBI OTKJIOUHTD), H B
BEIOPaHHYIO BeJUYUHY Ha APYTOH CTOpPOHE.

--hand-window n OxHO x3HALIeHKa — ocHOBaHHBIH Ha TLS oOMmeH KiarouaMu m0JI-
JKEH 3aBepIINTBhCS B TeUeHHe N CeKYH[ MOoC/e MHHULHALUHU XIHI-
mekKa Jao6b6M U3 MapTHepoB (Mo ymosadyanuio 60 cekynn). Ecan
X3H/IIEHK He 3aBepIIaeTCsl YCIEelIHO, Mbl MOMbITAEMCS MepeycTa-
HOBUTb Hallle COeJHHEHHe C HalIUM MapTHEpOM M TOIMbITaeMcs
cHoBa. Jlaxke B cJjiyuae npoBaJjia X3HALLIEHKA Mbl OyIeM UCMO0Jb30-
BaTh HAlll 3aBEPIIAIOIINN BpeMs IeHCTBUS KJItoU 10 --tran-window
CeKYH[, UTOOBI MOAMEPKATh HENPEePBIBHOCTD TepeNaud TYHHeJb-
HBIX TaHHbIX.

tran-window n OKHO mepefayu — Halll CTapbId KJOUY MOXKET XKHThb CTOJBKO Ce-
KYHJ T0CJle TOro, KaK HauMHaeTCsl HOBOe TepecorjacoBaHue KJlko-
4a. JTa BO3MOXKHOCTb MO3BOJISIET KOPPEKTHO MEPEUTH OT CTAPOro
KJII0Ua K HOBOMY U y[aJISieT MOCJEeI0BATENbHOCTD T1epPeCcoriacoBa-
HUS KJI04Ya ¢ KPUTUYHOTO MYTH (POpPBAPAMHTA TYHHEJbHBIX NaH-
HBIX.

--single-session [Tocsie vcxomHOTrO coenMHEHUs ¢ YAAJeHHBIM MapTHepPOM, 3arpe-
THTb BCe HOBHle coenuHeHHs. Mcrmosb3oBaHue 3TOH ONUMH O3Ha-
4aeT, YTO YJaJIeHHBbIA MMapTHep He MOXKeT MOAKJIYUTHCH, OTKJIIIO-
YUTHCS W CHOBA MOAKJIOUUTHCS.

Ecnu neMoH meperpyxaetcss OT CHUTHaja WJM ONUMH --ping-
restart, oH MO3BOJIUT OJHO HOBOE€ COedHUHEHHE.

Onuuio --single-session M0XKHO HCMOJb30BaTh C OMIHUSIMH --ping-
exit uau --inactive, 4yTtoObl CO31aTh OJMH AMHAMHUYECKHUH ceaHc,
KOTOPBIH OTKJ/IOUHUTCS MO 3aBEPLIEHHUH.
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--tls-auth file [direction] J106aBUThL NOMOJNHUTENbHBIH cJjoil ayTeHTHGUKauun HMAC Ha
BepxX KOHTpoJsibHOTO KaHana TLS mns 3amutsl ot DoS-araxk.

B nByx cnoBax, --tls-auth momkstogaer cBoero poma «6paHmamay-
5p HMAC» na TCP/UDP-nopty «OpenVPN-I'OCT», rae naxe-
Tl KOHTPOJIBHOTO KaHaja TLS, Hecylyie HEKOPPEKTHYIO HMHUTOB-
CTaBKY, MOT'YT OBITb HEMEIJIEHHO MPOUTHOPUPOBAHBI Ge3 OTBeTa.
J1n1s1 BBIpaGOTKY UMHUTOBCTABKH HCIIOJNb3YETCsl aJITOPUTM, YKa3aH-
HBIH B mapametpe --auth.

Buumanme! Anroputmbl magma-mac, kuznyechik-mac u gost-
mac He MOTYT ObITb HCIOJIb30BaHBI /51 BBIPAOOTKH MMHTOBCTAB-
K{ T1aKeTOB KOHTPOJIbHOTO KaHaJja, MO3TOMY €CJIH BBl XOTHTE HC-
MoJib30BaTh omnuuio --tls-auth, B mapamerpe --auth HeoGxomumo
ykaszaTb md_gostl2_256 uau md_gost12_512.

[Tapamerp file (HeoOxomum) — KJIO4eBOH (aby, KOTOPBIH MOXKeT
ObITb B OJIHOM M3 ABYX (hOpPMaTOB.

1. ®aiin cratuueckoro kiawda «OpenVPN-IT'OCT», cosnan-
HbIH onuuel --genkey (HeoOXOIUM, eCJIM UCIOJNb3YETCS Ta-
pametp direction).

2. @ais naposbHOH (ppasel B cBoGoAHOH popme. B sTom cay-
yae k104 HMAC nosyuaetcs npu B3siTUH 6€30MacHOT0 X3-
ma yToro Qaisaa, nogodHo KomanaaMm mddsum u shalsum.

«OpenVPN-T'OCT» cHauana npobyetr dopmat (1), u ecau dain
He ynaeTcsl MpouecTb Kak (pails CTaTUYECKOro KJwda, OyaeT uc-
nosb3oBaTbesi popmat (2).

CMm. B onuuu --secret uHpopMalHio 06 ONLUHOHANBHOM TapaMeTpe
direction.

Onuusi  --tls-auth  pexkomeHnmyercsi, Korma BBl 3alycKaeTe
«OpenVPN-T'OCT» B pexxume, B KOTOPOM OHa CJIyILIAeT MaKeThl C
qmoboro [P-anpeca, Hanpumep Korna onuusi --remote He ykazaHa
UM ykaszana c --float.

O6ocHoBaHMe 3TOH onuuu TakoBo. TLS TpebyeT MHOronakeTHOro
oOMeHa, Mpezk/e 4eM OHa CMOXKeT ayTeHTU(HULHUPOBATh NapTHEPA.
B Teuenue storo Bpemenu nepen ayreHTUuKanued «OpenVPN-
[OCT» nasnauaer pecypchl (nmamsate u CPU) stomy mnoTeHIH-
aqbHOMY TapTHepy. [loTeHIHMasbHBIM MapTHEP TaKKe OTKpbIBa-
et MHoro uyactefl «OpenVPN-I'OCT» u 6ubanorekn OpenSSL
nakeram, KoTopble OH rmochlnaeT. CeromHsi Haubosiee ynauyHble
ceTeBble aTakM MBITAIOTCS JHO0 HCIOJAb30BATh OLIMOKH B MPO-
rpaMMax (Takve KakK aTakW IepernosiHeHus Oydepa) WM BbIHY-
IWTb MPOTPAMMY MOTJIOTHTb CTOJNBKO PECYPCOB, UTO €€ CTAHOBHUT-
csl HEBO3MOXKHO HCIOJIb30BaTh. KoHeUHO, TepBast JIMHUS 3alIUThI
- BCerja MpeaoCTaBJ/sATh YUCTHIH, XOPOLIO MPOCMOTPEHHBIH KOJI.
«OpenVPN-T'OCT» O6binia HamucaHa ¢ MpenoTBpalleHHEM aTak
nepenosHeHusi 6ydepa B KauecTBe nepsoro npuopurera. Ho kak
nokasasa UCTOPUs, MHOTHe K3 HanboJsee MIHPOKO HCIOJb3yeMbIX
CeTeBbIX MPUJOKEHHUH BpeMsi OT BpeMeHH Majaju KepTBaMH aTak
nepernoJsiHeHUs1 Oydepa.

ﬂopqgknnmﬁ No pameHeHus nﬂﬂﬂ”?h JUIla, OTBETCTBEHHOI'O 34 ’HHTH BHeCeHUWd U3IMEHEeHUd

H3MEeHeHue
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[Tostomy B kauectBe BTOpoi JuHuM 3auThl «OpenVPN-I'OCT»
npensiaraeT 3TOT CHNeLHAJbHBIA CJIOW ayTEeHTHU(PUKALUU Ha Bep-
Xy KOHTpOJbHOTO KaHasta TLS, Tak 4ToOBl Ka)KIbli TakeT B
KOHTPOJIbHOM KaHaJje ayTeHTU(uuupoBascs nognucbio HMAC u
YHUKaJbHBIM ID a1 3al1MThl OT aTak rnepenpourpblBaHUs.

DTa NMOANMUCH TakxkKe JOJKHA MOMOUb 3alIUTUThCA OT DoS-atak
(atak oTKa3a B 0OC/JYyKHBaHUH). BaxKHBIM KJ/I0OYEBBIM MPABHJIOM
B yMEHbIIIEHUH Ys3BUMOCTH K DoS-atakam siBjsieTCs MUHUMU3H-
pOBaTb KOJMYECTBO PECYPCOB, KOTOPblE MOXKET MOTPEOUTH MOTEH-
[IMaJbHbIH, HO ellle He ayTeHTH(UIUPOBAHHbBIH KJUEHT.

Onuus --tls-auth nmesaer ato, mommuchiBas Ka)KAbld MakeT KOH-
TposibHoro KaHana TLS mognuceio HMAC, BkJoYasi makeTsl, Ko-
TOpble OTMPABJSIOTCS OO0 TOro, Kak ypoBeHb TLS wnmesn maHc
ayTeHTU(ULHUPOBAThL NMapTHepa. Pe3ynbTaT TakoB, UTO MaKeThl 0e3
KOPPEKTHOH MOANMUCH MOTYT ObITh MPOUTHOPHUPOBAHBI CPa3y Io-
cjle TOoJIy4yeHHsl, Npexae 4yeM y HHUX OyleT ILaHC MOMVIOTHUTb J0-
MONIHUTEJ/IbHble CUCTEMHBIE PECYPChbl, TaKWe KaK WHHUIHAIU3aLHs
TLS-xsunmelika. Onuus --tls-auth moxer 6bITh ycuseHa no6as-
JleHHUeM onuuu --replay-persist, koTopasi COXpaHUT cTaTyC 3allH-
ol «OpenVPN-I'OCT» oT atak nepenpourpeiBanus B ¢aii, 4To-
Obl OH He TepslJICs MPH Nepe3anyckax.

C/enyeTt nomg4epKHyTh, UTO 3Ta BO3MOXKHOCTb OILMOHA/IbHA U UTO
¢aita macchpasbl/Ka04a, UCMOAb3yeMblH ¢ omniued --tls-auth, He
JlaeT MapTHEpPY HUYEro, KpOMe BO3MOXKHOCTH WHHIHMAJTU3UPOBATD
xsnamedk TLS. OH He wncnosbsyercss Ans 3allMppoBaHUS WU
ayTeHTU(PUKALNH KaKHUX-JIUO0 TYHHEJ/bHbIX NaHHBIX.

BwmecTo 3Toro ucnogbayiite --tls-crypt, ecau Bbl XOTHTe HCIOJIb-
30BaTh (PadJs KJKYA He TOJNBKO [JiS ayTeHTU(PUKALUH, HO U AJS
muppoBaHus KaHana ynpasienus TLS.

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
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--tls-crypt keyfile 3amudpoBaTh U ayTeHTU(PHUIIUPOBATh BCe MaKeThl KaHaJsa YIpas-
JIEHUSI C TIOMOIIbI0 KJoua u3 ¢aina kiarwoded. ([logpoGHee cwm.
--tls-auth)

ludpoBanue (1 ayTeHTUPUKALKS) TAKETOB KaHAJa yTpPaBJeHHUs:
e o0ecreynBaeT OOJbLIYIO KOH(UAEHIUAIBHOCTD, CKPbIBAsl CEPTU-
¢dukat, ucrnonbayembidt 1151 TLS-coennnenue, o 3aTpynHseT uueH-
tudpukaunio Tpadpuka «OpenVPN-I'OCT» kak TakoBoro, e obec-
MeyrBaeT AelIeBYI0 MOCTKBAHTOBYIO 3aIIUTYy OT 3JIOYMBILIJE€HHH-
KOB, KOTOpble HUKOTJa He y3HAIOT MpeIBapPUTEJbHO Pa3/iesieHHbIN
KJI0Y (T.e. HUKAKOH TpsIMOH cekpeTHOCTH). B orinune ot --tls-
auth, --tls-crypt HE tpe6yeT ot mosb3oBaTesisi ycTaHOBKH --key-
direction.

Bonpockl 6e3omacHocTH

Bce mapTHepbl HCMOJMB3YIOT OOMH W TOT e TMpeiBapUTEJbHbIN
TPYMMOBOH KJitou --tls-crypt nsist ayreHTHOUKAIUK U IH(QPOBAHUS
cooOlleHNH KaHana ymnpaBJeHus. YToObl yOequThCs, UTO KOJJHU-
3UM CHHXPOIIOCHIJIOK OCTAIOTCSl MaJOBEPOSITHBIMH, 3TOT KJOU He
CJleflyeT MCIOJb30BaTh /s K(poBaHus Gosee 2 coobienui
KaHaJja ylpaBJeHHs MeX1y KJUEeHTOM W cepBepoM Hau 218 Mex-
Iy CepBepoM W KJueHTOM. THNMYHOe HadajbHOE COrJIaCOBaHHE
coctaBJ/sieT okoso 10 makeToB B KaxkaoM HanpasseHuu. [lpen-
nosarasi, YTo M MepBOHAYAJNbHOE COIJIACOBAHHE, U MOBTOPHOE CO-
rJlacOBaHMe COCTaBJAIOT He Gosee 216 (65536) makeToB (a5 KOH-
CEepPBaTHBHOCTH), a TOBTOPHOE COTJIACOBAHHE MPOUCXOAUT KaXKIyi0
MUHYTY JJIS Ka)KIOro mnoJjb3oBatens (24/7), 3To orpaHHYuMBaeT
BpeMsi XU3HHM KJjwouda tls-crypt mo 8171 roma, pasmesneHHoe Ha
KOJIMYEeCTBO MoJib3oBaTesell. Takum o6pasom, ycraHoka ¢ 1000
MO/b30BATENAMU NOJKHA MEHSATb KJI0Y He pexke OJHOTO pasa B
BoceMb JeT. (M ycranoska ¢ 8000 mosib3oBatesiedl - Kaxkablit rog.)
Ec/iv BOBHUKHYT KOJIJIU3UM CHHXPOIOCHIJIOK, 3TO MOXET TPUBe-
CTH K TOMY, 4TO 6e30macHoCTb --tls-crypt merpaavpyert oo Toro xe
ypoBHSI 6€30MacHOCTH, YTO W MPHU HCHoJb3oBaHUM --tls-auth. To
€CTb KaHaJl yIpaBJeHHs BCe ellle BBIUTPBIBAET OT JOMOJHHUTE/b-
HOM 3allMTBl MPOTHB aKTHUBHBIX aTak mocpenHuka u DoS-atak,
HO OoJbllle He MOXKeT 00eClneYuBaTb JOMNOJHHUTEJNbHYI0 KOH(HU-
NeHIHAJbHOCTh U MOCTKBAHTOBYI0 06€30MacHOCTb CBEPX TOTO, YTO
npennaraet cam TLS.

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
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--askpass [file] [Toay4yuTb maposb K cepTUGUKATY ¢ KOHCOIH UMK U3 daina [file],
npexze 4eM Mbl JeMOHU3UPYEMCS.

Bbl MoxkeTe 3aXOTeTb JOMOJHHUTENbHO 3ALUTUTh Balll 3aKPBIThIH
KJto4 naposeM. KoHeuHo, 3To 03Hauaet, 4To KaxKAblH pas, Koraa
«OpenVPN-I'OCT» uwntaer KJi04, Bbl AOJKHBl BBECTH MapOJib.
Onnako ecsu Bol 3anyckate «OpenVPN-I'OCT» B pexume nemo-
HHU3aluu (CM. onuuio --daemon), 4TeHHe 3aKPBITOTO KJ0Ya MpPo-
MCXOIUT TOCJe TOro, KakK MpoLEece CTaj AeMOHOM, ¥ BBOJ MapoJis
0Ka3bIBAeTCsl HEBO3MOXKEH.

Onuusi --askpass pewaetr 3Ty mnpobsemy, Mpd €€ HaJIUYUH
«OpenVPN-T'OCT» 3anpocuT y Bac mapoJib npexpie, 4eM AeMo-
HU3UPYETCS, a 3aTeM HCIOJb3yeT BBEAEHHBIH MapoJb MPU YTEHUN
KJII04a.

Ecau ykasan ¢aiia file, untath nmaposb U3 mepBOH CTPOKH 3TO-
ro ¢aisa. IloMHHTE, 4YTO XpaHeHHe Ballero napoJs B (aise 10
onpefieJIeHHOH CTeleHH MOHKKaeT AOMOJNHHUTENbHYIO 3alIUTY, KO-
TOPYIO MPeNOCTaBJ/IsET UCIOAb30BaHHE 3AIU(PPOBAHHOIO KJI0Ua.

--askpin [Tonyuuth pin-Kox HOCTyNa K TOKEHY, TpexKae 4eM MBI JeMOHH-
3UpyeMCHl.

Ecsiu Bb Mcnosib3yeTe 3aKpPBITBIHA K04 Ha TOKEHe, KaXKAblH pas,
korga «OpenVPN-I'OCT» o6paiaercsi K TOKeHY, Bbl JOJIKHBI
BBOIUTH pin-kox. OnHako ecau Bl 3anyckate «OpenVPN-I'OCT»
B peXXMMe JeMOHH3aluu (CM. omuuio --daemon), uTeHHe 3aKpbl-
TOTO KJ1049a MPOUCXOTHUT MOCJEe TOTO, KaK MPOIece CTaja AEMOHOM,
¥ BBOJ pin-Kooa OKasbiBaeTCsl HEBO3MOXKEH.

Onuwus --askpin pewraer 3Ty mnpobsieMy, m0pd €€ HaJIUIUU
«OpenVPN-T'OCT» 3anpocut y Bac pin-kox mpexje, yeM AeMo-
HU3UPYeTCsl, a 3aTeM HCIOJb3yeT BBEIEHHBIH pin-KoI AJs AOCTY-
na K TOKEHY.

--auth-nocache He k3mupoBaTh JIOTHHBI U Mapoau onuuu --askpass uau --auth-
user-pass B BUPTYaJbHOH MaMSATH.

Ecnu sTa nupektrBa ykasaHa, oHa 3acTaBUT «OpenVPN-I'OCT»
HeMe[JIeHHO 3a0bITb BBOAbI JIOTMHA W MapoJisi, KaK TOJbKO OHU
ucrnosb3oBanbl. B pesynbrate, Korma «OpenVPN-T'OCT» Hyx-
Hbl JIOTHH W TapoJib, OHa 3alpPOCHT WX BBOA CO CTaHIAPTHOTO
BBOJA, YTO MOXKET TPOM30MTH HECKOJNbKO pa3 3a BpeMsi ceaHca
«OpenVPN-T'OCT».

DTa IMpeKTHBA He BJHsET Ha JIOTHH U MapoJb onuuu --http-proxy.
OH Bcerga K3MHpyeTcs.

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
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--auth-token token DTy ONUUI0 HeJb3s HCMNOJNb30BaTh HAMPAMYl B  KOH(DU-
TYpaLlMOHHBIX (aiaax, OHa 3alycKaeTcsd M3 CKpUNOTA --
client-connect wnaum --plugin, KoTOpeIl mMOAKJ/IOUaeTCs K
BbI30BaM OPENVPN_PLUGIN_CLIENT_CONNECT or
OPENVPN_PLUGIN_CLIENT_CONNECT_V2. 2ta onuus
JlaeT BO3MOXKHOCTb 3aMeHHTb MapoJib KJHMEeHTa Ha ayTeHTHU(H-
KalLlMOHHBIH TOKEH B TeYeHHEe BCEr0 BpPEMEHH CYIIeCTBOBAHHS
«OpenVPN-T'OCT» kuuenra.

Kaxkablil pa3, Korga MPOUCXOAUT MepenofK/aioyeHre U Bbi3blBa-
ercs --auth-user-pass-verify script uau --plugin, ucnosb3yrouui
OPENVPN_PLUGIN_AUTH_USER_PASS_VERIFY, TokeHn 6y-
IIeT MepeaaBaThCsl B Ka4eCTBe MapoJis BMeCTO MapoJisi, peaocTaB-
JIEHHOTO TOJIb30BaTesieM. AyTeHTH()PHUKAIMOHHBIA TOKEH MOXKEeT
ObITb COPOILLIEH TOJBKO MPH MOJHOM TepenoiKAUeHnH, KOraa cep-
BEp MOXKET OTIPAaBUTb HOBblE OMUWH KJIUEHTY. BBeneHHBIN MoJib-
30BaTesleM MapoJib HUKOrAa He OylneT COXpaHATbCS MOCJ/e ycTa-
HOBKH ayTeHTH(UKaLMOHHOTO ToKeHa. Ecan cepBep «OpenVPN-
[OCT» orTk/oHsleT ayTeHTU(DHUKALHUOHHBIH TOKEH, KJIHEHT IOJy-
yutr AUTH_FAIL u 6ynet oTK/04eH.

[lesnblo 3TOrO sABJsIETCA MOAKJ/IOUEHHE ABYX(DAKTOPHBIX METOMAOB
ayrentuukaunu, Takux kak HOTP unu TOTP, kotopsie 6ynyT
UCI0JIb30BaThes 6e3 HeoOXoauMOCTH mnosydaTh HOBeIH OTP kon
KaX/Ibll pa3, KOTJla COIVIACOBBIBAETCSl MOBTOPHOE MOAKJIIOUEHHE.
Jpyroii ciydyail UCONb30BAHUS - 3TO K3LIMPOBaHHUe ayTeHTHU(DHU-
KallMOHHBIX JaHHBIX Ha KJUeHTe 06e3 HeoOXOAUMOCTH K3IIHWPO-
BaHUS MapoJisl M0JIb30BaTe/sl B NMaMATH B TeyeHHe BCeH CeccHu

TOKJIFOUEHHSI.
Yrobbl  ucmogb3oBaThb 3Ty  (yHKOHMo,  --client-connect
script  wam  --plugin - mo/mxkHel  momecTuTbh  auth-token

UNIQUE_TOKEN_VALUE"B caiin/6ydep nnsg DaHHBIX AHHA-
MHUYEeCKOH KOH(UrypauHuHd. DTO 3aCTaBUT CepBep B JajbHelilleM
nepefaBaTh 3TO 3HaYeHHUE KJIHEHTY, KOTOPBbIH 3aMEHUT JIOKaJ/bHbIH
naposb Ha UNIQUE_TOKEN_VALUE.

BoJsiee HOBble KJIMeHTH OyAyT BO3BPALLATLCS K HCXOLHOMY MeTOLY
00paboTKH MapoJsi mocje HeynauyHoW ayTeHTU(UKauuu. Crapble
KJIMEHTBl MTPOJOJIKAT UCII0Jb30BaTh 3HaYeHHe TOKEeHa W pearupo-
BaTh B COOTBETCTBHUH C --auth-retry.

HOpH[LKOBbII;'I Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
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--tls-verily ecmd BeimosHuTe KOoMaHoy o60s0ukd cmd, 4YTOOBl TPOBEPUTH UMS
X509 name tekymero TLS-coenuHenus, KoTopoe yxKe MPOLILIO
BCe OCTaJsibHble CepTH(UKALMOHHbIE TECThl (KpOMe OT3bIBa 4epe3
IUpeKTUBY --crl-verify; TecT Ha 0T3bIB MPOU3BOAUTCS MOCE TECTA
--tls-verify).

cmd Comep:KUT MyTh K CKPUNTY (MJIM HCIOJHSEMOH Mporpamme),
OMIIMOHAJNBHO HCMOJB3YyeTcsl ¢ aprymeHtamu. [lyTb u aprymen-
TBl MOT'YT ObITb 3aKJ/I0OYeHbl B OIMHAPHbIE /M IBOWHBIE KaBBIUKH
U/UJIN OTAEJEHbI 00paTHOM KOCOU YepTOM, a TaKxkKe JOJXKHbI ObITh
pasnesieHbl OIHUM WJIH 6oJjiee TPoOesoM.

cmd nomxHa BepHyTh 0, 4T06BI M03BOIUTL TLS-X3HA1IeHKY npo-
nomxatbesi, uad 1 B caydae Heynauu. [lpu BoimosHennn cmd nBa
aprymMeHTa n006aBJSIOTCS I0CJEe BCeX apryMeHTOB, YKa3aHHBIX B
cmd caenyoumM 06pasoMm:

cmd certificate_depth subject

OTU apryMeHTbl SIBJSIIOTCS, COOTBETCTBEHHO, TeKYLIeH TyOuHON
ceptudukara u umeHem X509 yana.

DTa BO3MOXKHOCTb MOJe€3Ha, €ClH MapTHep, KOTOPOMY BBl XOTH-
Te NOBEPSATb, UMEEeT CepTU(HUKAT, KOTOPbIH ObLI MOAMHUCAH YIO-
CTOBEPSIOIIUM LEHTPOM, KOTOPBIH TaKxKe TMOAMKMCaJ MHOTO ApY-
THX CepTU(UKATOB, €CAM Bbl He XOTHUTe NOBEPSITb UM BCEM, a
npeanoyuTaete U3bUpaTeSbHO OTHOCHUTBCS K TOMY, KaKOH CepTH-
(uKat mapTHepa Bbl MpUMeTe. JTa (PYHKIHOHANBHOCTH TO3BOJS-
€T BaM HamucaTb CKPHIT, KOTOPbIH OymeT mpoBepsitb ums X509
name cepTU(HUKaTa U PEIUT, CJAeIyeT ero MPUHUMATb WJH HeT.
B kauecTBe mpocToro ckpunTta Ha perl, KOTOpPBIH MPOBepsieT MoJe
common name cepTuduUKaTa, cM. daiia verify-cn B TucTpubyTHBe
«OpenVPN-T'OCT».

Cwm. B pasmene «IlepemeHHBIE cpenbl» HHMKe HHPOPMALHIO O J0-
TIONIHUTE/IbHBIX AapaMeTpax, NepefaBaeMbiX KaK epeMeHHble Cpe-
IIHL.

O6patuTe BHUMaHHe, UTO KoMaHaa cmd MoxKeT ObITb KOMaHAON
000JI0UKH C HECKOJIbKUMH apryMeHTaMH, B 3TOM CJIydae BCe apry-
MeHTHl, co3naHHble «OpenVPN-I'OCT», 6ynyT no6aBjeHBl B KO-
Hell cTpoKH cmd, 4ToObl CO3AaTh CTPOKY, KOTOpasi OyneT nepenaHa
B CKpHIIT.

--tls-export-cert directory CoxpaHATh CepTU(UKATHl, KOTOpble KJIHEHTbl HCIOJNb3YIOT IMpH
MOJKJ/IOUEHUH, B YKa3aHHOM KaTaJjore. BbirosiHsieTcs nepej Bbl-
30BoM --tls-verify. CepTudukatel 6ynyT UCIIONb30BATh BpEMEHHOE
UM U OyAyT ynaJjeHsl, korga ckpunt tls-verily saBepmut pabo-
Ty. M5 (paiina, ucnosbaymomeecs ns cepTU(UKATa, AOCTYIHO
yepes nepeMeHHYI0 cpenbl peer_cert.

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
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--x509-username-field [Tone B subject ceprudukara X.509, koTopoe GymeT HCIOJb30-
[ext:]fieldname BaThCsl B KauecTBe MMEHH MoJib3oBatessi (mo ymoauanuio = CN).
Kak mpaBusio 3Ta onuus yKasblBaeTcsi C MMEHEM TMO0Ji OTHUM
U3 CJeyloluX BapuaHToB: --x509-username-field emailAddress
--x509-username-field ext:subjectAltName IlepBriii mpumep uc-
nosnb3yet 3HaueHue "emailAddress"B KauecTBe MMeHH TOJIb30Ba-
Tesis1 B oJsie Subject ceptudukara. Bo Bropom npumepe npedukc
ext: 17151 0603HaYeHHs TOrO, YTO OYAET OCYLLECTBJIEH MOUCK 0/
ric822Name (email) B fieldname "subjectAltName"pacuupenus
X.509, koTopoe GymeT MCIOJMb30BAThCS B KauyecTBE UMEHH IOJIb-
soBaresisi. B ciyuae, Korma HalIeHO HECKOJBKO aPECcOB 3JeK-
TpoHHOH mouThl B ext:fieldname, BeiOUpaercst nmocaennuid. Korma
UCTIONb3yeTcsl 3Ta omnuus, --verify-x509-name onuusi 6yner co-
MoCTaBJsATbCS ¢ yKasaHHbIM fieldname Bmecto Common Name.
[TonnepxuBatorcs Tonbko subjectAltName u issuer AltName pac-
mupenusi X.509. O6paTuTe BHUMaHKe: Y STOH OMIHUH €CTh (PYHK-
usi, Kotopas npeobpasyet Bce fieldname B HUXXHeM perucrpe B
CUMBOJIbI BEPXHET0 PerucTpa, K mnpumepy, ou -> OU. fieldname
B CMeLIaHHOM PerucTpe Wiau ¢ npeduxcom ext: 6ymeT ocTaB/eHO
KaK eCTb. DTa (PYHKIHUS MOBBILIEHHS PerucTpa ycrapesa u Gyner
yiaJeHa B faJbHeHIIeM.

--verify-x509-name  name | [IpuHUMaTh coefHMHEHHS TOJBKO B TOM CJyuyae, ecJd HMs y3Ja
type X.509 paBHO name. YnaJeHHbIH XOCT TaKxKe NOJDKEH MPOUTH BCe
OCTaJ/ibHble MTPOBEPKH BepUPHUKALHH.

Kakoe X.509 umsi cpaBHHBaeTcs ¢ name, 3aBUCUT OT 3HAUeHHSs
type, kotopoe MmoxeT ObiTh “subject”, 4To6bl COOTBETCTBOBATH
nosto subject DN (mo ymosuanuio), nu6o “name”, 4ToObl COOT-
BeTcTBOBaTh subject RDN, snu60 "name-prefix coorBeTcTBYIOIIKN
npedukcy subject RDN. Kako#t RDN 6epetcs nist npoBepku nme-
HH, 3aBUCUT OT onuuu --x509-username-field, Ho mo ymosmyanuto
ucrosbdyetcst obiiee umsi (CN), T.e. ceprudukar ¢ subject DN
"C=RU, ST=NA, L=Chita, CN=Server-1"6yneT cooTBeTCTBOBaTb
1

--verify-x509-name 'C=RU, ST=NA, L=Chita, CN=Server-1’

2

--verify-x509-name Server-1 name

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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UJIH K€ BBl MOXKETe HCIO0Jb-
30BaTh

--verify-x509-name Server-
name-prefix

eCJIM XOTHUTe, 4YTOOBl KJHU-
eHT T[pUHUMaJ COelHHe-
HHe TOJbKO OT "Server-
1 "Server-2"u T.11.
--verify-x509-name - T1o-
Jie3Hasi 3aMeHa onuuu --tls-
verify n/s mpoBepkH yna-
JIEHHOTO XOCTa, TMOTOMY UTO
--verify-x509-name pa6oTa-
eT B --chroot oxpyxeHun
6e3 Kakux-11M00 3aBUCUMO-
CTeH.

Hcnonb3oBanue name
prefix moJsie3nass asabTepHa-
tTuBa 175 ynpasaenus CRL
(Certificate Revocation
List) Ha KJMeHTe, MOCKOJb-
Ky OHa I[03BOJISIET KJIHEHTY
OTKJIOHATb BCe CepTU(]HU-
KaThl KpPOMe TeX, KOTOpble
CBSI3aHBbl C Ha3HAUEHHBIMU
cepBepaMmu.

[Ipumeuanue. Ilpumensiite
name prefix ToJbKO B TOM
cjlydae, eCJid Bbl HCIOJIb3Ye-
e «OpenVPN-TOCT» cep-
TU(UKAT YAOCTOBEPSIOLLIErO
neHtpa (CA), KoTopelH Ha-
XOIUTCS TOJ BalIUM KOH-
TposeM. Hwukorma He wuc-
NOJb3yUTE 3Ty ONUHUI0 C
name prefix, Korma cepTu-
(uKaThl KJMeHTa IMOAMNHCa-
Hbl CTOPOHHEH OpraHu3alu-
ed, K MIpumepy, KomMmepue-
CKUM YAOCTOBEPSIOLIUM BeO
nentpom (Web CA).

[TopsinkoBbi#i Ne M3MeHeHUsI

HOILI'II/ICI) JIMlla, OTBETCTBEHHOI'O 3a
H3MEHEHNEe

I[aTa BHECEHHA M3MEHEHHSA




KpunTo CENY.00009-05 32 09 134

--x509-track attribute CoxpaHuTh 3HaueHWe artpubyta XH09 y3na B cpenme s HC-
MONb30BaHUA TJIATMHAMH UM HHTepdelicom ympasgaeHus. J[o-
06aBbTe ‘+’, 4YTOObl COXPAaHUTb 3HAYEHHUS] H3 TMOJHOH Ienou-
KA cepTU(UKaTOB. 3HaueHWs OyayT 3aKOAHMPOBAHBI B BHIE
X509_<depth>_<attribute>=<value>. Heckosbko --x509-track
OMLHH MOTYT OBITb 3aJaHbl JJISI OTCJEXHBAHHUS HECKOJbKHX aT-
puOyTOB.

--tls-exit OTkitounThes, ecau cornacoBanue TLS He ynaercs.

--ns-cert-type client|server | ¥Ycrapeso. Hcnosbsyiite GoJsiee COBpeMeHHBIH 3SKBHUBaJeHT: --
remote-cert-tls.

[Torpe6oBathb, uToObl cepTU(hHUKAT MapTHepa Obla1 MOANKUCAH SIBHO
sananHbIM onpenenenreM nsCertType «client» nau «server».
DTO MoJie3Has 3alllMTHAs ONLHUS A/ KJIUEeHTOB, obecrednBaloiias
TOT (PaKT, YTO XOCT, C KOTOPbIM OHU COEIMHSIOTCS, ONpe/ieseHHO
SIBJISIETCS CEPBEPOM.

CMm. ckpunrt easy-rsa/build-key-server B KauecTBe mprmepa, Kak
cosnatb ceptudukar c nosem nsCertType, ycTaHOBJIEHHBIM B 3Ha-
UeHHEe «Servers.

Ecnn nosne nsCertType cepBepHOro cepruurkarta yCTaHOBJIEHO
B 3HaueHHe «Servers, KJHEHTBl MOTYT MPOBEPUTb 3TO C MOMOILLb
ONnuUM --ns-cert-type server.

IT0 BaXKHas MPELOCTOPOKHOCTb JJs 3aLIUThl MPOTHUB aTaKH «ue-
JIOBEK MOCepefilHe», TJie aBTOPU30BAHHBIH KJHEHT IBbITAETCs CO-
eNUHUTBCS C APYTMM KJHEHTOM, MPUTBOPSSICh cepBepoM. Araka
JIETKO TpefoTBpallaeTcsl, e€CJU KJAUEeHTbl NPOBEPSIOT CepBepHBIH
CepTU(UKAT C UCIOJb30BAHUEM ONHOH M3 onuuid --ns-cert-type,
--tls-remote nau --tls-verify.

--remote-cert-ku v... [Torpe6oBath, uToObl cepTU(hHUKAT MapTHepa Obla1 MOANKUCAH SIBHO
3alaHHbIM key usage.

DTO roJie3Has 3alllMTHAs ONUHUS A/ KJIUEHTOB, obecrednBaoiias
TOT (PAKT, YTO XOCT, C KOTOPBIM OHH COEJUHSIIOTCS, ONpPEeLesIeHHO
SIBJISIETCS CEPBEPOM.

3nauenue keyUsage, ecid OHO TNpPUCYTCTBYyeT B cepTHU(HKaTe,
Basuaupyercs ¢ nomolubto TLS 6ubaunoreku B TeueHue TLS-
coeMHEeHHUs. YKaszaHue 3ToH onuuu 6e3 aTpubOyToB TpebyeT Ha-
JUYHs 3TOTO paciuupenus (utobbl 6ubanoreka TLS mposepudu-
LIMpoBaJa 3HaueHue).

Ecau crmcok v... Takxke ykasaH, B noJje keyUsage mo/xHbl GbITh
3alaHbl KaK MHHHUMYM TOT e Habop OWTOB, UTO U B ONHOM M3
3HAQUEHHUH CIIUCKA V ...

key usage cienyer 3aKoaMpOBaThb B ILECTHAALLATEPUUHOE YHUCJIO,
MOXKHO yKasaTb 0oJjiee ogHoro key usage.

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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--remote-cert-eku oid [loTpe6oBaTh, 4TOOB cepTU(PUKAT MapTHepa OblA MOAMNHUCAH SBHO
sananHbeiM extended key usage.

DTO noJe3Has 3allUTHAS ONUMS AJs KJIHEHTOB, o0ecreunBaoLlas
TOT ()aKT, YTO XOCT, C KOTOPHIM OHHM COETUHSIIOTCS, OMpeneseHHO
SIBJISIETCS CEPBEPOM.

extended key usage cinenyer 3akonupoBaTh B HoTauuu OID wniu
cUMBOJIMYecKOM mpenctaBiaeHnd OpenSSL.

--remote-cert-tls [loTpe6oBaTh, 4TOOBl cepTU(PUKAT MapTHepa OblI MOAMHUCAH SBHO
client|server sananHeiMu key usage u explicit key usage, ocHOBaHHBIMH Ha
npaBusaax TLS, npuBenenHeix B RFC3280.

DTo noJsie3Hast 3alIUTHAS ONLUHUS AJs KJIUEHTOB, 00ecreunBaroLas
TOT (aKT, UTO XOCT, C KOTOPbIM OHH CO€IMHSIOTCS, ONpeeseHHO
SIBJISIETCS CEPBEPOM.

Wnu, HaobopoT, 05 cepBepa, uToObl yOEAUTbCS, YTO TOJNBKO XO-
CTBI C KJIMEHTCKHUM CePTHU(PHUKATOM MOTYT MOAKJIIOUATHCS.

Onuus --remote-cert-tls client sxBuBaseHTHa --remote-cert-ku
80 08 88 --remote-cert-eku «TLS Web Client Authentication».
Key usage - digitalSignature u/umu keyAgreement.

Onuwus --remote-cert-tls server sxBuBaseHTHa --remote-cert-ku
a0 88 --remote-cert-eku «TLS Web Server Authentication».

Key wusage - digitalSignature u (keyEnchpherment wusn
keyAgreement).

DTO BaxKHasi NPELOCTOPOXKHOCTD [Jisi 3AILUTHI IPOTUB aTaKU «Ue-
JIOBEK MOCepefrHe», Te aBTOPU30BAHHBIA KJHWEHT IBITAETCS CO-
€IMHUTBCS C APYTHM KJHEHTOM, MPUTBOPSisCh cepBepoM. ATaka
JIETKO TIPeOTBpAIllaeTCsi, €CJU KJHEHThl MPOBEPSIOT CepBepPHBIH
cepTU(UKAT C UCMNOJb30BAaHHEM ONHOH M3 OmMuUUH --remote-cert-
tls, --tls-remote uau --tls-verify.

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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-crl-verify crl [IpoBepuThb, He yKa3aH JiU cepTH(HUKAT mapTHepa B ¢akie crl B
¢dopmare PEM.

CRL (cnucok oT3blBa CepTH(HUKATOB) HMCIOJb3yeTCs, KOraa KOH-
KpeTHbIH KJ/104 ckomnpomeTHpoBaH, HO Bcsl PKI coxpanena.
[Ipennonoxum, uto y Bac 6v1a PKI, cocrosmas us YL, kopHeso-
ro cepTU(HUKaTa U HeCKOJbKHUX KJAUEHTCKUX cepTudukatos. [Ipen-
M0JI0KHUM, YTO HOYTOYK, COdepKallMH KJU U CepTU(PUKAT KJIHU-
eHTa, Obli yKpaneH. Jlo6aBUB yKpaleHHbIH cepTHU(HUKAT B (aii
CRL, BBl MOKeTe OTBepPrHyTh Ji000€e coequHEeHHe, KOTOPOe MbITa-
eTCcsl UM BOCIIOJIb30BaTbCSl, COXpaHss 00lLyto LejocTHOCTb PKI.
EnvHCTBeHHBIH ciyuyad, Korja HeoOXOAUMMO Iepeco3/aBaTb BCIO
PKI 3aH0BO - ecsiy Obl1 CKOMIPOMETHPOBAH CaM KOPHEBOH CEPTHU-
(ukar.

Ecnu onunoHanbHbI# (aar dir 3agaH, BKAOUATCS APYTOH PEXKHUM,
rae crl — kartasor, comepxkauui (al/bl, TPOHUMEHOBAHHBIE OTO-
3BaHHBIMU CEPUUHBIMH HOMepaMHU ((aisbl MOTYT ObITb MYCTBIMH,
collep:KMMOe HHUKOrjga He yurtaercs). Eciu K/MeHT 3ampainuBaer
COeIMHEHHe, Tlle CEepUUHBIN HOMep cepTH(HKATa KjHeHTa (necs-
TUYHAsl CTPOKA) COBMALAeT ¢ UMeHeM Kakoro-nubo aiaa B 3TOM
KartaJjore, TO COefMHeHHe OyHeT OTKJOHEHO. Y4YTHUTe, yTo (hain
WK Katajor crl 3auuTbiBaeTcs KaKAblH pas, KOTAa MOAKJ/IOYA-
eTCsl MapTHep, eCyaU Bbl OTKJOUYaeTe NpaBa NPUBHUJIETMPOBAHHOTIO
N0/1b30BaTeNs C MOMOLIbIO --user, yOeAuTecb, UTO 3TOT MOJb30-
BaTe/b 00/aJaeT AOCTATOYHBIMM IpaBaMH, 4TOO MPOYECTb ITOT
(aia.

10.7 Hudopmanus no 6udbanoreke SSL

--show-ciphers (HesaBucumasi) [lokaszaTb Bce aJroputmbl MHU(POB, KOTOPBIE
MOXKHO HCII0JIb30BaTh C Omuue --cipher

--show-digests (HesaBucumas) IlokasaTb Bce aqropuTmel AaiKecTOB, KOTOPbIE
MOXKHO MCII0JIb30BaTh C onuued --auth

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
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--show-tls (HesaBucumas) Ilokasats kpunrtoHa6opsl TLS. «OpenVPN-
[OCT» ucnonbzyer TLS nnas 3amuthl KaHasna ymnpaBjeHHs, IO
KOTOPOMY MPOHUCXOANUT OOMEH KJ/I04aMH, UCIOJNb3yeMbIMH 1715 3a-
wutel Tpaduxka VPN. Hludpuaboper TLS 6ynyT oTcopTHpOBaHbl
OT CaMOr0 BbICOKOT'O MPEeANoYTeHHs (camblil 6e30MmacHblil) K caMo-
My HHU3KOMY.

Hasa TLS 1.2 6ynyT nokasaHbsl Bce OOCTYNHHE KPUIITOHAGOPHI.
Jns TLS 1.3 6ynyT nokasaHbl TOJIbKO Te KPUNITOHAGOPHI, KOTOPbIE
omne/esieHbl TEKYILMM 3HaueHWeM omuuu --tls-ciphersuites.
O6paTuTe BHUMaHHe, 4YTO MOXKET JM Habop LIH(POB U3 CIHC-
Ka JelCTBUTeNbHO paboTaTh, 3aBUCHUT OT KOHKPETHOH HAaCTPOHWKH
0060UX Y3JI0B.

--show-engines (HeszaBucumasi) [TokaszaTb nocTynHble B HACTOsILIEE BPEMS MOLYJIH
engine, nonaepxuBaemble 6ubarorekoin OpenSSL.

10.8 Cosnanue ciay4aliHOTO KJ04a

ATH OIIIHHK HCIIOJb3YIOTCA TOJBKO AJIA pexXKHhMa SaLUI/I(bPOBaHI/IH CO CTaTH4YeCKHUM KJIIOUOM, He OJIdA
TLS.

--genkey (HesaBucumasi) Co3nath cayuailHblil KJIHOY [Js1 KCIIOJIb30BaHUS B
KayecTBe 00ILero cekpera c onuued --secret. tot paila no/1xKeH
OBITh NepeflaH NMapTHepY MO paHee CyIeCTBOBABILEMY 3allMIIEH-
HOMY KaHaJy, TaKOMy Kak SCp.

--secret file 3anucatpb ka4 B (aua file.

10.9 Pexum koHdurypauuu coxpansiemoro TyHHeas TUN/TAP

Hoctynen Ha Linux 2.4.7+. 9Tu onuuu BKJ0OUYAOT B ce0s HesaBUCHUMBIH pexxuM «OpenVPN-
[OCT», koTopbl#i MOXKeT OBbITb UCIOJNB30BAH /151 CO3[aHUS U yAaJeHHUs] COXpPaHSIeMblX TYHHeJeH.

HOpH[LKOBbIﬁ Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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--mktun

(HesaBucumas) Co3nath coxpaHsieMbldl TyHHe/b Ha MjaaT(opmax,
KOTOpble MOAJAEPKHUBAIOT MX, TaKHX, Kak Linux. Kak npaswu.o,
tTyHHesid TUN/TAP cyliiecTBYIOT TONBKO B Te€UeHHe TOrO MepUosa
BpPeMeHHU, KOT/la TPUJIOKEHHE NEePKHUT UX OTKPBITHIMH. DTa OMIHUS
nosb3yercsi crniocobHocthio npaiiBepa TUN/TAP cospaBaTh co-
XpaHsieMble TYHHeJH, KOTOpble COXPaHSIOTCS B TeueHHe HeCKOJIb-
kux 3anyckoB «OpenVPN-I'OCT» u 3akpbiBatoTCsl TOJBbKO KOTAa
UX yIAJSIOT WM KOTAa MallWHa Mepe3arpykKaercs.

OnHO M3 MpPEeHMYLIECTB COXpaHSEMbIX TYHHeJEeH - TO, YTO OHHU
MCKJII0YAI0T HEOOXOMUMOCTb MAJisi OTHEJbHBIX CKPHITOB --UP H -
-down 3amyckaTh cOOTBeTCTBYyWOILIMe KoMaHAbl ifconfig u route.
OTHU KOMaH/bl MOTYT ObITb TTOMEIIEHbl B TOT K€ CKPUIT 000J0UKH,
KOTOpBIH HaunHaeT uin 3akaHuuBaeT ceaHc «OpenVPN-IT'OCT».
Elre ofHO MpenMyIleCcTBO B TOM, UTO OTKPBLITble COETUHEHHS Ye-
pe3 TyHHesb, ocHoBaHHBIH Ha TUN/TAP, ne OGynyT nepesarpy-
eHbl, ecau napTHep no «OpenVPN-I'OCT» nepesanyckaetcs.
ITO MOXKeT ObITb MOJE3HBIM, UTOObI NPEIOCTABUTh HENPEPBIBHYIO
CBSI3b uepe3 TyHHesb B caydae DHCP-nepesarpy3ku oTKpbITOTO
[P-anpeca naptHepa (cM. onuuio --ipchange Beile).

OnUH HeNOCTAaTOK COXPaHSeMbIX TYHHEJEeH COCTOMT B TOM, UTO
TpyAHee aBTOMaTHUeCKH KOH(HUTypHpoBaThb UX BequuuHy MTU
(cM. onuuu --link-mtu u --tun-mtu Bbie).

Ha HekoTopeix miatdopmax, Takux Kak Windows, tynnesnu TAP-
Win32 coxpaHsOTCs M0 yMOJTYAHHUIO.

--rmtun

(HesaBucumasi) ¥Ynaautb coxpaHsieMblil TyHHEJb

--dev tunX | tapX

YerpoiictBo TUN/TAP

--user user

OHU,I/IOHa.HbeIIjI [10JIb30BATeEJIb, KOTOprﬁ JOJI2KEH OBITh BJlaaeJib-
OEM 9TOTO TYHHEJd

--group group

OnuuoHanpHas rpynna, KoTopas L0/KHa ObITh BJafeableM 3TOro
TyHHeJ .

[TopsinkoBbi#i Ne M3MeHeHUsI

[Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEHEHNEe
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10.10 Onuwuwu, cnenuduyrsie aas Windows

--win-sys path YcTaHOBUTE MyTh K cucTeMHOMY Katasory Windows asis HCrofib-
30BaHUS NPU MOMCKE CUCTEMHBIX BBINOJHSEMbIX (halyoB, TaKUX
Kak route.exe u netsh.exe. [lo ymosuanuio, ecnu 3ta IUpeKTHBA
He ykasana, «OpenVPN-I'OCT» ucnoJsib3yer nepeMeHHY0 CPeibl
SystemRoot.

OTa onuus HM3MeHW/a [OBeleHHe B IOCJeAHeH BepcHH
«OpenVPN-T'OCT». Panblile npuxoaunoch onpefesite --win-sys
env, 4ToObl UCMOJb30BaTh MepeMeHHY0 cpenbl SystemRoot, nHa-
ye no ymosdanuwo ucnosbioBasics C:\WINDOWS. Bosbuie He
HY?>KHO HCIIO/Ib30BaThb KJ/IOYeBOe CJOBO env, OHO OyAeT IpPOCTO
npourHopuposaHo. [Ipu oOHapyxKeHHH 3TO cJ0Ba Npepynpexna-
folee coobleHre OyIeT COXpPaHEeHO B KOH(UTYPAaLLUOHHOM (aiie.

--ip-win32 method Hcnonbays onuuio --ifconfig B Windows, yctaHOBUTB afgpec u ce-
TeBylo MacKy amantepa TAP-Win32 ¢ ucnosnbszoBanueM method.
He wucnonp3yiiTe 3Ty OMNIHIO, €CAH Bbl TakXKe HCIOJb3YyeTe --
ifconfig.

manual - He ycranaBauBath [P-anpec uan ceteByio mMacky aBTo-
MaTHuecKu. BmecTo 3TOro BbiBECTH COOOLIEHHe HA KOHCOJb, Tpe-
Oyiolllee OT I0JIb30BaTeJsl CKOH(UTYPHPOBaTh afanTep BPYUHYIO
1 ykasbiBawlee [P/ceteByio macky, kotopbie «OpenVPN-TOCT»
OXHJI2eT B KaueCTBe YCTAaHOBOK aJarTepa.

dynamic [offset] [lease-time] - ABTomaTnyecku ycTaHoOBUTH [P-
ajzipec U ceTeBylo Macky, orBeyass Ha DHCP-3anpocsl, co3nanHblie
SIPOM. DTOT PEXKHUM - BEPOSITHO, «CaMOe YHCTOe» pellleHHe MJis
ycraHoBk# cBorcTB TCP/IP, mocKoJbKYy OH HCIOJb3yeT XOPOIIO
u3BecTHbId TpoToko1 DHCP. Ho cymiecTBytoT nBa npeaBapuTeib-
HBIX TpeOOBaHHUS [JISl UCMOJNb30BAHUS 3TOTO PEXKHUMA.

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
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1. CgoiictBa TCP/IP nns anantepa TAP-Win32 nosxHbl ObITh
yctaHoBJieHbl B «Obtain an IP address automatically»

2. «OpenVPN-TOCT» neobxomumo mnotpe6oBats [P-ampec B
TMOACETH MAJs MCMOJb30BaHHS B KadyecTBe ajpeca BHUPTY-
anpHoro cepepa DHCP. Ilo ymosnuanuio B pexume -dev
tap «OpenVPN-I'OCT» Bo3bMeT, Kak MpaBU/IO, HEUCIIOJb-
3yeMblil TepBbIM anpec B noaceTd. Hampumep, ecau Baiua
nmonceth 192.168.4.0, a cereBasg macka 255.255.255.0, To
«OpenVPN-T'OCT» Bosbmer [P-agpec 192.168.4.0 B kaue-
cTBe anpeca BuptyanbHoro cepeepa DHCP. B pexume --dev
tun «OpenVPN-T'OCT» 3acraBut cepep DHCP BecTu cebs
TaK, OyITO OH YCTAHOBJIEH B yIA/JeHHOM KOHEUHOM TYHKTE.
OnuuonanbHblll mapametp offset - mesnoe umcnao mMexny -
256 u 256, mo ymosuanuto paBHoe 0. Ecau offset 6osb-
e O, ceppep DHCP 6yner Bectu cebst kak [P-agpec npu
cereBoM agnpece + offset. Ecan offset menbuie 0, DHCP
Oynet BecTu cebs1 Kak [P-ampec mpu mupokoBelaTesbHOM
anpece + offset. MoxHo ncnosnb3oBaTh KoMmanny Windows
ipconfig /all, uro6el mokasare, uem Windows cuurtaer an-
pec cepepa DHCP. «OpenVPN-TOCT» «norpebyer» 3TOT
azpec, no3tomy o00s3aTe/IbHO HCIOJb3yHTe CBOOOAHBIH aj-
pec. Tem He meHee, pasnuunble dK3eMmasippl «OpenVPN-
[OCT», BkJitouast pa3jnyHble KOHIIBI OMHOTO U TOTO XKe CO-
elMHEeHUsI, MOTYT HCIOJb30BaTh OfMH U TOT 2Ke aJpec BHP-
tyanbHoro cepeepa DHCP. [Tapamerp lease-time koHTposH-
pyeT BpeMs apeHasl npucBanBaHusi DHCP, nannoro apanre-
py TAP-Win32, u Belpaxkaetrcs B ceKyHnax. Kak mpasuJo,
MPEeANOYTUTENBbHO OYeHb OOJIbIIOE BPEMSI apeHMbl, TOTOMY
4TO OHO TPENOTBpAllaeT MOTEPI0 MAPLIPYTOB, BKJIHOUYAILIHUX
anantep TAP-Win32, korma cuctema 3aceimaer. YmoJsya-
TeJIbHOe BPeMs apeH[bl - OUH TOf.

netsh - aBTomaTHuecku yctaHoBUTH [P-ampec u macky cetu, wuc-
Mo/b3yst KOMaHIHO-CTPouHYyl0 KomaHny Windows «netsh». Jror
croco6, moxoxe, KoppekTHo pabotaer Ha Windows XP, Ho He Ha
Windows 2000.

ipapi - aBTOMaTHUecKH ycTaHOBUTb [P-anmpec u macky cetH, uc-
nonb3yss Windows IP Helper APL. DToTr momxom He uMeer upe-
aJbHOU CeMAHTHKH, XOTSl TeCTUPOBaHHE MOKAa3aJso, 4TO Ha Mpak-
THKe OH paboTaeT xopouo. Ec/au Bbl HCMOJMb3yeTe 3Ty OIIHIO,
ayudie Bcero octaButh cBodctBa TCP/IP nmns amantepa TAP-
Win32 B ymosuaTesbHOM cocTostHuM, T.e. «Obtain an [P address
automatically».

[TopsinkoBbi#i Ne M3MeHeHUsI
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adaptive - (YMo/suaHHe) HM3HAUAJNBHO TIOMBITATHCS HCIOJb30BATh
cioco6 dynamic, 3atem mnepeliTi K netsh, ecqau cornacoBaHue
DHCP c¢ anantepom TAP-Win32 He 3aBepiiaercs yCrHelHO 3a
20 cekynn. Takue ciydyau M3BECTHBI, KOT/la MaKeThl HEKOEro Mo-
CTOPOHHEero OpaHaMayspa, YCTaHOBJIEHHOTO Ha KJHEHTCKOH Ma-
muHe, 6saokupytoT cornacoBanne DHCP, ncnosb3yemoe apanre-
pom TAP-Win32. O6patuTe BHUMaHUe, YTO €CJIU MIPOUCXOAHUT Iie-
pexon K netsh, TCP/IP-cBoiictBa amantepa TAP-Win32 6Gynyt
nepeycranoBsensl ¢ DHCP Ha cratuueckue, u 3To 3actaBuT 0y-
nyuue nepesanyckd «OpenVPN-I'OCT», ucnogbayionieil pexum
adaptive, cpasy ke ucrno/sb3oBaTh netsh, He ucrosb3ys cHadaJga
dynamic. Uto6bl «mepeknoduTh» pexkuM adaptive ¢ ucmosb3o-
BaHusi netsh, zamycture «OpenVPN-TOCT» no xpatineii mepe
OJIMH Pa3 C WUCMOJb30BaHHEM pexkuMa dynamic, 4ToObl BOCCTaHO-
BuTb TCP/IP-cBoiictBa anantepa TAP-Win32 B koHdurypamuzo
DHCP.

--route-method m Kakoil cmoco6 m ucrno/b3oBaTh AJs N00aBJEHHS MaplIpPyTOB B
Windows?

adaptive (ymo/suaHue) - cHauaJa MOMbBITATHCS HUCIOJNb30BATh
[P helper API. Ecaiu 370 He ynaetcsi, BepHYTbCS K KOMaH]Ie
000Ji04KH route.exe.

ipapi - ucrosbzoBatb [P helper APIL

exe - BbI3BaTh KOMaHIy 000JI0YKH route.exe.

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
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--dhcp-option type [parm] YcranoButh pacimiupenHble TCP/IP-cBoiictBa amantepa TAP-
Win32, onuus mo/MKHA HCMOJb30BaThecsl ¢ --ip-win3d2 dynamic
uau --ip-win32 adaptive. DTy omnuMo MOXHO HCIOJb30BaTh,
4yTOoOBl YCTaHOBUTH AonosHuTesbHble TCP/IP-cBolicTBa anantepa
TAP-Win32, u oco6eHHO MoJie3Ha IJisi KOHMUTYPUPOBAHHUS KJH-
eHta «OpenVPN-I'OCT» nas nocTuxkeHus: cepBepa Samba yepes
VPN.

DOMAIN name - ycranoButb DNS-cydduke, cneunduuneii aas
COOTBETCTBYIOLIETO COETUHEHHS.

DNS addr - ycranoBuTh ampec mepBUYHOrO cepBepa NOMEHHBIX
uMeH. [ToBTOpUTH 3Ty omuuio, 4TOOB YCTAHOBUTH azpeca BTOPHY-
HbIX DNS-cepBepos.

O6parute BHuMmaHue, yto DNS [Pv6 cepBepa celiuac Hactpau-
BatoTcs ¢ momotnbio netsh (cymecrsytomuit DHCP xox moxer
ucnosb3zoBath ToJbkKo IPv4 DHCP, a aToT nportokos paspeinaert
ToabKo IPv4 anpeca rue-nn60). Onuus 6yner noMelieHa B cpemy,
TaK UTO --UP CKPUMT MOXKeT JeHCTBOBATb B COOTBETCTBUU C ITHM,
eCJ/I1 He0OXOAHMMO.

WINS addr - ¥YcranoButb anpec mnepsuuynoro WINS-cepsepa
(NetBIOS over TCP/IP Name Server). IloBToputh 3Ty onuuio,
4yTOOBl YCTAHOBUTH aapeca BTopuuHbIX WINS-cepBepos.

NBDD addr - Ycranoutb ampec mnepsuuHoro NBDD-cepsepa
(NetBIOS over TCP/IP Datagram Distribution Server). ITosTo-
PUTb 3Ty OMNLMIO, UTOOBl YCTAaHOBUTb ajapeca BTopuuHbix NBDD-
cepBepoB.

NTP addr - ycraHoButh anpec mnepsuyHoro NTP-cepsepa
(Network Time Protocol). [ToBToputh 3Ty omuuio, 4ToObl ycTa-
HOBUTb afpeca BTopuuHblX NTP-cepBepos.

NBT type - ycranoButb tun ysna NetBIOS over TCP/IP. Bos-
MOKHble onmuuu: 1 - b-y3esn (wupoxoserianue), 2 - p-y3esa (MMeH-
Hble 3ampochl Touka-B-Touky K WINS-cepBepy), 4 - m-y3en (1u-
pOKOBelllaHHe, 3aTeM CepBep UMeH 3anpocoB) U 8§ - h-yses (cepsep
MMeH 3alpocoB, 3aTeM LIMPOKOBEIlaHHe).

NBS scope-id - ycranoButh obsactb nerictBusi NetBIOS over
TCP/IP. ID o6nactu neiictBusi NetBIOS mnpenocraBnsier pac-
mupeHHbld cepuc uMeH njs moaynas NetBIOS over TCP/IP
(usBectHoro kak NBT). [naBnasi uesap ID obsactu gedcTBHS
NetBIOS - usoauposatb tpaduxk NetBIOS B omHoél ceTu Tak,
4yTOOBl OH MPOXOAMJ TOJBKO 4epe3 y3Jbl ¢ TeM ke ID obaactu
neiictBusi NetBIOS. ID o6nactu neiictBusi NetBIOS - cumBoJib-
Hasi CcTpoka, Kotopasi pobasasercss K uMeHu NetBIOS. ID o6.a-
ctu nedictBusi NetBIOS Ha nByX XocTax HOJIKeH COBMNanaTh, UK
nBa xocta He cMoryT obumarbes. ID o6nactu neiictBusi NetBIOS
TaK2Ke M03BOJISIeT KOMITBIOTEPAM HCII0JIb30BATh OAHO U TO XKe KOM-
MbIOTEPHOE HUMSl, IOTOMY YTO y HUX pa3Hble ID obnacTtu neficTBus.
ID o6Gsactu pmedictBus craHoBuTcd yacTbio uMeHu NetBIOS, ne-
Jlasi 3TO UMS YHHKaJbHbIM.

DISABLE-NBT - orkiawouuth NetBIOS-over-TCP/IP.
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O6patute BHHMaHHe, uTo ecau onuus --dhcp-option mepenana
yepes --push kiuenty, padoramwiiemy He B Windows, omuusi 6yaeTt
COXpaHeHa B OKPYXKEeHHH KJHMeHTa Nepei TeM, Kak OyleT BbI3BaH
CKPHUINT up, Mof Ha3BaHueM «foreign_option_n».

--tap-sleep n 3actaButbh «OpenVPN-I'OCT» 3acHyTb Ha n ceKyHJ cpasy xe
rnocJie TOro, Kak cocrosinue aganrtepa TAP-Win32 ycranosseHo B
«connected».

DTa omnuus NpenHa3HadyeHa MJs UCIOJAb30BAaHHUS MPU MpobsemMax
¢ onuusamu --ifconfig u --ip-win32, u ucnosbsyercs, yToObI AaTh
anantepy TAP-Win32 Bpemsi momHATbCs, Npexie ueM K HeMy
oynyTt npumeHenbl onepauuu Windows IP Helper API.

--show-net-up BeiBectu B3rasn «OpenVPN-I'OCT» Ha cucTeMHyl0 TabJully
MapLIPyTH3aLHH U CIIUCOK CEeTeBBIX afanTepoB B syslog uiu daiin
XypHasa nocje Toro, Kak O nopHsAT agantep TUN/TAP u 6bi-
J1 n00aBJ/eHbl KaKue-a1u60 MapIIPYTHI.

--block-outside-dns Bnokupoatb DNS cepBepa n3 apyrux ceteBbiX afanTtepoB, UTO-
Obl penotBpatTh DNS yTeuku. dTa onuus npenorspaiiaer ao-
ctyn gwo6bix npusnoxeHud k TCP uau UDP nopry 53 kpo-
Me OIHOro BHYTpPHU TyHHess. Ilas sToro ucnosnbdyercs Windows
Filtering Platform (WFP). 9rta onuus cuutaercsi HeH3BeCTHOH Ha
He-Windows nsargopmax, Bbi3biBasi omIMOKYy. Bo3amoxHO, BbI 3a-
XOTHUTE HCII0Jb30BaTh --setenv opt uau --ignore-unknown-option,
4yTOOBl NMPOUTHOPHPOBATh YKa3aHHYIO OLIMOKY. YUTHTe, YTO OT-
NpaBKa HEeHW3BECTHBIX OMLUH C cepBepa He BBI3bIBAET (haTajbHBIX
OLIMOOK.

--dhcp-renew [Tonpocuts Windows o6HoBHUTb apeHny amantepa TAP mpu 3a-
mycke. DTa ONLHUS, KaK MpaBujia, He SIBJASETCS HEOOXOAUMOH, T0-
tTomy uto Windows aBTOMaTHYeCKH 3aMyCcKaeT MepecoraacoBaHue
DHCP na apantepe TAP, korna oH nmomHuMaeTcsi, OQHAaKO €CJH
Bbl ycTaHOBHJIK cBodcTBO Media Status amantepa TAP-Win32 B
«Always Connected», BaM M0OXeT MOHag0OUTLCS 3TOT (Jiar.

--dhcp-release [Tonpocuts Windows ocBo6onuth apeHny ananrtepa TAP npu BbI-
KJIOYeHUHU. DTa ONIHUS HMeeT Te Ke OTOBOPKH, 4To H --dhep-
renew.

--register-dns 3anyctuth net stop dnscache, net start dnscache, ipconfig

/flushdns u ipconfig /registerdns nmpu WHMLKMALKH COeNHMHEHWUS.
M3BecTHO, 4TO 3TO 3actaBaser Windows y3HaBaThb fepenaHHble
DNS-cepsepsl.

HOpH[LKOBbIﬁ Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe




KpUnTO CENY.00009-05 32 09 144

--pause-exit BeiBecTu cooOuieHue «press any key to continue» Ha KoH-
cosb, npexnae 4yem mnporpamma «OpenVPN-T'OCT» 3aBepuiaer
paboTy. DTa ONUHs aBTOMATHYECKH HCMOJb3yeTCs MPOBOAHUKOM
Windows, korna «OpenVPN-I'OCT» 3anymena ¢ koHpurypauu-
OHHBIM (paiijioM, BEIOPAHHBIM C IOMOLIBIO KOHTEKCTHOTO MeEHIO
TPOBOJIHHKA.

--service exit-event [0]1] Cnenyet ucnosnb3oBatb, Korga «OpenVPN-TOCT» aBTomaTuuye-
CKM 3aMyCKaeTcsl APYrod NMPOrpaMMOd B TaKOM KOHTEKCTe, UTO
HUKAaKOe B3aMMOLEHCTBHS C MOJb30BaTEeM 4Yepe3 MOHHUTOP HJH
KJIaBUATYPy HEBO3MOkKHO. B o6IieM, KOHEUHBIM T0JIb30BATENSM
He CJIeflyeT UMeTb He0OXOAHMOCTb SIBHBIM 00pa3oM MCII0JIb30BaTh
3Ty OINLMIO, MOTOMY UYTO OHa aBTOMaTH4YecKH n006aBJjsieTcs cep-
BucHOH o6osoukoi «OpenVPN-T'OCT», korna nanHasi KoHUTY-
pauus «OpenVPN-I'OCT» 3amyckaeTcsi Kak cepBHC.

exit-event - umss oObekrta rjobanbHOro coObiTHs Windows, u
«OpenVPN-T'OCT» ©OynerT HenpepelBHO NpPOBEPSITb COCTOSIHHE
3TOr0 00beKTa COObITHS U 3aBEPLUIUT paboTy, KOTAA OOBEKT CTaHeT
CUTHAJIM3UPOBAHHBIM.

Bropoi#i mapameTp yKasblBaeT HCXOQHOE COCTOSIHHE MapaMmeTpa
exit-event u, Kak mpaBuJso, Mo ymoJsuaHuio paseH 0.

MoxeT BBITIONHATBCS  OJHOBPEMEHHO HECKOJIbKO TPOIeCCOB
«OpenVPN-T'OCT» ¢ onHuUM U TeM Xe napameTpoMm exit-event. B
JI000M cJlyyae KOHTPOJHPYIOUIUH MPOLECC MOXKEeT CHUTHAJNHU3HUpPO-
BaTbh exit-event, 3acraBJ/ifii Bce TaKUe MPOLECCHl 3aBePLIUTHCS.
[Tpu BoinmosuHenun npouecca «OpenVPN-I'OCT» ¢ nupektrBoi --
service, y «OpenVPN-I'OCT», BeposiTHO, He 6yneT KOHCOJBbHOTO
OKHa /s BbIBOJA COOOLIEHHH O cTaTyce M OLIMOKaX, MO3TOMY
TM0JIE3HO HCI0JIb30BaTh OMUMHU --log uau --log-append, utobwl 3a-
MUCBIBATh 9TH COOOLIEHHUS B (pailJ.

--show-adapters (HesaBucumas) [Tokasate noctynuele agantepsl TAP-Win32, ko-
TOpble MOTYT OBITb BBIOpAaHBl ¢ MOMOILIbI onuuu --dev-node. B
cucteMax, oTnyHbix ot Windows, komanna ifconfig mpenocras-
JIsleT CXOIHYI (PYHKIMOHAJIBbHOCTb.
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--allow-nonadmin [TAP- | (He3aBucumasi) YcranoButb TAP-anantep Tak, 4ToObl MO3BOJHUTD
adapter] JOCTYN OT He-aaMHHHCTpaTopoB. Eciu mapamerp TAP-adapter
onyiueH, Bce TAP-ananrtepsl cuctembl GyayT CKOH(DUTYPHUPOBAHBI
TaK, 4TOOBI MO3BOJNUTh HEAIMUHUCTPATUBHBIN poctyn. Hactpoi-
Ka HeaJIMHHUCTPATUBHOIO NOCTyMNa OYyAeT MPOAOJKATbCs TOJIbKO
TOT TepHoN BpeMeHH, Moka 00beKT ycTpoicTBa TAP-Win32 wu
I paliBep OCTAIOTCS 3arpy>KEHHbIMH, U ee HeoOXOAUMO OyAeT CHO-
Ba YCTaHAaBJMBATb NOCJe Nepe3arpy3ku, UJH eCJd ApanBep ObLI
BBITPY?KEH U CHOBA 3arpyzkeH. ATy AUPEKTHBY MOXKET HCIIOJb30-
BaTh TOJbKO aIMHHUCTPATOP.

--show-valid-subnets (HesaBucumasi) [lokasaTb meHCTBUTE/bHbIE MOACETH MAJS IMYJIsi-
uuu --dev tun. ITockosbky npaiiBep TAP-Win32 skcnoptupyet
uHrepderic ethernet 8 Windows, u nockosbky ycrporictea TUN
Mo CBOeH mpupoje paboTalT TOYKA-B-TOUKY, AJs ApaiiBepa TAP-
Win32 Heo6XomMMO HaKJaAbIBaThb HEKOTOPbIE Or'PaHWYEHHs Ha
BbIOOp afpecoB B KoHeyHoM nyHKTe TUN.

A uMeHHO, KOHEUHbIE MyHKTHI TOYKA-B-TOUYKY, HCIOJIb30BAHHEIE B

smyasunu yerporctea TUN, no/KHBI OBITH 1Ba afpeca U3 cepe-
nunbl noacetd /30 (ceteBast Macka 255.255.255.252).

--show-net (HesaBucumasi) ITokasats B3rasig «OpenVPN-TOCT» Ha cuctem-
HyI0 TabJHILy MapLIPyTH3alHU U CIIUCOK CETEBBIX alarTepoB.

10.11 ABTOHOMHBIE ONUUH OTJIALKHU

--show-gateway [v6target] | (HesaBucumas) [lokasare tekymunit IPv4 u [IPv6 w03 no ymos-
yaHWi0 W uHTepdedc K 103y (ecau YHNOMSHYTBIE MPOTOKOJ
BKJitoueH). Ecin [Pv6 ampec mepenaercss B KauecTBe apryMeHTa,
[Pv6 mapuipyT oTnpaBJsieTcsi IJisi 3TOTO XOCTa.

10.12 Onuuu, otHocsuecss K [Pv6

Cuenymooliyde ONUMH CYIIECTBYIOT AJs monnepku I[Pv6 TyHHenupoBaHHSI B TOUKa-TOYKA U
KJHeHT-cepBep pexxumax. Bce onuuu cMmomenrpoBaHbl 1Mo 00pasily ux aHamnoroB B [Pv4, Tak urto
GoJsiee JeTasibHblE OTMUCAHUS, TIPUBENEHBI TaM, MPUMEHUMbl U TYT (3a UCKJOUYeHHeM --topology, Ko-
TOpBId He BauseT Ha [Pv6).

--ifconfig-ipv6 Ckoudurypupyet IPv6-anpec ipvbaddr/bits pas yerpoiicts TUN.

ipvbaddr/bits ipvbremote ipvbremote wucmosb3yercss Kak anpec, Ha KOTOPbIH JOJIKHBI
MaplLIPyTH3UPOBAThCsl MakKeThl 1Js --route-ipvb, ecau He 3amaH
gateway.
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--route-ipv6  ipv6addr/bits | Hactpouts IPV6 wmapmipyTusanuio B cucTeMe [IJs OTIPABKH
[gateway] [metric] ykazanHod cetu [Pv6 B «OpenVPN-I'OCT» TUN. Ilapamerp
gateway ucnoJb3yercsi ToabKo ajas [Pv6 mapuipyrto, npoxons-
mux yepe3 TAP ycrpoficTBa, W eciu OH OTCYTCTBYeT, TO GyneT
MCII0JIb30BaHO ipvbremote mose u3 --ifconfig-ipv6 .

--server-ipv6 ipvbaddr/bits | YnobHas QyHKuMs AJs BKJIOUEHHs HecKosabkux IPv6 omuwmii on-
HOBpeMeHHO, a UMeHHo --ifconfig-ipv6, --ifconfig-ipv6-pool u --
push tun-ipv6. IlpuHrMaeTcsi TOJIBKO ecaM ycTaHOBJeH “--mode
server”, mu6o “--server”. OrnpaBka --tun-ipv6 AUpPeKTHUBBI BBIMNOJ-
HSIeTCS I/ CTapbiX KJIHEHTOB, KOTOPBIM TpebyeTcsl BHOe yKasa-
HUe “--tun-ipv6” B UX KOH(UTypaALUH .

--ifconfig-ipv6-pool Onpenensier nuana3on agpecos [Pv6 s nuHamuueckoro HasHa-

ipvbaddr/bits yeHue KiauveHTaM. [luanazoH Hauutaercs ¢ ipvbaddr u BeIgaBae-
MBbIH ajipec yBeJHUHBaeTCss Ha | 1Jif KaXAOTO CJIeAyIOIIero KJu-
eHra.

--ifconfig-ipv6-push Hcnonbayercs pasi ced/per-client HacTpoiiku cratuueckoro IPv6

ipvbaddr/bits ipvbremote unrepgeiica. Cm. netanu B --client-config-dir u --ifconfig-push .

--iroute-ipv6 ipvbaddr/bits | Mcnosabsyercs pas ced/per-client HacTpoiiku cratuueckoro IPv6
uHTepdeiica. CM. IeTaqu Mo HACTPOHKe M HCHONB30BAHHIO B --
iroute, 1 mo B3auMoJeHCTBHIO --iroute u --route.

10.13 CkpunroBaHue U nepeMeHHble CPeibl

«OpenVPN-T'OCT» skcnopTupyeT psifi TepeMeHHBIX CpPefibl, UCIOJb3YIOLIMXCSl B CKPUIITAX, OMpe-
[leJIeHHBIX MOJb30BaTEJ/IEM.

10.13.1 Tlopsimox BbINOJHEHHS CKPUIITOB

--up BrinosHsieTest mocsie Toro, Kak cBsidbiBaetcst coker TCP/UDP u
otkpbiBaercss TUN/TAP.

--tls-verify BrinosiHsieTest, Kora y Hac ecTh IOKa elle HelOoBepeHHBbIH yna-
JIEHHBIH MapTHep.

--ipchange BrinonHseTcs nocse ayTeHTU(PUKALUU COeIMHEHHUS WM H3MeHe-
HUs ynajnenHoro [P-anpeca.

--client-connect BrinmosiHsieTest B pexxuMe --mode server cpa3y rocJje KJIHeHTCKOH
ayTeHTU(HUKALIUH.
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--route-up BoinoJiHsieTcst mocje ayTeHTH(HKAlMKH COeIMHEHUs, WU Cpasdy
XKe, WK CITYCTS] HECKOJIbKO CEKYH]I, BPeMsSI OXKHAAHHS OMpee/isi-
eTcsi onuuel --route-delay.

--route-pre-down BeinosiHsieTest npsiMo nepen yaaJeHHeM MaplipyTOB.

--client-disconnect BrinosiHsieTcs B pexxnMme --mode server Mpu 3aKPBITHH SK3IEMILS-
pa KJueHTa.

--down Brinonusiercs nocse 3akpeituss TCP/UDP u TUN/TAP.

--learn-address BrinosiHsieTcss B pexxuMe --mode-server, Korna Wy aapec/Mapii-

pyT IPv4 nnu anpec MAC no6aBJisieTcst BO BHYTPEHHIOW TabJIHILY
mapupytusaunud «OpenVPN-T'OCT».

--auth-user-pass-verify BrinosiHsieTest B pexxuMe --mode-server Mpu MOAKJIIOUEHUH HOBBIX
KJIMEHTOB, KOTJA KJIUEHT ellle He SIBJSETCS NOBEPEHHBIM.

10.13.2 Tunel u npeobpa3oBaHue CTPOK

B onpenenennbix caydasx «OpenVPN-I'OCT» BoinosHsieT npeo6pa3oBaHie CUMBOJIOB B CTPOKaX.
A uwmeHHO, J106ble CHMBOJIBI, He BXOASIIIME B Ha0Op pa3pellieHHbIX CHMBOJIOB JJIS KaXKJAOTO THIA
CTPOK, OyAyT npeoOpa3oBaHbl B 3HAK MOAYEPKHUBAHHS.

Bonpoc. [Touemy npeo6pasoBanue cTpOK HEOOXOOUMO?

OTBeT. DTO BakHas 3allMTHas (DYHKLMS, NpefiHA3HAUeHHAas [/ TOro, 4yToObl NMPefoTBPATUTh
3/I0HaMeHEeHHO€e KOJMPOBaHHE CTPOK U3 HeJOBEPEeHHbIX UCTOYHUKOB, KOTOPbIE MepefaloTcsl KaK napa-
MeTpbl B CKPHUITBI, COXPaHSIOTCS B Ccpejle, UCMOJb3YIOTCS B KayecTBe COMIMON name, nepeBoAsiTCS
B M4 ¢aiiaa U T.1.

Bonpoc. MoxHO /M OTKJ/II0YUTb NTpeobpa3oBaHHe CTPOK?

Otger. [la, ucnosb3ys ONUMIO --no-name-remapping, oAHAKO 3Ty OMUHIO CJAeAyeT CUMUTATh M0-
TIOJIHUTEJIbHOH.

Bot kpatkoe onucanue nmerinxcsi B «OpenVPN-IT'OCT» THNOB CTPOK U pa3pelleHHbIX KIacCoB
CUMBOJIOB [l KaXKJ0H CTPOKH.

Hmena, cocraBieHHble 1o npaBuiam X.509: 6ykBbl U 1U(pbl, 3HAK MogdepkuBanus (_), neduc
(-), Touka (.), at-kommepueckoe (@), nBoetoure (:), kocast yepra (/) u 3HaK paBeHcTBa (=). DykBBI
1 UADPBI OTPeNeIIIOTCS KaK CHUMBOJIBI, KOTOPble 3aCTaBJsAOT QyHKIHI0 6ubanoTeku C isalnum()
BEPHYTb 3HAUEHHE «UCTUHHO».

ITona Common Name: Byksbl u uudpbl, 3Hak noguepkuBaHus (_), neduc (-), Touka (.) H
at-kommepueckoe (Q).

--auth-user-pass username: To xe, yto y moseii Common Name, ¢ OIHUM HCKJIOUYEHHUEM:
napametp username nepenaercs B myaruH OPENVPN_PLUGIN_AUTH_USER_PASS_VERIFY
KaK ecTb, 0e3 npeoOpa3oBaHUS.

--auth-user-pass password: Jlio60ii «neyaTHbeild» cumBoJg, Kpome CR u LF. IleuatHbie cumBo-
JIBI OTpeNesISIOTCS KaK CHMBOJIBI, KOTOpble 3acTaBJsiloT QyHKUHIO 6ubauoreku C isprint() BepHYThH
3HaYeHHe «UCTHHHO».

--client-config-dir filename kak mpou3BomHbIe OT MoJied common name WJIM username:
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BykBbl ¥ UQPBI, 3HAK MopgdepKruBaHus (_), neduc (-) U Touka (.), 3a UCKJIIOUEHHEM «.» U «..» B Ka-
YyecTBe OTJAEJbHBIX CTPOK, a TaKxKe CUMBOJ at-kommepueckoe (@), no6aBJeHHBIN 1151 COBMECTHMOCTH
C KJ1IacCOM CHMBOJIOB COMIMON name.

HmeHa mepeMeHHBIX cpelbl: OYKBbl U IU(PLl UM 3HAK MOAYEepPKUBaHUS (_).

3HaueHus MepeMeHHbIX CPeabl: 000N MeYaTHbIH CHMBOJL.

Bo Bcex ciyuasix, CUMBOJIBI B CTPOKE, KOTOpPble He SIBJSIIOTCS YjeHaMH pa3pelieHHOro KJjacca
CHMBOJIOB [IJIS 3TOTO THIIA CTPOK, MPe00Pa30BbIBAIOTCS B 3HAK MOAYEPKHBAHHS.

10.13.3 IlepemeHHBIe cpenbl

OnHaxbl yCTAHOBJIEHHAsI NepeMeHHast CPefibl COXPaHseTCsl, MOKa ee He MepeyCTAHOBST WUJIH He
Oyzetr nepesamnylleHa CACTeMA.

B cepBepHoM pexkuMe mepeMmeHHble cpenbl, yctaHoBJeHHble «OpenVPN-I'OCT», onpenensores
B COOTBETCTBHM C OOBEKTAaMM KJHEHTOB, C KOTOPBIMH OHH aCCOLMHUPOBAHBI, MO3ITOMY He JIOJIKHO
ObITb CJydaeB, KOTJla CKPHUIITBH MOJYUYalOT JOCTYN K paHee YCTaHOBJIEHHBIM MepeMeHHbIM, KOTOPBIE
OTHOCATCS K APYTHM 3K3eMILIsipaM KJIHEHTOB.

bytes_received O611ee KoaMuecTBO GalTOB, MOJYyUEHHBIX OT KJMEHTa BO BpeMs
ceaHca VPN. YcranaBnuBaeTrcs nepep BBIIIOJHEHHEM CKPHUITA --
client-disconnect.

bytes_sent O6b1iee KoaryecTBO 6aHTOB, NepefaHHbIX KJAUEHTY BO BpEMS CeaH-
ca VPN. YcranaBnuBaetcs nepes BbINONHEHUEM cKpurTa --client-
disconnect.

common_name [Tore X509 common name ayTeHTH(UIUPOBAHHOTO KJHEH-

Ta. YCTaHaBJMBaeTCsl Mepel BHIOJHEHHEM CKPUNTOB --client-
connect, --client-disconnect u --auth-user-pass-verify.

config Wwms nepsoro ¢aina --config. YcranaBnuBaercs npu HHULHALUN
nporpamMmbl 4 nepeycraHaBiuBaetcs npu SIGNUP.

daemon YcranaBauBaetcst B «l», ecsiM yKaszaHa nMpeKTHBa --daemon, U B
«0» BO Bcex oCTa/bHBIX C/ydasX. YCTaHaBJMBaeTCs NPU HHHUILU-
auuu nporpaMMbl U nepeycranas/aubaetcs npu SIGNUP.

daemon_log_redirect YcranaBauBaeTcss B «l», ecnu ompeneseHbl AHPEKTHBH log u/n
log-append, u B «0» BO Bcex OCTa/IbHBIX CJyuasix. YCTaHaBJH-
BaeTCs MPHU MHULHMALKUK NIPOrpaMMbl U TepeyCcTaHaB/IUBAeTCs MPH

SIGNUP.

dev HetictButensHoe umsi ycerpoiictBa TUN/TAP, Bkawouas Homep,
€CJIM OH CYIIeCTBYeT. YCTaHABJMBAeTCs Tepel BBINOJHEHHEM
CKPHUITOB --Up HJH --down.
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dev_idx B Windows unpekc yctpoiictBa TUN/TAP anantepa (mnst uc-
noJib30BaHus B netsh.exe BbI30BaX, KOTOpPblE MHOTIA HENpPaBUJ/Ib-
HO paGoTaloT ¢ HMeHaMH HHTep(eicoB). YcTaHaBIUBaeTCs Mepex
BBITIOJIHEHHEM CKPHUIITOB --Up WUJH --down.

foreign_option_{n} Onuus, nepenaHHast TUPEKTUBOH --push KJIHEHTY, KOTOPBIH He 06-
JlajaeT BCTPOEHHOH MOAJMEP:KKOH 3TOH OMLMH, HANpUMep, OMLHS
--dhcp-option B cucreme, otauunoét ot Windows, Gyznet 3anucaHa
B 3Ty IOCJIEI0BATENbHOCTb MEPEMEHHBIX Cpelbl Tepel BbIMOJIHE-
HHUEM CKpHIITA --Up.

ifconfig_broadcast [IupokoBemaTeibHBIH agpec OJs CerMeHTa BUPTyaJbHOH CeTH
ethernet, onpenensemelit u3 onuuu --ifconfig npu ucnonb3zoBanun
onuuu --dev tap. YcraHnaBiauBaetcs nepen TeM, kKak «OpenVPN-
[OCT» BbisbiBaeT KoMmaHny ifconfig uaum netsh (Bepcus ifconfig
s Windows), 4To 0ObIYHO CJIydaeTcsi O BBHIIIOJHEHHs] CKPUITA

--up.

ifconfig_ipv6_local [P-anpec nokanpHOro KoHeuHoro myHkta VPN, ykasaHHbI# B om-
uuu --ifconfig-ipv6 (mepBelil mapameTp). YcTaHaBaUBaeTCs mepen
tTeM, Kak «OpenVPN-I'OCT» Bri3biBaeT komaHay ifconfig wuiu
netsh (Bepcus ifconfig nng Windows), 4To 06bIYHO cayuaercs
10 BBIMIOJIHEHUSI CKPHIITA --UP.

ifconfig_ipv6_netbits Hnuna npedukca IPv6 cetn na VPN unrepgeiice. [lomyuaer-
cs u3 mapamerpa /nnn [Pv6-angpeca, ykasaHHOro B OMLUHH --
ifconfig-ipv6 (mepBeIfl mapameTp). YcTaHaBJIMBaeTCs Mepen TeM,
Kak «OpenVPN-TOCT» BbisbiBaeT komanny ifconfig uau netsh
(Bepcus ifconfig mass Windows), 4To 06bIYHO cJiyyaeTcsi A0 BHI-
TMIOJIHEHHUS] CKPUMTA --Up .

ifconfig_ipv6_remote [P-anpec ynanenHoro koHeuHoro nyHkta VPN, ykasaHHbli B or-
uun --ifconfig-ipv6 (BTOpoii mapameTp) MpH HCMOJNB30BAHHU OI-
uuu --dev tun. YcranaBnuBaercs mnepen TeMm, Kak «OpenVPN-
[OCT» BbisbiBaeT KomaHny ifconfig uau netsh (Bepcus ifconfig
st Windows), 4To 0ObIYHO CJlyyaeTcs O BBIIOJHEHHS CKPUIITa

--up.

ifconfig_local [P-anpec nokanbHOro koHeuHoro nyHkta VPN, ykazaHHbl#l B or-
uuu --ifconfig (mepBblil mapaMeTp). YcTaHaBJIUBAeTCs Mepel TeM,
kKak «OpenVPN-I'OCT» BbiseiBaer Komanny ifconfig uan netsh
(Bepcus ifconfig mas Windows), 4To 06bIYHO cJiiyyaeTcsi A0 BbI-
TMOJIHEHHUS] CKPUMTA --up.
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ifconfig_remote [P-anpec ynanenHoro koHeuHoro nyHkTa VPN, ykasaHHBIH B OIl-
uuu --ifconfig (BTopoil mapamerp) mpu HUCMOJIb30BAHUH OIIHH --
dev tun. YcranaBmuBaercsi nepen TeMm, Kak «OpenVPN-TOCT»
BbI3bIBaeT KomaHay ifconfig wmau netsh (Bepcus ifconfig mas
Windows), 4To 06bIUHO C/y4aeTcs 0 BBINOJHEHHS CKPHUIITA --UP.

ifconfig_netmask Macka noaceTu cermMeHTta BUPTYyasbHOH ceTu ethernet, ykasan-
Hasi KaK BTOpOH mapameTp onuuu --ifconfig mpu ncnosb3zoBaHuu
onuuu --dev tap. YcranasnuBaercs nepen TeM, kKak «OpenVPN-
[OCT» Be3biBaer Komanny ifconfig nau netsh (Bepcus ifconfig
s Windows), 4To 0ObIYHO CJyyaeTcsi 0 BBIMOJHEHUS] CKPUITA

--up.

ifconfig_pool_local_ip Jlokasnbublil BupTyasnbHblil [P-ampec mas tynnens TUN/TAP,
B3SIThIH U3 MUPeKTHUBH --ifconfig-push, ecnn ona ykasana, unu xe
13 nuanasona ifconfig (koTopbiii ynpaB/sieTcsi TUPEKTHBOH KOH-
¢urypaunonHoro ¢aina --ifconfig pool). YcranaBnuBaercs ToJb-
KO NIl TYHHeJed ¢ onuued --dev tun. drta omuusi ycTaHaBJjMBa-
eTcs Ha cepBepe Mepel BbIIIOJHEHHEM CKpUNTOB --client-connect
u --client-disconnect.

ifconfig_pool_netmask CereBasi macka BuptyanbHoro IP misi Tynnens TUN/TAP, Bas-
Tasi U3 MUpeKkTuBH --ifconfig-push, ecnu oHna ykasana, nau xe u3
¢atina ifconfig pool (koTopblii ynpaBJsieTcss TUPEKTHBOH KOH(H-
rypauuonHoro (aiina --ifconfig pool). YcranasnuBaercs To/bKO
IJs TyHHeJed ¢ onuued --dev tap. DTa onuus ycTaHaB/IHBaeT-
Csl Ha cepBepe TIpefie BBINIOJHEHHEM CKPUMNTOB --client-connect u
--client-disconnect.

ifconfig_pool_remote_ip Ynanennsiit BuptyanbHeiit [IP-anpec nnis rynnens TUN/TAP, B3s-
TBIH U3 IMpeKTHUBH --ifconfig-push, ecau oHa ykasana, umau xe U3
¢atina ifconfig pool (koTopblil ynpaB/sieTcss TUPEKTHBOH KOH(H-
rypauroHHoro Qaina --ifconfig pool). dra onuus ycranaBiuBa-
eTCsl Ha cepBepe Mepel BLITIOJHEHHEM CKPUIITOB --client-connect
u --client-disconnect.

link_mtu MakcuManbHbId pasmep nakera (6e3 yuera [P-3arosioBka) TyH-
HeJIbHBIX AaHHBIX B pexkxuMe TpaHcrnopta B UDP-tyHHese. Ycra-
HaBJIMBAEeTCsl Mepejl BBIMOJHEHUEM CKPUIITOB --up u --down.

local [Tapamerp onuuu --local. ¥cranaBauBaeTcs pH 3amnycke Nporpam-
Mbl U nepeyctaHaBsauBaetcs npu SIGNUP.
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local_port Howmep sokabHOTO MopTa, yKa3aHHBIH omiued --port uau --lport.
YcTaHaBaUBaeTCs NP 3alycKe MPOrpaMMbl U MepeyCcTaHABJIUBA-
ercst npu SIGNUP.

password [Taposib, mpenocTaB/IeHHBIN TOAKIOYAIIIMMCS KJIUEHTOM. YCTa-
HaBJIMBaeTCs TMepel BBIMOJHEHHEM CKpumnra --auth-user-pass-
verily, TolbKO Korja ykasaH MopHduKaTop via-env, U yaansercs
U3 Cpelbl Tocse TOro, Kak CKpPUIT BO3BpallaeT 3HAUEHHeE.

proto [Tapamerp omuuu --proto. YcraHaBJHBaeTCsi MPH 3alycKe MPo-
rpamMmMbl U nepeyctaHaBauBaetcs npu SIGNUP.

remote_{n} [TapameTp onuuu --remote. YcTaHaB/aMBaeTCsl NpU 3alycKe IPo-
rpamMMbl ¥ nepeycranasausaetcs npu SIGNUP.

remote_port_{n} Howmep ynanenHoro nopra, ykasaHHblil onuuei --port ujau --rport.
YcraHaB/aMBaeTcs MpU 3amycke MPOrpaMMbl U MepeycTaHaBJ/UBa-
ercst npu SIGNUP.

route_net_gateway Panee cyulectBoBaBlIME yMosuaTesbbld [P-refit B Tabauue
MapLIPyTU3aLHUHU CHCTEMBl. YCTaHaBJMBAETCS Mepel BbINOJHEHHU-
eM CKpuNTa --up.

route_vpn_gateway YMosuatenbHbI TeHT, UCMOJMB3YeMBbIH ONUUSIMU --route, ykaszaH-
HBIA MO0 B oNLMM --route-gateway s160 B KauecTBe BTOPOTO Ma-
pametpa onuuu --ifconfig, korna ykazana onuus --dev tun. ¥Ycra-
HaBJIMBAeTCA Mepefl BbIIIOJHEHHEM CKpPHUITA --up.

route_{parm}_{n} Ha6op mnepemeHHBIX, KOTOpblE ONpeNesIOT KaXKAbld nob6aBJsie-
MbIH MapLIpyT, ¥ YCTaHaBJIUBAIOTCS Tepel BbINOJHEHUEM CKPHUIITA
--up.

parm MoKeT UMeTb 3HaueHHs «networks, «netmask», «gateway»
UK «metricy.

n - Homep Mmapuipyta «OpenVPN-I'OCT», Hauunas c 1.

Ecqu ceTb U reéit fBasitoTes paspeminMeiMi uMeHamu DNS, 6y-
IYT 3amUCbIBaTbCs TpaHCAsiUMU UX [P-anpecoB BMecTo MX HMeH,
KaK YKa3aHO B KOMaHIHOH CTPOKEe MJIH KOH(PUT'YypaLHOHHOM (aki-
Je.
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route_ipv6_{parm}_{n} HaGop mnepeMeHHBIX, KOTOpble OMNpeNeNstoT KaxKIbld n06aB-
asemblt  IPv6 wmapumpyr, W ycTaHaBaMBalOTCA Tepel  BBI-
MOJHEHWeM CKpUNTa --Up. parm MOXeT HUMeTb 3HauyeHUS
«network» unu «gateway» («netmask» comepxutcs kak “/nnn”
B route_ipv6_network_{n}, B otsiuune ot IPv4, rue on nepenaet-
csl B BHJIe OT/EJbHOH MepeMeHHOU Cpelbl ). N - HOMep MaplipyTa
«OpenVPN-T'OCT», naunnas ¢ 1. Ecau ceTb WM reiiT siBASIOTCS
paspemnMbiMu uMeHamMu DNS, 6ynyT 3anuchiBaTbCsl TPAHCASLIMN
ux [P-anpecoB BMecToO UX HMeH, KaK yKa3aHO B KOMaHIHOH CTpo-
K€ WJIM KOH(PUI'ypaLMOHHOM (ai.e.

peer_cert Mwms BpemeHHoro (aiina, coneprkaiiee cepTUPHUKAT KJIHEHTA TPU
nonkJ/woueHuu. [losesno B coyetanuu c --tls-verify .

script_context YcraHaBnuBaetcss B «init» uau «restarts nepen BBIIONHEHUEM
ckpunrta up/down. JomosHUTEbHYIO HH(OPMALHUIO CM. B OITH-
CaHWM OMNLMUHU --up.

script_type OmuH w3 chaenywomux ckpunrtos: up, down, ipchange, route-
up, tls-verify, auth-user-pass-verify, client-connect, -client-
disconnect, unu learn-address. YcranaBauBaeTcs mepei BbINOJ-
HeHUeM J11000T0 CKPHUIITA.

signal [IpyurHa BbiXoma uJu nepe3arpy3kd. MokeT ObITb OOHUM U3
sigusrl, sighup, sigterm, sigint, inactive (ynpaBasiembiM om-
uueit --inactive), ping-exit (ympaBssieMbiM omuuei --ping-exit),
ping-restart (ympaBasiembiM onuued --ping-restart), connection-
reset (3amyckaercs npu nepesarpyske TCP-coenunenus), error,
or unknown (HeM3BECTHBIH CHTHaJ). DTa MepeMeHHasi yCTaHaJH-
BaeTCsl HEMOCPEACTBEHHO Tepe]] BBIMOJTHEHHEM CKpunTa down.

time_ascii MeTka BpeMeHH COeIMHEHHsl KJHeHTa, OT(POpPMaTHPOBAHHAs KakK
CTPOKa, KOTOPYIO MOXeT INPOYHUTAThb 4es0BeK. YCTaHABJIHBAETCS
rnepes BHIMIOJHEHHEM CKpHMTa --client-connect.

time_duration [TpomomkutenbHCTh (B CeKyHHOAX) ceaHCa KJHEHTa, KOTOPbIH
cefiuac OTCOeNMHsIeTCS. YCTAaHABJIMBAETCS Mepejl BBINOJHEHHEM
ckpunra --client-disconnect.

time_unix MeTKka BpeMeHU COelMHEHHUS KJHWeHTa, 0T(OpPMaTHUPOBAHHAS KaK
IOHMKCOBasl lieJ1asi BeJMYMHA JAAaThl/BpeMeHH. YCTaHABJIHBAETCS
rnepesl BHIMIOJHEHHEM CKpHMTa --client-connect.
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tls_digest_{n} / | Comepxurt orneuatok cepruduratra SHA1/SHA256, roe n - ypo-
tls_digest_sha256_{n} BeHb MPOBEPKH. YCTAHABJAMBAETCS TONbKO A/ TLS-coennHeHUH.
YcraHaBaMBaeTCs mepeq BBIMOJHEHHEM CKpuMnTa --tls-verify.

tls_id_{n} Cepusi moJiel cepTH(HUKAaTOB OT YyAAJeHHOTO NapTHepa, Tae
N - ypoBeHb INPOBEpPKH. YcTaHaB/JMBaeTCs ToJbKO AJs TLS-
COelMHEeHHH. YCTaHAB/JMBAETCs Iepejl BBINOJHEHHEM CKPUITA --
tls-verify.

tls_serial_{n} CepuiiHbli HOMep cepTH(HKATa OT YAaJE€HHOIO TapTHepa, TIe
N - ypOBeHb NPOBEPKH. YCTaHaBJWBaeTCs TOJMbKO nass TLS-
COeIMHEHUH. YCTaHABJIMBAETCS TMepel BHIIIOJHEHHEM CKpHUIITa --
tls-verify.

[lpencraBneH B BHAe MHeCATHUHOH CTPOYKH, K IIpUMepY,
«933971680», KOTOpBIH MOAXONUT JMJsi BBLIMIOJHEHHS [OCJEeM0-
BaTesbHbIX OCSP 3ampocoB (masi OpenSSL He nobGasisiite
K cTpoke «0x»). Ecau 4To-TO moOilimeT He TaK TPU UTEHHU
3HaueHUs1 u3 cepTU(dHUKaTa, OH OymeT TYCTOH CTPOKOH, TMoO-
3TOMYy Balll KOJ JOJ/DKEH IpoBepsiTb Ha Takod chaydai. Cwm.
contrib/OCSP_check/OCSP_check.sh ckpunt nas npumepa.

tls_serial_hex_{n} [To anasnoruu c tls_serial_{n}, Ho B wiecTHanaTepuyHoM hopmare
(x mpumepy, «12:34:56:78:9A5).

tun_mtu MTU ycrpoiictea TUN/TAP. YcranaBnuBaeTcst nepen BBITOJHE-
HHUEM CKpHUIITa --up Uau --down.

trusted_ip (or trusted_ip6) | HeiicTButenbubiii IP-anpec mnomk/rovaroiierocss KJAWEHTa HJIH
nmapTHepa, KOTOPHIH Obl1 ayTeHTH()UIUPOBAH. YCTaHABJIUBAETCs
rnepel BBLINIOJHEHHEM CKPUNTOB --ipchange, --client-connect u --
client-disconnect.

trusted_port JelicTBUTENbHBI HOMEp MOPTa MOAKJIOYAIOUIErocs KJAHUEHTa WU
napTHepa, KOTOPbIA OblJ1 ayTeHTHU(HLUHUPOBAH. YCTaHABJHBaeTCs
mepel BBIMOJHEHHEM CKPUNTOB --ipchange, --client-connect u --
client-disconnect.

untrusted_ip (or | HefictBurenbHbll [P-agpec mnoak/rovaomierocss KJWEHTa WM
untrusted_ip6) napTHepa, KOTOPHIH elle He Obli ayTeHTHUPULMpPoBaH. MHorna wuce-
MOJb3YyeTCsl, YTOOBI BBIMOMHUTD (PYHKIHIO NMap A5 NOAKJ/II0Yalo-
ILIerocsi XocTa B ckpurre --tls-verify, uTo6el 06ecneyuTh NpaBUIIb-
HYI0 paboTy GpaHiMayspa. YCTaHaB/IMBaeTCs Nepe] BbIIOJIHEHHEeM
ckpuntoB --tls-verify u --auth-user-pass-verify.
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untrusted_port

JleficTBUTENIbHBIE HOMep TOPTa MOAKJIIOYAIOIIErocsi KIHeHTa UJN
nmapTHepa, KOTOPBIH Obl1 ayTeHTH(UIUPOBAH. YCTAHABJIHBAETCS
mepen BbIMOJHEHWEM CKpPUNTOB --tls-verify u --auth-user-pass-
verify.

usernarmne

JIoruH, mpenoctaB/eHHbIH MOAKJ/IOUAIOIIUMCH KJIUEHTOM. YcTa-
HaBJIMBaeTCs Tepel BBIMOJHEHHEM CKpunTa --auth-user-pass-
verify, TosbKO Koria ykazaH MopuduKatop via-env.

X509_{n}_{subject_field}

[Tone X509 subject u3 ceprudukara ynajeHHOro mapTHepa, Tie
N - ypOBeHb NPOBEPKH. YCTaHaBJWBaeTCs TOJMbKO nass TLS-
COeIMHEHUH. YCTaHABJIMBAETCS TMepel BHIIIOJHEHHEM CKpHUIITa --
tls-verify. 9ta nepemennas noxoxa Ha tls_id_n, 3a uckmoueHuem
TOTO0, 4TO mMoJsi-KoMrnoHeHTbl X509 subject ynaneHsl, 1 HUKaKOTo
npeo6pa3oBaHUsl CTPOK B 3HAUEHMSAX ITHUX I0JEeH He MPOUCXOLUT
(32 WCKJOUeHHEM MpeoOpa3oBaHUs YMPABJSIOUIUX CHMBOJIOB B
3Hak nopuepkuBanusi) Hanpumep, Ha cepBepe «OpenVPN-T'OCT»
MPHU KCMOJIb30BAaHUM 06pasiia KJIHEHTCKOro cepTH(HKaTa U3 Ka-
tajora sample-keys (client.crt) 6ynyT ycTaHOBJIEHbB CJeAYIOLIHE
nepeMeHHble (06paTHTe BHUMaHHe, YTO YPOBEHb MPOBEPKH paBeH
O nust KaueHTCKoro cepTudurkata u | misi ceprudukara YLI):

X509_0_emailAddress=me@myhost.mydomain
X509 _0_CN=Test-Client

X509 _0_0=0OpenVPN-TEST

X509_0_ST=NA

X509_0_C=KG

X509 1 emailAddress=me@myhost.mydomain
X509 1 O=0OpenVPN-TEST

X509 1 L=BISHKEK

X509 1 ST=NA

X509_1_C=KG

[TopsinkoBbi#i Ne M3MeHeHUsI
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10.14 Tlopnmepxka BCTpOeHHBIX (DalJoB

«OpenVPN-T'OCT» nosBosisieT nsisi onuui --ca, --cert, --extra-certs, --key, --pkcsl2, --secret,
--crl-verify, --http-proxy-user-pass, --tls-auth u --tls-crypt BkJt04aTh comep:KMMOe COOTBETCTBYIO-
mux (aiaoB HemocpeACTBeHHO B (pals KoHpurypauuu. Kakablii BCTpoeHHBIH (pais HauWHaeTcs
CO CTPOKH <option> W 3akaHUMBaeTcs CTPOKo# </option>. IlprMep HCMOIB30BaHHS BCTPOEHHOTO
(haina:
<cert>

</cert>

[Tpu ucnosnb3oBaHWK (DYHKUHWH BCTPOEHHBIX (Pal/ioB ¢ --pkcsl2 BecTpoeHHBIH (palla f0/KeH ObITh
3akonupoBaH B base64. KomupoBanue dabina .pl2 B base64 MOXHO OCYLIECTBHUTb, K MPUMEpPY, C
nomoltbio OpenSSL, 3anyctuB openssl base64 -in input.pl2.

10.15 CurHaJsl

SIGHUP 3acraBasier «OpenVPN-I'OCT» 3akpbiTh BCce ceTeBble COeIUHE-
Husg u coenuHenus TUN/TAP, nepesamycTuTbcsi, TMepeyuTarthb
KOH(UT'YpPallMOHHBIH (haii1 (ecny ecTb) U 3aHOBO OTKPBITh CeTe-
Bole coenuHenust u coenrHenuss TUN/TAP.

SIGUSRI [Toxox Ha SIGHUP, 3a uck/oueHHeM TOro, uTo KOH(MHUIypalH-
OHHBIA (pails1 He MepeyuThIBAETCS, U, BO3MOXKHO, He 3aKpbIBaeT-
cs yerpoiictBo TUN/TAP, nmepeunthiBaloTcsi KJt04eBble (hadibl,
coxpaHsieTcsi JokanabHbIH [P-anpec/mopt, nau coxpansieTcs mo-
Cle[IHAH ayTeHTHU(UIUPOBAHHBIN ynaneHHbil [P-anpec/mopt, oc-
HOBaHHble Ha omuusax --persist-tun, --persist-key, --persist-local-
ip, and --persist-remote-ip cooTBeTCTBEHHO (CM. BBILIE).

DTOT CHUTHAJl TakKXe MOXKeT OBITb CTreHEepPUPOBaH BHYTPHU
«OpenVPN-T'OCT» cocTosinveM TaiimMayTa MOA ynpaBJeHHEM OI-
uuu --ping-restart.

ITOT CUTHaJ B COUYETAaHUM C OMuUHMeH --persist-remote-ip mMoxeT
OBITH OTIIPABJIEH, KOTJA MOAJIeXKAlllHe TapaMeTPhl CETEBOr0 UHTEp-
(efica xocTa MeHSIIOTCS, HanpuMep, Koraa xoct - kaneHT DHCP u
eMy npucBoeH HOBbIH [P-agpec. onosHuTesnbHy0 HH(DOPMaLHIO
CM. B ONMCAHHWH ONLHMHU --ipchange Bhille.

SIGUSR2 3acrapaser «OpenVPN-I'OCT» BriBecTH CBOI0 TeKYILYIO CTaTH-
cTUKy (B ¢aiinm syslog, ecau ucnosbayercs onuusi --daemon, B
MPOTHBHOM CJlyyae Ha CTaHIAPTHHIH BBIBOJ).

SIGINT, SIGTERM 3acraBasier «OpenVPN-I'OCT» KOppeKTHO 3aBeplIUTh PadoTy.

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe




KpunTo CEMY.00009-05 32 09 156
JIucT peructpauuu n3MeHeHUH
Howmepa suctoB (cTpaHuiy) Bcero No Bxopsiu#t | [lognucs | darta
W3M.| u3MeHeH- | 3aMeHeH- | HOBBIX | aHHYJH- | JHCTOB |JIOKYMEHTa| CONPOBOAHU-
HBIX HBIX poBaH- | (cTpaHHL) TeJIbHOTO
HBIX B JIOKYM. IOKYM. U JaTa

[TopsinkoBbi#i Ne M3MeHeHUsI

HOILI'II/ICI: JIMlla, OTBETCTBEHHOI'O 3a
H3MEHEHNEe

ﬂaTa BHECEHHA M3MEHEHHSA
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